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Command Syntax Conventions

The conventions used to present command syntax in this book are the same conventions used in the
IOS Command Reference. The Command Reference describes these conventions as follows:

» Boldface indicates commands and keywords that are entered literally, as shown. In actual
configuration examples and output (not general command syntax), boldface indicates commands
that are manually input by the user (such as a show command).

» Jtalics indicate arguments for which you supply actual values.

= Vertical bars (|) separate alternative, mutually exclusive elements.
» Square brackets [ ] indicate optional elements.

= Braces { } indicate a required choice.

= Braces within brackets [{ }] indicate a required choice within an optional element.



Introduction

Welcome to CCNA Routing and Switching! This book is the result of a massive redesign by Cisco of
their entry-level certification exams to more closely align with indus-try’s need for networking talent
as we enter into the era of “the Internet of Everything.” The success of the previous two editions of
this book prompted Cisco Press to approach me with a request to update the book with the necessary
new content to help both students and IT professionals in the field study and prepare for the new
CCNA Routing and Switching exam. For someone who originally thought that this book would be less
than 100 pages in length and limited to the Cisco Networking Academy program for its complete
audience, I am continually amazed that my little engineering journal has caught on with such a wide
range of people throughout the I'T community.

[ have long been a fan of what I call the “engineering journal,” a small notebook that can be carried
around and that contains little nuggets of information—commands that you forget, the IP addressing
scheme of some remote part of the network, little reminders about how to do something you only have
to do once or twice a year (but is vital to the integrity and maintenance of your network). This journal
has been a constant companion by my side for the past 15 years; [ only teach some of these concepts
every second or third year, so I constantly need to refresh commands and concepts and learn new
commands and ideas as they are released by Cisco. My journals are the best way for me to review
because they are written in my own words (words that I can understand). At least, I had better
understand them, because if [ can’t, I have only myself to blame.

My first published engineering journal was the CCNA Quick Command Guide; it was organized to
match to the (then) order of the Cisco Networking Academy program. That book then morphed into
the Portable Command Guide, the third edition of which you are reading right now. This book is my
“industry” edition of the engineering journal. It contains a different logical flow to the topics, one
more suited to someone working in the field. Like topics are grouped together: routing protocols,
switches, troubleshooting. More-complex examples are given. New topics have been added, such as
OSPFv3 and EIGRPv6 for IPv6, multi-area OSPF, PPPoE, GRE tunnels, and Cisco IOS Version 15.
The popular “Create Your Own Journal” appendix is still here (blank pages for you to add in your
own commands that you need in your specific job). We all recognize the fact that no network
administrator’s job can be so easily pigeonholed as to just working with CCNA topics; you all have
your own specific jobs and duties assigned to you. That is why you will find those blank pages at the
end of the book. Make this book your own; personalize it with what you need to make it more
effective. That way your journal will not look like mine.

Networking Devices Used in the Preparation of This Book

To verify the commands in this book, I had to try them out on a few different devices. The following
is a list of the equipment I used when writing this book:

= C2821 ISR with PVDM2, CMME, a WIC-2T, FXS and FXO VICs, running 12.4(10a) [PBase
I0S

= WS-C2960-24TT-L Catalyst switch, running 12.2(25)SE 10S

= WS-C2950-12 Catalyst switch, running Version C2950-C3.0(5.3)WC(1) Enterprise Edition
software



» C1941 ISRG2 router with WIC 2T and HWIC-4ESW, running Version 15.1(1)T Cisco IOS
with a technology package of [PBaseK9

Those of you familiar with Cisco devices will recognize that a majority of these commands work
across the entire range of the Cisco product line. These commands are not limited to the platforms and
Cisco IOS Software versions listed. In fact, these devices are in most cases adequate for someone to
continue his or her studies into the CCNP level, too.

Private Addressing Used in this Book

This book makes use of RFC 1918 addressing throughout. Because I do not have permission to use
public addresses in my examples, [ have done everything with private addressing. Private addressing
is perfect for use in a lab environment or in a testing situation because it works exactly like public
addressing, with the exception that it cannot be routed across a public network. That is why you will
see private addresses in my WAN links between two routers using serial connections or in my Frame
Relay cloud.

Who Should Read This Book

This book is for those people preparing for the CCNA Routing and Switching exam, whether through
self-study, on-the-job training and practice, or through study within the Cisco Networking Academy
program. There are also some handy hints and tips along the way to make life a bit easier for you in
this endeavor. It is small enough that you will find it easy to carry around with you. Big, heavy
textbooks might look impressive on your bookshelf in your office, but can you really carry them all
around with you when you are working in some server room or equipment closet somewhere?

Optional Sections

A few sections in this book have been marked as optional. These sections cover topics that are not on
the CCNA Routing and Switching certification exam, but they are valuable topics that I believe
should be known by someone at a CCNA level. Some of the optional topics might also be concepts
that are covered in the Cisco Networking Academy program courses.

Organization of This Book

This book follows what I think is a logical approach to configuring a small to mid-size network. It is
an approach that I give to my students when they invariably ask for some sort of outline to plan and
then configure a network. Specifically, this approach is as follows:

Part I: TCP/IP v4
= Chapter 1, “How to Subnet”—An overview of how to subnet, examples of subnetting (both a

Class B and a Class C address), the use of the binary AND operation, the Enhanced Bob
Maneuver to Subnetting

= Chapter 2, “VLSM”—An overview of VLSM, an example of using VLSM to make your IP
plan more efficient

= Chapter 3, “Route Summarization”—Using route summarization to make your routing
updates more efficient, an example of how to summarize a network, necessary requirements for
summarizing your network



Part I1: Introduction to Cisco Devices

» Chapter 4, “Cables and Connections”—An overview of how to connect to Cisco devices,
which cables to use for which interfaces, and the differences between the TIA/EIA 568 A and
568B wiring standards for UTP

= Chapter 5, “The Command-Line Interface”—How to navigate through Cisco I0S

Software: editing commands, keyboard shortcuts, and help commands

Part II1: Configuring a Router

» Chapter 6, “Configuring a Single Cisco Router”—Commands needed to configure a single
router: names, passwords, configuring interfaces, MOTD and login banners, IP host tables,
saving and erasing your configurations

Part IV: Routing
» Chapter 7, “Static Routing”—Configuring static routes in your internetwork

= Chapter 8, “EIGRP”—Configuring and verifying EIGRP
= Chapter 9, “Single Area OSPF”—Configuring and verifying single-area OSPF
= Chapter 10, “Multi-Area OSPF”—Configuring and verifying multi-area OSPF

Part V: Switching

* Chapter 11, “Configuring a Switch”—Commands to configure Catalyst 2960 switches:
names, passwords, IP addresses, default gateways, port speed and duplex; configuring static
MAC addresses; managing the MAC address table; port security

= Chapter 12, “VLANs”—Configuring static VLANS, troubleshooting VLANSs, saving and
deleting VLAN information.

* Chapter 13, “VLAN Trunking Protocol and Inter-VLAN Communication”—Configuring a
VLAN trunk link, configuring VTP, verifying VTP, inter-VLAN communication, router-on-a-

stick, subinterfaces, and SVIs.

= Chapter 14, “Spanning Tree Protocol and EtherChannel”—Verifying STP, setting switch
priorities, and creating and verifying EtherChannel groups between switches

Part VI: Layer 3 Redundancy

= Chapter 15, “HSRP and GLBP”—Configuring HSRP, interface tracking, setting priorities,
configuring GLBP.

Part VII: IPv6

= Chapter 16, “IPv6”—Transitioning to [Pv6; format of IPv6 addresses; configuring IPv6
(interfaces, tunneling, static routing)

* Chapter 17, “OSPFv3”—Configuring OSPF to work with IPv6,

= Chapter 18, “EIGRP for IPv6”—Configuring EIGRP to work with IPv6.
Part VIII: Network Administration and Troubleshooting

= Chapter 19, “Backing Up and Restoring Cisco I0S Software and Configurations”—Boot
commands for Cisco I0S Software, backing up and restoring Cisco IOS Software using TFTP,




Xmodem, and ROMmon environmental variables

* Chapter 20, “Password-Recovery Procedures and the Configuration Register”—The
configuration register, password recovery procedure for routers and switches

= Chapter 21, “Cisco Discovery Protocol (CDP)”—Customizing and verifying CDP

* Chapter 22, “Remote Connectivity Using Telnet or SSH”—Commands used for Telnet and
SSH to remotely connect to other devices

= Chapter 23, “Verifying End-to-End Connectivity”—Commands for both ping and extended
ping; the traceroute command

= Chapter 24, “Configuring Network Management Protocols”—Configuring SNMP, working
with syslog, Severity Levels, Configuring NetFlow

* Chapter 25, “Basic Troubleshooting”—Various show commands used to view the routing
table; interpreting the show interface command; verifying your IP settings using different
operating systems

= Chapter 26, “Cisco 10S Licensing”—Differences between licensing pre- and post-Cisco 10S
Version 15, installing permanent and evaluation licenses, backing up and uninstalling licenses
Part IX: Managing IP Services
= Chapter 27, “Network Address Translation”—Configuring and verifying NAT and PAT
= Chapter 28, “Dynamic Host Configuration Protocol (DHCP)”—Configuring and verifying
DHCP on a Cisco IOS router
Part X: WANs

= Chapter 29, “Configuring Serial Encapsulation: HDL.C and PPP”—Configuring PPP,
authentication of PPP using CHAP, compression in PPP; multilink in PPP, troubleshooting PPP,

returning to HDLC encapsulation

= Chapter 30, “Establishing WAN Connectivity Using Frame Relay”—Configuring basic
Frame Relay, Frame Relay and subinterfaces, DLCIs, verifying and troubleshooting Frame

Relay

= Chapter 31, “Configuring Generic Routing Encapsulation (GRE) Tunnels”—Configuring
and verifying GRE tunnels

= Chapter 32, “Configuring Point-to-Point Protocol over Ethernet (PPPoE)”—Configuring a
DSL connection using PPPoE
Part XI: Network Security

= Chapter 33, “Managing Traffic Using Access Control Lists (ACL)”—Configuring standard
ACLs, wildcard masking, creating extended ACLs, creating named ACLs, using sequence

numbers in named ACLs, verifying and troubleshooting ACLs, ACLs and IPv6

Part XII: Appendixes

= Appendix A, “Binary/Hex/Decimal Conversion Chart”—A chart showing numbers 0 through
255 1in the three numbering systems of binary, hexadecimal, and decimal

» Appendix B, “Create Your Own Journal Here”—Some blank pages for you to add in your




own specific commands that might not be in this book
Did I Miss Anything?

I am always interested to hear how my students, and now readers of my books, do on both
certification exams and future studies. If you would like to contact me and let me know how this book
helped you in your certification goals, please do so. Did I miss anything? Let me know. Contact me at
ccnaguide(@empson.ca or through the Cisco Press website, http://www.ciscopress.com.



mailto:ccnaguide@empson.ca
http://www.ciscopress.com

Part1: TCP/IP v4



Chapter 1. How to Subnet

Class A—E Addresses

Leading First Octet

Class | Bit Pattern | in Decimal | Notes Formulae
A OXXXXXXX 0-127 0 is invalid 2N Number of
127 reserved Where N 158 total subnets
for loopback equal to num- | created
testing ber of bits bor-
rowed
B 10xxxxxX 128-191 2t Ry | Number of
valid subnets
created
L TT0XXXXX 192-223 2H Number of
Where H is total hosts
equal to num- | per subnet
ber of host bits
D 1110xxxx 224239 Reserved for . Number of
multicasting valid hosts
per subnet
E TT11xxxx 240-255 Reserved for
future use/
testing

Class A Address N
Class B Address
Class C Address N

z
ol gl = =
Z.I-"'._.'
EIE3ED

N = Network bits

H = Host bits

All Os in host portion = Network or subnetwork address

All Is in host portion = Broadcast address

Combination of 1s and Os in host portion = Valid host address

Converting Between Decimal Numbers and Binary

In any given octet of an IP address, the 8 bits can be defined as follows:

‘2? izﬁ ,25 | 24 |2_¥ izz |2| .2”
128 | 64 ) 6 |8 4 2 |

To convert a decimal number into binary, you must turn on the bits (make them a 1) that would add up
to that number, as follows:

187=10111011 = 128+32+16+8+2+1



224 =11100000 = 128+64+32

To convert a binary number into decimal, you must add the bits that have been turned on (the 1s), as
follows:

10101010 = 128+32+8+2 =170
11110000 = 128+64+32+16 = 240

The IP address 138.101.114.250 is represented in binary as
10001010.01100101.01110010.11111010

The subnet mask of 255.255.255.192 is represented in binary as
I1111111.11111111.11111111.11000000

Subnetting a Class C Network Using Binary

You have a Class C address of 192.168.100.0 /24. You need nine subnets. What is the IP plan of
network numbers, broadcast numbers, and valid host numbers? What is the subnet mask needed for
this plan?
You cannot use N bits, only H bits. Therefore, ignore 192.168.100. These numbers cannot change.
Step 1. Determine how many H bits you need to borrow to create nine valid subnets.
2N-2>9
N =4, so you need to borrow 4 H bits and turn them into N bits.
Start with 8 H bits HHHHHHHH
Borrow 4 bits  NNNNHHHH

Step 2. Determine the first valid subnet in binary.

0001HHHH Cannot use subnet 0000 because it 1s invalid. Therefore, you
| _must start with the bit pattern of 0001

00010000 ~ All Os in host portion = subnetwork number
| 00010001 First valid host number
00011110 Last valid host number

00011111 All 1s in host portion = broadcast number

Step 3. Convert binary to decimal.

100010000 =16 | Subnetwork number
: 00010001 = 17 First valid host number
100011110=30 | Last valid host number

| 00011111 =31 All 1s in host portion = broadcast number



Step 4. Determine the second valid subnet in binary.

0010HHHH 0010 = 2 in binary = second valid subnet

00100000 | All Os in host portion = subnetwork number

00100001  First valid host number

00101110 ' Last valid host number

00101111 - All 1s in host portion = broadcast number
Step 5. Convert binary to decimal.

00100000 = 32 Subnetwork number

(00100001 = 33 First valid host number

00101110 = 46 Last valid host number

00101111 =47 All 1s in host portion = broadcast number

Step 6. Create an IP plan table.

Valid Subnet  Network Number | Range of Valid Hosts Broadcast Number
1 16 17-30 - 31
2 32 33-46 47
3 48 49-62 | 63

Notice a pattern? Counting by 16.
Step 7. Verify the pattern in binary. (The third valid subnet in binary is used here.)

001 HHHH Third valid subnet
00110000 = 48 Subnetwork number
00110001 =49 First valid host number
00111110 =62 Last valid host number
00111111 =63 Broadcast number

Step 8. Finish the IP plan table.




Use any nine subnets—the rest are for future growth.

Step 9. Calculate the subnet mask. The default subnet mask for a Class C network is as follows:

Subnet | Network Address | Range of Valid Hosts - Broadcast Address
(0000) (0001-1110) (1111)

(0 (0000) | 192.168.100.0 192.168.100.1- 192.168.100.15

invalid 192.168.100.14

1 (0001) | 192.168.100.16 192.168.100.17- 192.168.100.31
192.168.100.30

2(0010) | 192.168.100.32 192.168.100.33- 192.168.100.47
192.168.100.46

3(0011) | 192.168.100.48 192.168.100.49— 192.168.100.63
192.168.100.62

4 (0100) | 192.168.100.64 192.168.100.65- 192.168.100.79
192.168.100.78

S(0101) | 192.168.100.80 192.168.100.81- 192.168.100.95
192.168.100.94

6 (0110) | 192.168.100.96 192.168.100.97- 192.168.100.111
192.168.100.110

7(0111) | 192.168.100.112 192.168.100.113- 192.168.100.127
192.168.100.126

8 (1000) | 192,168.100.128 192.168.100.129- 192.168.100.143
192.168.100.142

9(1001) | 192.168.100.144 192.168.100.145— 192.168.100.159
192.168.100.158

10 192.168.100.160 192.168.100.161- 192.168.100.175

(1010) 192.168.100.174

11 192.168.100.176 192.168.100.177- 192.168.100.191

(1011) 192.168.100.190

12 192.168.100.192 192.168.100.193— 192, 168.100.207

(1100) 192.168.100.206

13 192.168.100.208 192.168.100.209- 192.168.100.223

(1101) 192.168.100.222

14 192.168.100.224 192.168.100.225- 192.168.100.239

(111(h 192.168.100.238

15 192.168.100.240 192,168.100,241- 192.168.100.255

E1TTTS 192.168.100.254

invalid

Quick Always an even First valid host is always = Always an odd number

Check | number an odd # Last valid host
is alwa_}fs an even #



' Decimal Binary

:-Eﬁﬁ.zﬁ_‘i.liﬁ.[} IITTLIIL. I 1110111 1.00000000
1 = Network or subnetwork bit
0 = Host bit
You borrowed 4 bits; therefore, the new subnet mask is the following:

ITLLRTRL IR . IR .11110000 255.255.255.240

Note

You subnet a Class B or a Class A network with exactly the same steps as for a Class
C network; the only difference is that you start with more H bits.

Subnetting a Class B Network Using Binary

You have a Class B address of 172.16.0.0 /16. You need nine subnets. What is the IP plan of network
numbers, broadcast numbers, and valid host numbers? What is the subnet mask needed for this plan?

You cannot use N bits, only H bits. Therefore, ignore 172.16. These numbers cannot change.
Step 1. Determine how many H bits you need to borrow to create nine valid subnets.
2N-2>9
N 4, so you need to borrow 4 H bits and turn them into N bits.
‘:tm‘t with 16 H blta HHHHHHHHHHHHHHHH {Rf:mnu: the decimal pUII][ for now]
Borrow 4 bits NNNNHHHHHHHHHHHH

Step 2. Determine the first valid subnet in binary (without using decimal points).

' 0001 HHHHHHHHHHHH

| [_}EHZI l[il]-[ll][ll}[ll]lﬂﬂ-ﬂﬂ Sut}net numher

: 000 1000000000001 First valid host
Oﬂ{lllllllllllllﬂ Last valid host
UL‘H’JI 111111111111 Broadcast number

Step 3. Convert blnary to decimal (replacing the decnnal point in the binary numbers)



00010000.00000000 = 16.0
00010000.00000001 = 16.1

Subnetwork number

First valid host number

QO011111.11111110 = 31.254

Last valid host number

00011111.11111111 = 31.255

Broadcast number

Step 4. Determine the second valid subnet in binary (without using decimal points).

0010HHHHHHHHHHHH

00 10000000000000 Subnet number
0010000000000001 First valid host
0010111111111110 Last valid host
Oor1o111111111111 Broadcast number

Step 5. Convert binary to decimal (returning the decimal point in the binary numbers).

(0100000.0000000:0 = 32.0
00100000.00000001 = 32.1

Subnetwork number

First valid host number

OO10TTIL.11111110=47.254
Q0101111111001 =47.255

Last valid host number

Broadcast number

Step 6. Create an IP plan table.

Notice a pattern? Counting by 16.

Valid Network Number Range of Valid Broadcast
Subnet Hosts Number

1 16.0 16.1-31.254 31.255

2 32.0 32.1-47.254 47.255

3 48.0 48.1-63.254 63.255

Step 7. Verify the pattern in binary. (The third valid subnet in binary is used here.)



001 1T HHHHHHHHHHHH Third valid subnet
001 10000.00000000 = 48.0 Subnetwork number
001 10000.00000001 = 48.1 First valid host number

00111111,11111110 = 63.254 | Last valid host number
00111111.11111111 = 63.255 | Broadcast number

Step 8. Finish the IP plan table.

Subnet Network Address Range of Valid Hosts Broadcast Address
(0000) {(0001-1110) (1111)

( (0000) 172.16.0.0 172.16.0.1-172.16.15.254 | 172.16.15.255

invalid

1 (0001) 172.16.16.0 172.16.16.1- 172.16.31.255
172.16.31.254

2 (0010) 172.16.32.0 172.16.32.1- 172.16.47.255
172.16.47.254

3(0011) 172.16.48.0 172.16.48.1- 172.16.63.255

| 172.16.63.254 _

4 (0100) 172.16.64.0 172.16.64.1- 172.16.79.255
172.16.79.254

5(0101) 172.16.80.0 172.16.80.1- 172.16.95.255
172.16.95.254

6 (0110) 172.16.96.0 172.16.96.1- 172.16.111.255
172.16.111.254

T(0111) 172.16.112.0 172.16.112.1- 172.16.127.255
172.16.127.254




[$(1000) | 172.16.128.0 172.16.128.1- ' 172.16.143.255
172.16.143.254

0(1001) | 172.16.144.0 | 172.16.144.1— | 172.16.159.255
172.16.159.254

10 (1010) 172.16.160.0 172.16.160.1- 172.16.175.255
_ | 172.16.175.254 _

11 (1011) 172.16.176.0 172.16.176.1— 172.16.191.255
| L1 Tedi1 |

12 (1100) 172.16.192.0 172.16.192.1- 172.16.207.255
_ | 172.16.207.254

13 (1101) 172.16.208.0 172.16.208.1- 172.16.223.255
: : 172.16.223.254 _

14 (1110) 172.16.224.0 172.16.224.1- 172.16.239.255
| : | 172.16.239.254 _

15(1111) | 172.16.240.0 172.16.240.1— 172.16.255.255
| invalid | | 172.16.255.254 _

Quick Always in form First valid host is always = Always odd #.255

Check even #.0 even #.1 Last valid host is

_ _  always odd #.254
Use any nine subnets—the rest are for future growth.
Step 9. Calculate the subnet mask. The default subnet mask for a Class B network is as follows:

:-Der.:imal | Binary
255.255.0.0 | TLTTILTL. 11111 11.00000000.00000000
1 = Network or subnetwork bit
0 = Host bit

You borrowed 4 bits; therefore, the new subnet mask is the following;

ITT11110.11111111.11110000.00000000 255.255.240.0

Binary ANDing

Binary ANDing is the process of performing multiplication to two binary numbers. In the decimal
numbering system, ANDing is addition: 2 and 3 equals 5. In decimal, there are an infinite number of
answers when ANDing two numbers together. However, in the binary numbering system, the AND
function yields only two possible outcomes, based on four different combinations. These outcomes, or
answers, can be displayed in what is known as a truth table:

0Oand 0=0
land0=0
Oand 1 =0
land 1 =1
You use ANDing most often when comparing an IP address to its subnet mask. The end result of



ANDing these two numbers together is to yield the network number of that address.
Question 1

What is the network number of the IP address 192.168.100.115 if it has a subnet mask of
255.255.255.240?

Answer

Step 1. Convert both the IP address and the subnet mask to binary:
192.168.100.115 =11000000.10101000.01100100.01110011
255.255.255.240=11111111.11111111.11111111.11110000

Step 2. Perform the AND operation to each pair of bits—1 bit from the address ANDed to the
corresponding bit in the subnet mask. Refer to the truth table for the possible outcomes:

192.168.100.115 = 11000000.10101000.01100100.01110011
255.255.255.240=11111111.11111111.11111111.11110000
ANDed result = 11000000.10101000.01100100.01110000
Step 3. Convert the answer back into decimal:
11000000.10101000.01100100.01110000 = 192.168.100.112

The IP address 192.168.100.115 belongs to the 192.168.100.112 network when a mask of
255.255.255.240 is used.

Question 2

What is the network number of the IP address 192.168.100.115 if 1t has a subnet mask of
255.255.255.192?

(Notice that the IP address is the same as in Question 1, but the subnet mask is different. What answer
do you think you will get? The same one? Let’s find out!)

Answer

Step 1. Convert both the IP address and the subnet mask to binary:
192.168.100.115 =11000000.10101000.01100100.01110011
255.255.255.192=11111111.11111111.11111111.11000000

Step 2. Perform the AND operation to each pair of bits—1 bit from the address ANDed to the
corresponding bit in the subnet mask. Refer to the truth table for the possible outcomes:

192.168.100.115 = 11000000.10101000.01100100.01110011
255.255.255.192=11111111.11111111.11111111.11000000
ANDed result  =11000000.10101000.01100100.01000000
Step 3. Convert the answer back into decimal:
11000000.10101000.01100100.01110000 = 192.168.100.64

The IP address 192.168.100.115 belongs to the 192.168.100.64 network when a mask of
255.255.255.192 is used.

So Why AND?



Good question. The best answer is to save you time when working with I[P addressing and subnetting.
If you are given an IP address and its subnet, you can quickly find out what subnetwork the address
belongs to. From here, you can determine what other addresses belong to the same subnet. Remember
that if two addresses are in the same network or subnetwork, they are considered to be /ocal to each
other and can therefore communicate directly with each other. Addresses that are not in the same
network or subnetwork are considered to be remote to each other and must therefore have a Layer 3
device (like a router or Layer 3 switch) between them to communicate.

Question 3

What is the broadcast address of the IP address 192.168.100.164 if it has a subnet mask of
255.255.255.248?

Answer

Step 1. Convert both the IP address and the subnet mask to binary:
192.168.100.164 = 11000000.10101000.01100100.10100100
255.255.255.248=11111111.11111111.11111111.11111000

Step 2. Perform the AND operation to each pair of bits—1 bit from the address ANDed to the
corresponding bit in the subnet mask. Refer to the truth table for the possible outcomes:

192.168.100.164 = 11000000.10101000.01100100.10100100
255.255.255.248=11111111.11111111.11111111.11111000
ANDed result  =11000000.10101000.01100100.10100000
=192.168.100.160 (Subnetwork #)
Step 3. Separate the network bits from the host bits:
255.255.255.248 = /29 = The first 29 bits are network/subnetwork bits; therefore,
11000000.10101000.01100100.10100 000. The last three bits are host bits.

Step 4. Change all host bits to 1. Remember that all 1s in the host portion are the broadcast number
for that subnetwork:

11000000.10101000.01100100.10100111
Step 5. Convert this number to decimal to reveal your answer:
11000000.10101000.01100100.10100111 = 192.168.100.167
The broadcast address of 192.168.100.164 is 192.168.100.167 when the subnet mask is
255.255.255.248.
Shortcuts in Binary ANDing

Remember when I said that this was supposed to save you time when working with IP addressing and
subnetting? Well, there are shortcuts when you AND two numbers together:

= An octet of all 1s in the subnet mask will result in the answer being the same octet as in the IP
address.

= An octet of all Os in the subnet mask will result in the answer being all Os in that octet.



Question 4
To what network does 172.16.100.45 belong, if its subnet mask 1s 255.255.255.0?
Answer

172.16.100.0
Proof
Step 1. Convert both the IP address and the subnet mask to binary:
172.16.100.45 =10101100.00010000.01100100.00101101
255.255.255.0=11111111.11111111.11111111.00000000

Step 2. Perform the AND operation to each pair of bits—1 bit from the address ANDed to the
corresponding bit in the subnet mask. Refer to the truth table for the possible outcomes:

172.16.100.45=10101100.00010000.01100100.00101101
255.255.255.0=11111111.11111111.11111111.00000000
10101100.00010000.01100100.00000000
=172.16.100.0

Notice that the first three octets have the same pattern both before and after they were ANDed.
Therefore, any octet ANDed to a subnet mask pattern of 255 is itself! Notice that the last octet is all
0Os after ANDing. But according to the truth table, anything ANDed to a 0 is a 0. Therefore, any octet
ANDed to a subnet mask pattern of 0 is 0! You should only have to convert those parts of an I[P
address and subnet mask to binary if the mask 1s not 255 or 0.

Question 5

To what network does 68.43.100.18 belong, if its subnet mask 1s 255.255.255.0?
Answer

68.43.100.0 (There is no need to convert here. The mask is either 255s or 0s.)
Question 6

To what network does 131.186.227.43 belong, if its subnet mask is 255.255.240.0?
Answer

Based on the two shortcut rules, the answer should be
131.186.7??2.0
So now you only need to convert one octet to binary for the ANDing process:
227 =11100011
240 = 11110000
11100000 =224
Therefore, the answer is 131.186.224.0.

The Enhanced Bob Maneuver for Subnetting (or How to Subnet Anything in



Under a Minute)

Legend has it that once upon a time a networking instructor named Bob taught a class of students a
method of subnetting any address using a special chart. This was known as the Bob Maneuver. These
students, being the smart type that networking students usually are, added a row to the top of the chart,
and the Enhanced Bob Maneuver was born. The chart and instructions on how to use it follow. With
practice, you should be able to subnet any address and come up with an IP plan in under a minute.
After all, it’s just math!

The Bob of the Enhanced Bob Maneuver was really a manager/instructor at SHL. He taught this
maneuver to Bruce, who taught it to Chad Klymchuk. Chad and a coworker named Troy added the top
line of the chart, enhancing it. Chad was first my instructor in Microsoft, then my coworker here at
NAIT, and now is one of my Academy instructors—I guess [ am now his boss. And the circle is
complete.

The Enhanced Bob Maneuver

192 224 240 248 252 254 255 | Subnet Mask

128 04 32 16 8 4 2 I Target Number
8 7 & 5 4 3 2 | Bit Place
126 62 30 14 H 2 N/A | Number of Valid Subnets

Suppose that you have a Class C network and you need nine subnets.

Step 1. On the bottom line (Number of Valid Subnets), move from right to left and find the closest
number that is bigger than or equal to what you need:

Nine subnets—move to 14.
Step 2. From that number (14), move up to the line called Bit Place.
Above 14 is bit place 4.

Step 3. The dark line is called the high-order line. If you cross the line, you have to reverse
direction.

You were moving from right to left; now you have to move from left to right.

Step 4. Go to the line called Target Number. Counting from the left, move over the number of
spaces that the bit place number tells you.

Starting on 128, moving 4 places takes you to 16.

Step 5. This target number is what you need to count by, starting at 0, and going until you hit 255 or
greater. Stop before you get to 256:

0
16
32
48
64
80
96
112



128
144
160
176
192
208
224
240
256 Stop—too far!
Step 6. These numbers are your network numbers. Expand to finish your plan.

Network # | Range of Valid Hosts Broadcast Number

0 (invalid) 1-14 15

16 17=30 (17 is 1 more than network # | 31 (1 less than next network #)
30 1s 1 less than broadcast#)

32 33-46 47

48 49-62 63

64 6578 79

80 81-94 95

96 97-110 111

112 113-126 127

128 129-142 143

144 145-158 159

160 161-174 175

176 177-190 191

192 193-206 207

208 209-222 223

224 225-238 239

240 (invalid) | 241-254 235

Notice that there are 14 subnets created from .16 to .224.

Step 7. Go back to the Enhanced Bob Maneuver chart and look above your target number to the top
line. The number above your target number is your subnet mask.

Above 16 1s 240. Because you started with a Class C network, the new subnet mask is
255.255.255.240.



Chapter 2. VLSM

Variable-length subnet masking (VLSM) is the more realistic way of subnetting a network to make for
the most efficient use of all of the bits.

Remember that when you perform classful (or what I sometimes call classical) subnetting, all subnets
have the same number of hosts because they all use the same subnet mask. This leads to inefficiencies.
For example, if you borrow 4 bits on a Class C network, you end up with 14 valid subnets of 14 valid
hosts. A serial link to another router only needs 2 hosts, but with classical subnetting, you end up
wasting 12 of those hosts. Even with the ability to use NAT and private addresses, where you should
never run out of addresses in a network design, you still want to ensure that the IP plan that you create
is as efficient as possible. This is where VLSM comes in to play.

VLSM is the process of “subnetting a subnet” and using different subnet masks for different networks
in your IP plan. What you have to remember is that you need to make sure that there is no overlap in
any of the addresses.

IP Subnet Zero

When you work with classical subnetting, you always have to eliminate the subnets that contain either
all zeros or all ones in the subnet portion. Hence, you always used the formula 2N — 2 to define the
number of valid subnets created. However, Cisco devices can use those subnets, as long as the
command ip subnet-zero is in the configuration. This command is on by default in Cisco IOS
Software Release 12.0 and later; if it was turned off for some reason, however, you can re-enable it
by using the following command:

Router (config)# ip subnet-zero

Now you can use the formula 2N rather than 2N — 2.

2N Number of total subnets created

2 Number of valid subnets created No longer needed because you have
the ip subnet-zero command enabled

e Number of total hosts per subnet

QH_. 2 Number of valid hosts per subnet

VLSM Example

You follow the same steps in performing VLSM as you did when performing classical subnetting.
Consider Figure 2-1 as you work through an example.
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Figure 2-1 Sample Network Needing a VLSM Address Plan

A Class C network—192.168.100.0/24—is assigned. You need to create an IP plan for this network
using VLSM.

Once again, you cannot use the N bits—192.168.100. You can use only the H bits. Therefore, ignore
the N bits, because they cannot change!

The steps to create an IP plan using VLSM for the network illustrated in Figure 2-1 are as follows:
Step 1. Determine how many H bits will be needed to satisfy the largest network.
Step 2. Pick a subnet for the largest network to use.
Step 3. Pick the next largest network to work with.
Step 4. Pick the third largest network to work with.
Step 5. Determine network numbers for serial links.
The remainder of the chapter details what is involved with each step of the process.

Step 1 Determine How Many H Bits Will Be Needed to Satisfy the Largest Network

A 1s the largest network with 50 hosts. Therefore, you need to know how many H bits will be needed:
If 2H — 2 = Number of valid hosts per subnet
Then 2H -2 >50
Therefore H = 6 (6 is the smallest valid value for H)

Youneed 6 H bits to satisfy the requirements of Network A.

If you need 6 H bits and you started with 8 N bits, you are left with 8 — 6 =2 N bits to create subnets:
Started with: NNNNNNNN (these are the 8 bits in the fourth octet)
Now have: NNHHHHHH

All subnetting will now have to start at this reference point, to satisfy the requirements of Network A.
Step 2 Pick a Subnet for the Largest Network to Use

You have 2 N bits to work with, leaving you with 2N or 22 or 4 subnets to work with:



NN = 00HHHHHH (The Hs = The 6 H bits you need for Network A)
01HHHHHH
10HHHHHH
1 1THHHHHH
If you add all zeros to the H bits, you are left with the network numbers for the four subnets:
00000000 = .0
01000000 = .64
10000000 = .128
11000000 =.192
All of these subnets will have the same subnet mask, just like in classful subnetting.
Two borrowed H bits means a subnet mask of
11111111, 11111111.11111111.11000000
or
255.255.255.192
or
/26
The /x notation represents how to show different subnet masks when using VLSM.
/8 means that the first 8 bits of the address are network; the remaining 24 bits are H bits.

/24 means that the first 24 bits are network; the last 8 are host. This is either a traditional default
Class C address, or a traditional Class A network that has borrowed 16 bits, or even a traditional
Class B network that has borrowed 8 bits!

Pick one of these subnets to use for Network A. The rest of the networks will have to use the other
three subnets.

For purposes of this example, pick the .64 network.

00000000 = 0 |

01000000 = 64 | Network A
10000000 = 128

: 11000000 = | 192

Step 3 Pick the Next Largest Network to Work With
Network B =27 hosts
Determine the number of H bits needed for this network:
2H-2>27
H=5
Youneed 5 H bits to satisfy the requirements of Network B.
You started with a pattern of 2 N bits and 6 H bits for Network A. You have to maintain that pattern.
Pick one of the remaining /26 networks to work with Network B.



For the purposes of this example, select the .128/26 network:
10000000
But you need only 5 H bits, not 6. Therefore, you are left with
10N00000
where
10 represents the original pattern of subnetting,
N represents the extra bit.
00000 represents the 5 H bits you need for Network B.
Because you have this extra bit, you can create two smaller subnets from the original subnet:
10000000
10100000
Converted to decimal, these subnets are as follows:
10000000 =.128
10100000 =.160
You have now subnetted a subnet! This is the basis of VLSM.

Each of these sub-subnets will have a new subnet mask. The original subnet mask of /24 was changed
into /26 for Network A. You then take one of these /26 networks and break it into two /27 networks:

10000000 and 10100000 both have 3 N bits and 5 H bits.
The mask now equals:
11111111, 11111111.11111111.11100000
or
255.255.255.224
or
/27
Pick one of these new sub-subnets for Network B:
10000000 /27 = Network B
Use the remaining sub-subnet for future growth, or you can break it down further if needed.

You want to make sure the addresses are not overlapping with each other. So go back to the original
table.

00000000 = 0126

| 01000000 = | 64126 | Network A
10000000 = | .12826 |
[ 1000000 = A192/26

You can now break the .128/26 network into two smaller /27 networks and assign Network B.



Q0000000 = 0726

01000000 = .64/26 Network A
10000000 = | 128726 | Cannot vse because it has been subnetted |
10000000 = | .128/27 | Network B
10100000= | 16027
1 1000000 = 192726

The remaining networks are still available to be assigned to networks or subnetted further for better
efficiency.

Step 4 Pick the Third Largest Network to Work With
Networks C and Network D = 12 hosts each

Determine the number of H bits needed for these networks:
2H-2>12
H=4
Youneed 4 H bits to satisfy the requirements of Network C and Network D.
You started with a pattern of 2 N bits and 6 H bits for Network A. You have to maintain that pattern.

Younow have a choice as to where to put these networks. You could go to a different /26 network, or
you could go to a /27 network and try to fit them into there.

For the purposes of this example, select the other /27 network—.160/27:
10100000 (The 1 in the third bit place is no longer bold, because it is part of the N bits.)
But you only need 4 H bits, not 5. Therefore, you are left with
101N0000
where
10 represents the original pattern of subnetting,
N represents the extra bit you have.
00000 represents the 5 H bits you need for Networks C and D.
Because you have this extra bit, you can create two smaller subnets from the original subnet:
10100000
10110000
Converted to decimal, these subnets are as follows:
10100000 = .160
10110000 = .176

These new sub-subnets will now have new subnet masks. Each sub-subnet now has 4 N bits and 4 H
bits, so their new masks will be

I1111111.11111111.11111111.11110000
or
255.255.255.240



or

/28
Pick one of these new sub-subnets for Network C and one for Network D.

00000000 = /26

| 01000000 = “..64,’26 " Network A

| 10000000 = - .. 128/26 | Cannot use because it has been subnetted
10000000 = 128727 Network B
10100000 = 16027 Cannot use because it has been subnetted
10100000 160/28 | Network C
10110000 | .176/28 " Network D

11000000 = | 19226 |

You have now used two of the original four subnets to satisfy the requirements of four networks. Now
all you need to do is determine the network numbers for the serial links between the routers.

Step S Determine Network Numbers for Serial Links

All serial links between routers have the same property in that they only need two addresses in a
network—one for each router interface.

Determine the number of H bits needed for these networks:
2H_2>2
H=2
Youneed 2 H bits to satisfy the requirements of Networks E, F, G, and H.
You have two of the original subnets left to work with.
For the purposes of this example, select the .0/26 network:
00000000
But you need only 2 H bits, not 6. Therefore, you are left with
OONNNNO0
where
00 represents the original pattern of subnetting,
NNNN represents the extra bits you have.
00 represents the 2 H bits you need for the serial links.
Because you have 4 N bits, you can create 16 sub-subnets from the original subnet:
00000000 = .0/30
00000100 = .4/30
00001000 = .8/30
00001100 =.12/30
00010000 =.16/30



00111000 = .56/30

00111100 = .60/30
You need only four of them. You can hold the rest for future expansion or recombine them for a new,
larger subnet:

00010000 = .16/30
00010100 =.20/30
00011000 = .24/30
00011100 = .32/30

00111000 = .56/30
00111100 =.60/30

The first four of these can be combined into the following;
00010000 = .16/28

The rest of the /30 subnets can be combined into two /28 networks:
00100000 = .32/28
00110000 = .48/28

Or these two subnets can be combined into one larger /27 network
00010000 = .32/27

Going back to the original table, you now have the following;



00000000 = 0/26 - Cannot use because 1t has been subnetted
00000000 = 0730 | Network E

00000100 = A/30 1 Network F

(00001000 = 8130 Network G

00001100 = 12/30 - Network H

00010000 = 16/28 Future growth

(0100000 = 32/27 | Future growth

01000000 = 64/26 Network A

10000000 = 128/26 - Cannot use because it has been subnetted
10000000 = 128727 Network B

10100000 = 160/27 | Cannot use because it has been subnetted
10100000 160/28 ‘ Network C

10110000 176/28 Network D

[ 1000000 = 192/26 Future growth

Looking at the plan, you can see that no number is used twice. You have now created an IP plan for
the network and have made the plan as efficient as possible, wasting no addresses in the serial links
and leaving room for future growth. This is the power of VLSM!



Chapter 3. Route Summarization

Route summarization, or supernetting, is needed to reduce the number of routes that a router
advertises to its neighbor. Remember that for every route you advertise, the size of your update
grows. It has been said that if there were no route summarization, the Internet backbone would have
collapsed from the sheer size of its own routing tables back in 1997!

Routing updates, whether done with a distance vector or link-state protocol, grow with the number of
routes you need to advertise. In simple terms, a router that needs to advertise ten routes needs ten
specific lines in its update packet. The more routes you have to advertise, the bigger the packet. The
bigger the packet, the more bandwidth the update takes, reducing the bandwidth available to transfer
data. But with route summarization, you can advertise many routes with only one line in an update
packet. This reduces the size of the update, allowing you more bandwidth for data transfer.

Also, when a new data flow enters a router, the router must do a lookup in its routing table to
determine which interface the traffic must be sent out. The larger the routing tables, the longer this
takes, leading to more used router CPU cycles to perform the lookup. Therefore, a second reason for
route summarization is that you want to minimize the amount of time and router CPU cycles that are
used to route traffic.

Note

This example is a very simplified explanation of how routers send updates to each
other. For a more in-depth description, I highly recommend you go out and read Jeff
Doyle’s book Routing TCP/IP, Volume I, 2nd edition, Cisco Press. This book has
been around for many years and is considered by most to be the authority on how the
different routing protocols work. If you are considering continuing on in your
certification path to try and achieve the CCIE, you need to buy Doyle’s book—and
memorize it; it’s that good.

Example for Understanding Route Summarization

Refer to Figure 3-1 to assist you as you go through the following explanation of an example of route
summarization.
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Figure 3-1. Four-City Network Without Route Summarization

As you can see from Figure 3-1, Winnipeg, Calgary, and Edmonton each have to advertise internal
networks to the main router located in Vancouver. Without route summarization, Vancouver would
have to advertise 16 networks to Seattle. You want to use route summarization to reduce the burden
on this upstream router.

Step 1: Summarize Winnipeg’s Routes

To do this, you need to look at the routes in binary to see if there are any specific bit patterns that you
can use to your advantage. What you are looking for are common bits on the network side of the
addresses. Because all of these networks are /24 networks, you want to see which of the first 24 bits
are common to all four networks.

172.16.64.0 = 10101100.00010000.01000000.00000000
172.16.65.0 = 10101100.00010000.01000001.00000000
172.16.66.0 = 10101100.00010000.01000010.00000000
172.16.67.0 = 10101100.00010000.01000011.00000000
Common bits: 10101100.00010000.010000xx

You see that the first 22 bits of the four networks are common. Therefore, you can summarize the four
routes by using a subnet mask that reflects that the first 22 bits are common. This is a /22 mask, or
255.255.252.0. You are left with the summarized address of

172.16.64.0/22
This address, when sent to the upstream Vancouver router, will tell Vancouver: “If you have any



packets that are addressed to networks that have the first 22 bits in the pattern of
10101100.00010000.010000xx.xxxxxxxx, then send them to me here in Winnipeg.”

By sending one route to Vancouver with this supernetted subnet mask, you have advertised four routes
in one line, instead of using four lines. Much more efficient!

Step 2: Summarize Calgary’s Routes

For Calgary, you do the same thing that you did for Winnipeg—Ilook for common bit patterns in the
routes:

172.16.68.0 = 10101100.00010000.01000100.00000000
172.16.69.0 = 10101100.00010000.01000101.00000000
172.16.70.0 = 10101100.00010000.01000110.00000000
172.16.71.0 = 10101100.00010000.01000111.00000000
Common bits: 10101100.00010000.010001xx

Once again, the first 22 bits are common. The summarized route is therefore
172.16.68.0/22

Step 3: Summarize Edmonton’s Routes

For Edmonton, you do the same thing that we did for Winnipeg and Calgary—look for common bit
patterns in the routes:

172.16.72.0=10101100.00010000.01001000.00000000
172.16.73.0=10101100.00010000.01001001.00000000
172.16.74.0=10101100.00010000 01001010.00000000
172.16.75.0=10101100.00010000 01001011.00000000
172.16.76.0 =10101100.00010000.01001100.00000000
172.16.77.0=10101100.00010000.01001101.00000000
172.16.78.0=10101100.00010000.01001110.00000000
172.16.79.0 = 10101100.00010000.01001111.00000000
Common bits: 10101100.00010000.01001xxx
For Edmonton, the first 21 bits are common. The summarized route is therefore

172.16.72.0/21

Figure 3-2 shows what the network looks like, with Winnipeg, Calgary, and Edmonton sending their
summarized routes to Vancouver.
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Figure 3-2. Four-City Network with Edge Cities Summarizing Routes

Step 4: Summarize Vancouver’s Routes

Yes, you can summarize Vancouver’s routes to Seattle. You continue in the same format as before.
Take the routes that Winnipeg, Calgary, and Edmonton sent to Vancouver, and look for common bit
patterns:

172.16.64.0 = 10101100.00010000.01000000.00000000
172.16.68.0 = 10101100.00010000.01000100.00000000
172.16.72.0 = 10101100.00010000.01001000.00000000



Common bits: 10101100.00010000.0100xxxx

Because there are 20 bits that are common, you can create one summary route for Vancouver to send
to Seattle:

172.16.64.0/20

Vancouver has now told Seattle that in one line of a routing update, 16 different networks are being
advertised. This is much more efficient than sending 16 lines in a routing update to be processed.

Figure 3-3 shows what the routing updates would look like with route summarization taking place.
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Figure 3-3. Four-City Network with Complete Route Summarization



Route Summarization and Route Flapping

Another positive aspect of route summarization has to do with route flapping. Route flapping is when
a network, for whatever reason (such as interface hardware failure or misconfiguration), goes up and
down on a router, causing that router to constantly advertise changes about that network. Route
summarization can help insulate upstream neighbors from these problems.

Consider router Edmonton from Figure 3-1. Suppose that network 172.16.74.0/24 goes down.
Without route summarization, Edmonton would advertise Vancouver to remove that network.
Vancouver would forward that same message upstream to Calgary, Winnipeg, Seattle, and so on.
Now assume the network comes back online a few seconds later. Edmonton would have to send
another update informing Vancouver of the change. Each time a change needs to be advertised, the
router must use CPU resources. If that route were to flap, the routers would constantly have to update
their own tables, as well as advertise changes to their neighbors. In a CPU-intensive protocol such as
OSPF, the constant hit on the CPU might make a noticeable change to the speed at which network
traffic reaches its destination.

Route summarization enables you to avoid this problem. Even though Edmonton would still have to
deal with the route constantly going up and down, no one else would notice. Edmonton advertises a
single summarized route, 172.16.72.0/21, to Vancouver. Even though one of the networks is going up
and down, this does not invalidate the route to the other networks that were summarized. Edmonton
will deal with its own route flap, but Vancouver will be unaware of the problem downstream in
Edmonton. Summarization can effectively protect or insulate other routers from route flaps.

Requirements for Route Summarization
To create route summarization, there are some necessary requirements:

» Routers need to be running a classless routing protocol, as they carry subnet mask information
with them in routing updates. (Examples are RIP v2, OSPF, EIGRP, IS-IS, and BGP.)

= Addresses need to be assigned in a hierarchical fashion for the summarized address to have the
same high-order bits. It does no good if Winnipeg has network 172.16.64.0 and 172.16.67.0
while 172.16.65.0 resides in Calgary and 172.16.66.0 is assigned in Edmonton. No
summarization could take place from the edge routers to Vancouver.

Tip
Because most networks use NAT and the ten networks internally, it is important when

creating your network design that you assign network subnets in a way that they can be
easily summarized. A little more planning now can save you a lot of grief later.




Part II: Introduction to Cisco Devices



Chapter 4. Cables and Connections

This chapter provides information and commands concerning the following topics:

= Connecting a rollover cable to your router or switch

= Using a USB cable to connect to your router or switch

= Determining what your terminal settings should be

= Understanding the setup of different LAN connections

= Identifying different serial cable types

= Determining which cable to use to connect your router or switch to another device
= 568A versus 568B cables

Connecting a Rollover Cable to Your Router or Switch

Figure 4-1 shows how to connect a rollover cable from your PC to a router or switch.

Console Port = RJ-45
Conneclor

Rollover RJ-45to DB-9 Computer
Cable Adapter

Figure 4-1. Rollover Cable Connection

Using a USB Cable to Connect to Your Router or Switch

On newer Cisco devices, a USB serial console connection is also supported. A USB cable (USB type
A to 5-pin mini type B) and operating system driver are needed to establish connectivity. Figure 4-2
shows a Cisco device that can use either a mini-USB connector or a traditional RJ-45 connector.



Figure 4-2. Different Console Port Connections

Note

Only one console port can be active at a time. If a cable 1s plugged into the USB port,
the RJ-45 port becomes inactive.

Note
The OS driver for the USB cable connection is available on the Cisco.com website.

Terminal Settings

Figure 4-3 illustrates the settings that you should configure to have your PC connect to a router or
switch.


http://www.Cisco.com

COM1 Properties

Port Settings

Bits per second: | 9600 |
Data bits: |2 v
Party: | None >

Stop bits: |1 v

Flow cortrol: | [PETS |

[ Festore Defaults ]

| ok || cancel || ety |

Figure 4-3. PC Settings to Connect to a Router or Switch
LAN Connections

Table 4-1 shows the various port types and connections between LAN devices.

Table 4-1. LAN Connections

Port or Connection Port Type Connected To Cable
Ethernet | RJ-45 Ethernet switch RJ-45
TI/E1 WAN RI-48C/CABIA T1 or E1 network Rollover
Console 8 pin Computer COM port Rollover
Console USB Computer USB port USB
AUX - 8 pin Modem RI-45

Serial Cable Types
Figure 4-4 shows the DB-60 end of a serial cable that connects to a 2500 series router.



Figure 4-4. Serial Cable (2500)

Figure 4-5 shows the newer smart serial end of a serial cable that connects to a smart serial port on
your router. Smart serial ports are found on modular routers, such as the newest ISR2 series (x900),
ISR (x800) series, or on older modular routers such as the 1700 or 2600 series.

Figure 4-5. Smart Serial Cable (1700, 2600, ISR, ISR2)

Figure 4-6 shows examples of the male DTE and the female DCE ends that are on the other side of a
serial or smart serial cable.



Figure 4-6. V.35 DTE and DCE Cables

Most laptops available today come equipped with USB ports, not serial ports. For these laptops, you
need a USB-to-serial connector, as shown in Figure 4-7.
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Figure 4-7. USB-to-Serial Connector for Laptops

Note
CCNA focuses on V.35 cables for back-to-back connections between routers.




Which Cable to Use?

Table 4-2 describes which cable should be used when wiring your devices together. It is important to
ensure you have proper cabling; otherwise, you might be giving yourself problems before you even
get started.

Table 4-2. Determining Which Cables to Use When Wiring Devices Together

And Device B Has a:

RJ-45 Console of router/

Then Use This Cable:

Rollover

If Device A Has a:
Computer COM port

switch

Computer USB port

USB Console of router/
switch

USB type A to 5-pin mini type B
with appropriate OS drivers

Computer NIC

Switch

Straight-through

Computer NIC
Switch port
Switch port

Computer NIC
Router’s Ethernet port

Switch port

Crossover

Straight-through

Crossover (check for uplink button
or toggle switch to defeat this)

Router’s Ethernet port
Computer NIC

Router’s serial port

Router’s Ethernet port
Router’s Ethernet port

Router’s serial port

Crossover

Crossover
Cisco serial DCE/DTE cables

Table 4-3 lists the pinouts for straight-through, crossover, and rollover cables.

Table 4-3. Pinouts for Different Cables

Straight-Through Cable Crossover Cable Rollover Cable
Pin 1 — Pin 1 Pin 1 — Pin 3 Pin 1 — Pin 8
Pin 2 — Pin 2 Pin 2 — Pin 6 Pin2 —Pin 7
Pin 3 — Pin 3 Pin 3 — Pin | Pin 3 —Pin 6
Pin 4 — Pin 4 Pin 4 — Pin 4 Pin 4 — Pin 5
Pin5-Pin 5 Pin 5-Pin 5 Pin 5 - Pin 4
Pin 6 — Pin 6 Pin 6 — Pin 2 Pin 6 — Pin 3
Pin7 — Pin 7 Pin 7 — Pin 7 Pin 7 — Pin 2
Pin 8 — Pin 8 ' Pin 8 ~ Pin 8 Pin 8 — Pin 1

S568A Versus 568B Cables

There are two different standards released by the EIA/TIA group about UTP wiring: 568A and 568B.
Although 568B is newer and is the recommended standard, either one can be used. The difference
between these two standards is pin assignments, not in the use of the different colors (see Table 4-4).

The 568A standard is more compatible with voice connections and the Universal Service Order
Codes (USOC) standard for telephone infrastructure in the United States. In both 568A and USOC



standards, the blue and orange pairs are now on the center four pins; therefore, the colors match more
closely with 568A than with the 568B standard. So, which one is preferred? Information here from
the standards bodies on this matter is sketchy at best. 568B was traditionally widespread in the
United States, whereas places such as Canada and Australia use a lot of 568 A. However, 568A is
now becoming more dominant in the United States, too.

Table 4-4. UTP Wiring Standards

568A Standard 568B Standard

Pin | Color Pair !Descriptinn Pin | Color Pair Description
| | White/green | 3 | RecvData + | | | White/orange | 2 | TxData +

2 | Green - 3 RecvData - | 2 - Orange - 2 | TxData -

3 White/orange | 2 Txdata + 3 White/green | 3 RecvData +
4 | Blue | 1 Unused 4 | Blue | 1 - Unused

5 . White/blue I Unused 5 White/blue I Unused

6 Orange | 2 TxData - 6 | Green | 3 | RecvData -
7 White/brown | 4 Unused 7 White/brown | 4 Unused

8 | Brown | 4 Unused 8 | Brown ' 4 | Unused

Tip
Use 568A in new installations, and 568B 1f connecting to an existing 568B system.

Tip
Odd pin numbers are always the striped wires.
A straight-through cable is one with both ends using the same standard (A or B).
A crossover cable is one that has 568A on one end and 568B on the other end.




Chapter 5. The Command Line Interface

This chapter provides information and commands concerning the following topics:

= Shortcuts for entering commands

= Using the Tab%) key to enter complete commands

= Console error messages

» Using the question mark for help
* enable command

» exit command

» disable command

* lJogout command
» Setup mode
» Keyboard help

» History commands
* terminal commands

» show commands

= Using the pipe parameter (|) with the show command

Shortcuts for Entering Commands

To enhance efficiency, Cisco IOS Software has some shortcuts for entering commands. Although
these are great to use in the real world, when it comes time to write a vendor exam, make sure you

know the full commands, not just the shortcuts.

Router-enable = Entering a shortened form of a command is suf-
Router=enab = Router-en ficient as long as there is no confusion about which
command you are attempting to enter.

Routerficonfigure
terminal is the same

as Routerfconfig t

Using the Tab%) Key to Complete Commands

When you are entering a command, you can use the Tab%) key to complete the command. Enter the first

few characters of a command and press the Tab%) key. If the characters are unique to the command, the

rest of the command is entered in for you. This is helpful if you are unsure about the spelling of a

command.

| Router#sh Tab%) = Routerfishow

Console Error Messages



You may see three types of console errors messages when working in the CLI:
= Ambiguous command
* Incomplete command

* Incorrect command

Error Meaning What to Do
Message
% Ambiguous = Not enough Reenter the command with a question mark (?)
Command: characters were immediately after the last character.
“show con” entered to allow
show con?

device to recog-
nize the command. | All possible keywords will be displayed.

% Incomplete | More parameters | Reenter the command followed by a question

Command need to be entered | mark (7). Include a space between the command
to complete the and the question mark (7).
command.
% Invalid The command Reenter the command, correcting the error at
input detected | entered has an the location of the ~. If you are unsure what the
at » marker error. The ®~ marks | error 1s, reenter the command with a question
the location of the | mark (?) at the point of the error to display the
eITor. commands or parameters available.

Using the Question Mark for Help

The following output shows you how using the question mark can help you work through a command
and all its parameters.

Router#? Lists all commands available in the current command mode
Routerfc? Lists all the possible choices that start with the letter ¢
clear clock

Routersel? Lists all the possible choices that start with the letters cf
clear clock

Routerfelock Tells you that more parameters need to be entered

% Incomplete Command

Routergelock ? Shows all subcommands for this command (in this case,
set Set, which sets the time and date)

kRouter#clock set Pressing the «<Enter) key confirms the time and date
19:50:00 14 July C;}nﬁgurﬁd‘

2007 ? |~Enter)

Routers No error message/Incomplete command message means the

command was entered successfully.

enable Command



Router=enable Moves the user from user mode to privileged mode
Router#

exit Command

| Routerfexit Logs a user off
Or
Router=axit _
Router (config-if) #exit Moves you back one level

Fouter (config) #
Router (config) fexit Moves you back one level
| Router#

disable Command

Routerfidisable Moves you from privileged mode back to user mode

Fouters=

logout Command

| Routerflogout Performs the same function as exit
Setup Mode
Setup mode starts automatically if there is no startup configuration present.
| Routerjsetup ' Enters startup mode from the command line
Note

The answer inside the square brackets, [ ], 1s the default answer. If this is the answer
you want, just press g Pressing oy-C atany time will end the setup process, shut

down all interfaces, and take you to user mode (Router>).

Note

You cannot use setup mode to configure an entire router. It does only the basics. For
example, you can only turn on RIPv1, but not Open Shortest Path First Protocol
(OSPF) or Enhanced Interior Gateway Routing Protocol (EIGRP). You cannot create
access control lists (ACL) here or enable Network Address Translation (NAT). You
can assign an IP address to an interface, but not to a subinterface. All in all, setup
mode is very limiting.

Entering setup mode is not a recommended practice. Instead, you should use the
command-line interface (CLI), which is more powerful:

Would you like to enter the initial configuration dialog? [yes]: no



Would you like to enable autoinstall? [yes]: no

Autoinstall 1s a feature that tries to broadcast out all interfaces when attempting to find
a configuration. If you answer yes, you must wait for a few minutes while it looks for a
configuration to load. Very frustrating. Answer no.

Keyboard Help

The keystrokes in the following table are meant to help you edit the configuration. Because you’ll
want to perform certain tasks again and again, Cisco IOS Software provides certain keystroke
combinations to help make the process more efficient.

A

Routerg#confog t

s

% Invalid input
detected at ‘7

marker.
Routerficonfig t

Router (config) #

Shows you where you made a mistake in entering a
command

Ctrl)- A) Moves cursor to beginning of line

Ctrl)- B Moves cursor back one word

ctr)- B) (or <)) Moves cursor back one character

ctrl)- E) Moves cursor to end of line

cirl)-'F) (or =) Moves cursor forward one character

Ctrl)- F) Moves cursor forward one word

Ctrl)- #Shift)- &) Allows the user to interrupt an 108 process such as ping or

lraceroute

Ctrl)- Z) Movwves you from any prompt back down to privileged mode
9 Indicates that the line has been scrolled to the left
Routersfterminal no | Turns off the ability to use the previous keyboard shortcuts
editing

Routers

Routerfiterminal Reenables enhanced editing mode (can use above keyboard
editing shortcuts)

Routerg

History Commands




Ctr)-'P) (or 1)) | Recalls commands in the history buffer in a backward sequence,
beginning with the most recent command

ctr)-'N) (or '4)) | Returns to more recent commands in the history buffer after recall-
ing commands with the Ctl)- P) key sequence

terminal Commands

Routerfterminal | Turns off the abilily to use keyboard shortcuts.
no editing

Router#

Routersiterminal | Reenables enhanced editing mode (can use keyboard shortcuts).
editing
Router#

Routersterminal | Sets the number of lines displayed in a show command to x,
length = where x 1s a2 number between 0 and 512, The default is 24.

Note
The default value of the terminal length x command is 24.

Note

If you set the terminal length x command to zero (0), the router will not pause between
screens of output.

Routerfiterminal history Sets the number of commands in the buffer that
size  number can be recalled by the router (maximum 256)

See the next row for an example.

Router#terminal history Causes the router to now remember the last 25

size 25 commands in the buffer
Routerfno terminal history Sets the history buffer back to 10 commands,
size 25 which is the default
Note
The history size command provides the same function as the terminal history size
command.

Be careful when you set the size to something larger than the default. By telling the
router to keep the last 256 commands in a buffer, you are taking memory away from
other parts of the router. What would you rather have: a router that remembers what
you last typed 1n or a router that routes as efficiently as possible?

show Commands



Routerfishow version | Displays information about the current Cisco 10S Software

Router#show flash Displays information about flash memory

Routerfshow history | Lists all commands in the history buffer

Note

The last line of output from the show version command tells you what the configuration
register is set to.

Using the Pipe Parameter (|) with the show Command

By using a pipe (|) character in conjunction with a show command, you can filter out specific
information that you are interested in.

Router#show running-config | include | Displays configuration information that

hostname includes the specific word hostname
Routerfishow running-config | section | Displays configuration information
FastEthernet 0/1 about the section FastEthernet (/1
The Pipe Parameter (|) Description

OptionsParameter

begin Shows all output from a certain point,

starting with the line that matches the
filtering expression.
Routerf#show running-config | begin Output begins with the first line that has
line con 0 the expression “line con (.”

exclude Excludes all output lines that match the
filtering expression.

Router#show running-config | exclude | Any line with the expression “interface™
interface will not be shown as part of the output.

include Includes all output lines that match the
filtering expression.

Routerfishow running-config | include | Any line that has the expression “duplex™
duplex will be shown as part of the output.

gaction Shows the entire section that starts with
the filtering expression.

Routerfishow running-config | section | Displays information about interface
interface GigabitEthernet(/0 GigabitEthernet0/0.

Note
You can use the pipe parameter and filters with any show command.

Note



The filtering expression has to match exactly with the output you want to filter. You
cannot use shortened forms of the items you are trying to filter. For example, the
command

Router#show running-config | section gig0/0

will not work because there is no section in the running-config called gig0/0. You must
use the expression GiagbitEthernet0/0 with no spelling errors or extra spaces added in.




Part I1I: Configuring a Router



Chapter 6. Configuring a Single Cisco Router

This chapter provides information and commands concerning the following topics:

* Router modes

= Entering global configuration mode

= Configuring a router, specifically
— Names

— Passwords
— Password encryption

— Interface names
— Moving between interfaces

— Configuring a serial interface

— Configuring a Fast Ethernet interface

— Configuring a Gigabit Ethernet interface

— Creating a message-of-the-day (MOTD) banner
— Creating a login banner

— Setting the clock time zone

— Assigning a local host name to an IP address
— The no ip domain-lookup command

— The logging synchronous command
— The exec-timeout command

— Saving configurations
— Erasing configurations

= show commands to verify the router configurations

» EXEC commands in configuration mode: the do command

Router Modes
Routers | User mode
Router# Privileged mode (also known as EXEC-level mode)
Router (config) # Global configuration mode
Router (config-if)# Interface mode
-Routericcnf ig-subif)# Subinterface mode
Router (config-line) # Line mode
Router (config-router) # | Eouter conﬁguration maode

Tip



There are other modes than these. Not all commands work in all modes. Be careful. If
you type in a command that you know is correct—show running-config, for example—
and you get an error, make sure that you are in the correct mode.

Entering Global Configuration Mode

Routers= Limited viewing of configuration. You cannot
make changes in this mode.

Router# You can see the configuration and move to make
changes.

Routerficonfigure terminal Moves to global configuration mode. This prompt
Router (config) # indicates that you can start making changes.

Configuring a Router Name
This command works on both routers and switches.

| Router (config) #hostname Cisco The name can be any word you choose.

|Cisc0{ccnfigi#

Configuring Passwords

These commands work on both routers and switches.

Router (config) fenable password cisco | Sets enable password
Router (config) #enable secret class Sets enable secret password

Router (config) #line console 0 Enters console line mode

Router (config-line) #password console | Seis console line mode pi’lSSWi}l‘d o

console
Router (config-line)#login Enables password checking at login
Router (config) #line vty 0 4 Enters vty line mode for all five vty lines

Router (config-line)fipassword telnet | Sels viy password (o lelnet

Router (config-line) #login Enables password checking at login

Router (config) #line aux 0 Enters auxiliary line mode

Router (config-line) #password Sets auxiliary line mode password to

backdoor backdoor

Router (config-line)#login Enables password checking at login
Caution

The enable secret password is encrypted by default. The enable password is not. For
this reason, recommended practice is that you never use the enable password
command. Use only the enable secret password command in a router or switch
configuration. You cannot set both enable secret password and enable password to



the same password. Doing so defeats the use of encryption.

Password Encryption

Router (conflg)sservice Applies a weak encryption Lo passwords
password-encryption

Router (config) #enable password Sets enable password Lo cisco

cisco

Router (config) #line console 0 | Moves to console line mode

Router (cenfig-line) fpassword Cisco | (Continue setting passwords as above

Router (config) #no service Turns off password encryption
pasaword-encryption

Caution

If you have turned on service password encryption, used it, and then turned it off, any
passwords that you have encrypted will stay encrypted. New passwords will remain
unencrypted.

Interface Names

One of the biggest problems that new administrators face is the interface names on the different
models of routers. With all the different Cisco devices in production networks today, some
administrators are becoming confused about the names of their interfaces.

The following chart is a sample of some of the different interface names for various routers. This is
by no means a complete list. Refer to the hardware guide of the specific router that you are working
on to see the different combinations, or use the following command to see which interfaces are
installed on your particular router:

router#show ip interface brief



Port

Router | Location/Slot Slot Numbering
Model Number Slot/Port Type  Range Example
2501 On board Ethernet . Interface-type number | ethernet0 (e0)
On board Serial Interface-type number | serial0 (s0) & sl
2514 | On board Ethernet | Interface-type number | e0 & el
On board Serial Interface-type number | sO & sl
1721 On board Fast Ethernet | Interface-type number | fastethernetO (fa0)
| - Slot 0 .WAC (WIN [nterl‘ace—i}ﬁe number | sO & sl “
interface card)
(serial)
1760 | On board Fast Ethernet | Interface-type O/port | fa0/0
Slot 0 WIC/VIC Interface-type O/port | s0/0 & s0/1 v0/0 |
(voice interface & vi)/1
card)
Slot 1 WIC/VIC Interface-type 1/port | s1/0 & s1/1 v1/0 |
| _ . | & v/l
Slot 2 VIC Interface-type 2/port | v2/0 & v2/1
Slot 3 VIC Interface-type 3/port . v3/0 & v3/1
2610 | On board Ethernet Interface-type O/port | e0/0
| Slot 0 | WIC (Serial) Interface-type O/port | s0/0 & s0/1
2611 On board Ethernet Interface-type O/port | e0/0 & elV/1
Slot 0 | WIC (Serial) | Interface-type O/port . s0/0 & s0/1
2620 | On board Fast Ethernet | Interface-type O/port | fa0/0
_ __Sl{:_t_ﬂ __WIC {‘:Er]dl} | Interf:s_l{_:e-_t}fpﬁ ﬂf_}_'mrt | 50/0 & sﬁf _1
2621 On board Fast Ethernet Interface-type O/port | fa0/0 & fa(/1
| Slot 0 | .W]C (serial) Imerface—tyﬁe ﬁfﬁﬂrt s0/0 & s0/1
-] 841 .C}n board Fast Ethernet | [nterface-type O/port | fa0/0 & fal/1




Slot 0 High-speed Interface-type O/slot/ | sO/0/0 & sO/0/1
WAN interface | port
card (HWICY
WIC/NWIC
1841 Slot | HWIC/WIC/ Interface-type O/slot/ | sO/1/0 & s0/1/1
VWIC port
2801 On board Fast Ethernet | Interface-type O/port | fa0/0 & fa0/1
Slot 0 VIC/VWIC Interface-type O/slot/ | voice(/0/0—
(voice only) port voice(/0/3
Slot 1 HWIC/WIC/ Interface-type O/slot/ | 0/1/0-0/1/3
VWIC port (single-wide
HWIC)
0/1/0-0/1/7
(double-wide
HWIC)
Slot 2 WIC/VIC/ Interface-type O/slot/ | 0/2/0-0/2/3
VWIC port
Slot 3 HWIC/WIC/ Interface-type O/slot/ | 0/3/0-0/3/3
VWIC port (single-wide
HWIC)
0/3/0-0/3/7
(double-wide
HWIC)
2811 Built in o USB Interface-type port usb0 & usb 1

chassis (ront

Built in to Fast Ethernet | Interface-type O/port | fa(/0 & fa0/1

chassis rear Gigabit 2i0/0 & gil/1
Ethernet

Slot 0 HWIC/ Interface-type O/slot/ | sO/0/0 & s0/0/1
HWIC-D/WIC/ | port 1a0/0/0 & 0/0/1

VWIC/VIC




chassis back

Slot 1 HWIC/ Interface-type O/slot/ | sO/1/0 & s0/1/1
HWIC-D/WIC/ | port fal/1/0 & 0/1/1
VWIC/VIC
NME slot NM/NME Interface-type 1/port | gil/0 & gil/1 s1/0
& sl/1
1941/ | On board Gigabit Interface-type O/port | g10/0 & gi0/1
1941w Ethernet
Slot 0 EHWIC Interface-type O/slot/ | sO/0/0 & s0/0/1
port
Slot 1 EHWIC Interface-type O/slot/ | sO/1/0 & s0/1/1
port
Built in to USB Interface-type port usb0 & usb 1
chassis back
2901 On board Gigabit Interface-type O/port | gi0/0 & gi0/]
2911 Ethernet gi0/2 (2911 only)
Slot 0 EHWIC Interface-type O/slot/ | sO/0/0 & s0/0/1
port
Slot | EHWIC Interface-type Ofslot/ | sO/1/0 & s0/1/1
port
Slot 2 EHWIC Interface-type O/slot/ | sO/2/0 & s0/2/1
port
Slot 3 EHWIC Interface-type O/slot/ | sO/3/0 & s0/3/1
port
Built in to USB Interface-type port usb() & usb 1

Moving Between Interfaces

What happens in Column 1 is the same thing occurring in Column 3.




Router (config) Moves to Router (config) Moves to

interface serial 0/0/0  gerial inter- Hinterface serial | gerial interface
face configu- | 0/0/0 configuration
ration mode mode

Router (config-if) #exit Returns to Router (config-if) Moves directly
global con- | #interface to Fast Ethernet
figuration fastethernet 0/0 (/0 configura-
mode tion mode

Router (config) Moves 1o Router(config-1£)#% | In Fasl

# interface Fast Ethernet Ethernet (/0

fastethernet 0/0 interface configuration
configuration mode now
mode

Fouter (config-if) # In Fast Router(config-if)# | Prompt does
Ethernet 0/0 not change: be
configuration careful
mode now

Configuring a Serial Interface

Router (config) #interface serial 0/0/0 Moves 1o serial interface 0/0/0
configuration mode

Router (config-if) #description Link to Optional descriptor of the link is

ISP locally significant

Router (config-if) #ip address Assigns address and subnet mask to
192.168.10.1 255.255.255.0 interface

Router (config-if)#elock rate 56000 Assigns a clock rate for the interface
Router (config-if) #no shutdown Turns interface on

Tip
The clock rate command is used only on a serial interface that has a DCE cable
plugged into it. There must be a clock rate set on every serial link between routers. It
does not matter which router has the DCE cable plugged into it or which interface the
cable 1s plugged into. Serial 0/0/0 on one router can be plugged into Serial 0/0/1 on
another router.

Configuring a Fast Ethernet Interface



Router (config) #interface fastethernet 0/0

Router (config-if) #description
Accounting LAN

Moves to Fast Ethernet (/0

interface configuration mode

Optional descriptor of the link
is locally significant

Router (config-if) #ip address
1922.168.20.1 255.255.255.0

Assigns address and subnet
mask to interface

Router (config-if) #no shutdown

Turns interface on

Configuring a Gigabit Ethernet Interface

Router (config) #interface Moves to gigabitethernet 0/0 interface
gigabitethernet 0/0 configuration mode

Router (config-if) #description Optional descriptor of the link is locally
Human Resources LAN significant

Router (config-if) #ip address Assigns an address and subnet mask to
192.168.30.1 255.255.255.0 interface

Router (config-if) #no shutdown Turns interface on

Creating a Message-of-the-Day Banner

Router (config) fbanner motd # # 1s known as a delimiting character.
Building Power will be interrupted  The delimiting character must surround
next Tuesday evening from 8 - 10 the banner message and can be any char-
PM. # acter so long as it is not a character used
Router (config) # within the body of the message.

Tip

The MOTD banner is displayed on all terminals and is useful for sending messages

that affect all users. Use the no banner motd command to disable the MOTD banner.

The MOTD banner displays before the login prompt and the login banner, if one has

been created.

Creating a Login Banner

kRouter (config) #banner login # 1s known as a delimiting character.
#Authorized Persomnnel Only! Please The delimiting character must surround
enter your username and password. | the banner message and can be any char-
# acter so long as it 1s not a character used
Router (config) # within the body of the message.

Tip

The login banner displays before the username and password login prompts. Use the
no banner login command to disable the login banner. The MOTD banner displays

before the login banner.




Setting the Clock Time Zone

Router (configlffelock | Sets the time zone for display purposes. Based on coor-
timezone EST -5 dinated universal time. (Eastern standard time is 5 hours
behind UTC.)

Assigning a Local Host Name to an IP Address

Router (configl#ip host & Agsigns a host name to the IP address. After this assign-
london 172.16.1.3 ment, you can use the host name rather than an IP
address when trying to telnet or ping to that address.

Routerfping london Both commands execute the same objective: sending a
s ping to address 172.16.1.3.

Routert#ping 172.16.1.3

Tip
The default port number in the ip host command is 23, or Telnet. If you want to telnet
to a device, just enter the IP host name itself:

Router#london = Router#telnet london = Routerf#telnet
172.16.1.3

The no ip domain-lookup Command

Router (config) #no ip Turns off trying to automatically resolve an
domain-lookup unrecognized command to a local host name

Router (config) #

Tip
Ever type in a command incorrectly and end up having to wait for a minute or two as
the router tries to translate your command to a domain server of 255.255.255.255?
The router is set by default to try to resolve any word that is not a command to a
Domain Name System (DNS) server at address 255.255.255.255. If you are not going
to set up DNS, turn off this feature to save you time as you type, especially if you are a

poor typist.

The logging synchronous Command

Router (configlffline console 0 | Moves to line console configuration mode

Router (config-line) #logging Turns on synchronous logging. Information
synchronous items sent to the console will not interrupt the
command you are typing. The command will
be moved to a new line.




Tip
Ever try to type in a command and an informational line appears in the middle of what
you were typing? Lose your place? Do not know where you are in the command, so you
just press Enter and start all over? The logging synchronous command tells the router
that 1f any informational items get displayed on the screen, your prompt and command
line should be moved to a new line, so as not to confuse you. The informational line
does not get inserted into the middle of the command you are trying to type. If you were
to continue typing, the command would execute properly, even though it looks wrong
on the screen.

The exec-timeout Command

| Router (config) #line console 0 | Moves to line console configuration mode

Router (config-line} Sets the time limit when the console automati-
#exec-timeout 0 0 cally logs off. Set to 0 0 (minutes seconds)
| means the console never logs off.

Router (config-line) #

Tip
The command exec-timeout 0 0 is great for a lab environment because the console
never logs out. This is considered to be bad security and is dangerous in the real

world. The default for the exec-timeout command is 10 minutes and zero (0) seconds
(exec-timeout 10 0).

Saving Configurations

Routerfcopy running-config Saves the running configuration to local
startup-config NVEAM

Routerfcopy running-config tftp | Saves the running configuration remotely to
a TFTP server

Erasing Configurations

| Routerjierase startup-config | Deletes the startup configuration file from NVRAM |

Tip
The running configuration is still in dynamic memory. Reload the router to clear the
running configuration.

show Commands



REouterfehow 7
Eouterfishow interfaces

Routerfishow interface

Lists all show commands available.
Displays statistics for all interfaces.

Displays statistics for a specific interface (in this case,

sarial 0/0/0 serial O/0/0).

Displays a summary of all interfaces, including status
and TP address assigned.

Routerfishow ip
interface brief

Eoutergshow controllers
serial 0/0/0

Displays statistics for interface hardware. Statistics
display if the clock rate is set and if the cable is DCE,
DTE. or not attached.

Routersishow clock Displays time sel on device.

Routerfshow hosts Displays local host-to-1P address cache. These are the
names and addresses of hosts on the network to which
you can connect.

Routerfishow users Displays all users connected to device.

Routerfishow history Displays the history of commands used at this edit level.

Routers#show flash Displays info about flash memory.

Routerfshow version Displays info about loaded software version.

Displays the Address Resolution Protocol (ARP) table.

Routerfshow arp

Router#show protocols Displays status of configured Laver 3 protocols.

Router#show Displays the configuration saved in NVRAM.

getartup-config

Router#show Displays the configuration currently running in RAM.

running-config

EXEC Commands in Configuration Mode: The do Command

Router(config)#do show
running-config

Executes the privileged-level show running-config
command while in global configuration mode.

Router(config)# The router remains in global configuration mode after

the command has been executed.

Tip
The do command is useful when you want to execute EXEC commands, such as show,
clear, or debug, while remaining in global configuration mode or in any configuration
submode. You cannot use the do command to execute the configure terminal command

because it is the configure terminal command that changes the mode to global
configuration mode.

Configuration Example: Basic Router Configuration

Figure 6-1 illustrates the network topology for the configuration that follows, which shows a basic
router configuration using the commands covered in this chapter.
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Figure 6-1. Network Topology for Basic Router Configuration

Boston Router

Eouter=enable

Eouterttclock set 18:320:00
15 May 2013

Routerficonfigure terminal

Router (config) #hostname Boston

Enters privileged mode.

Sets the local time on the router.

Enters global configuration mode.

Sets the router name to Boston.

Boston (config) #ne ip
domain-lockup
Boston (config) #banner motd #

This is the Boston Router.
Authorized Access Only
#

Bosteoniconfig) #clock timezone
EST -5

Turns off name resolution on unrecog-
nized commands (spelling mistakes).

Creates an MOTD banner.

Sets time zone to eastern standard time
(=5 from UTC).

Boston(config) #enable secret cisco

Boston(config) #service
password-encryption

Boston(config) #line comsole 0

Boston(config-line) #logging
synchronous

Enables secret password set to cisco.

Passwords will be given weak encryption.

Enters line console mode.

Commands will not be interrupted by
unsolicited messages.

Boston({config-line) #password class
Boston(config-line) #login

Boston(config-line)#line wty 0 4

Sets the password to class.
Enables password checking at login.

Moves to virtual Telnet lines 0 through 4.

Boston (config-line) ffpassword class

Sets the password to class.

Boston(config-line)#login
Boston(config-line)#line aux 0

Bosten(config-line) §passaword class

Enables password checking at login.
Moves to line auxiliary mode.

Sets the password to class.

Boston(config-line) #legin

Enables password checking at login.



Boston(config-line) flexit

Moves back to global configuration
mode.

Boston(config) #no service
password-encryption

Boston(config) #interface

fastethernet 0/0

Boston(config-if) #description
Engineering LAN

Turns off password encryption.

Moves to interface Fast Ethernet 0/0

configuration mode.

Sets locally significant description of the
interface.

Boston(config-if) #ip address
172.16.10.1 255.255.255.0

Boston(config-1if) #no shutdown

Assigns an [P address and subnet mask to -

the interface.

Turns on the interface.

Boston (config-if) #interface
serial 0/0/0

Bostoniconfig-if) #description Link
to Buffalec Router

Moves directly to mnterface serial 0/0/0
configuration mode.

Sets locally significant description of the
interface.

Boston(config-if) #ip address
172.16.20.1 255.255.255.252

Assigns an IP address and subnet mask to
the interface.

Boston (config-if) #clock rate 56000

Sets a clock rate for serial transmission.
The DCE cable must be plugged into this
interface.

Boston(config-if) #no shutdown

Turns on the interface.

Boston(config-if) #exit

Bostoni(config) #ip host buffalo
172.16.20.2

Boston (config) #exit

Boston#copy running-config
startup-config

Moves back to global configuration

mode.

Sets a local host name resolution to IP
address 172.16.20.2.

Moves back to privileged mode.

Saves the running configuration to
NVRAM.




Part IV: Routing



Chapter 7. Static Routing

This chapter provides information and commands concerning the following topics:

= Configuring a static route on a router

» The permanent keyword (optional)

= Static routes and administrative distance (optional)

= Configuring a default route on a router

= Verifying static routes
= Configuration example: Static routes

Configuring a Static Route on a Router

When using the ip route command, you can identify where packets should be routed in two ways:
* The next-hop address

» The exit interface

Both ways are shown in the “Configuration Example: Static Routes” and the “Configuring a Default
Route on a Router” sections.

Router (config) ffip 172.16.20.0 = destination network.
route 172.16.20.0 | 5559559550 = subnet mask.
255.255.255.0 )
172.16.10.2 172.16.10.2 = next-hop address.
Read this to say, “To get to the destination network of

172.16.20.0, with a subnet mask of 255.255.255.0, send all
packets to 172.16.10.2.”

Router (config) #ip 172.16.20.0 = desunation network.

route 172.16.20.0 | 955.255.255.0 = subnet miask.
255.255.255.0

astlal DIG7b Serial 0/0/0 = exit interface.
Read this to say, “To get to the destination network of
172.16.20.0, with a subnet mask of 255.255.255.0, send all

packets out interface serial 0/0/0.”

The permanent Keyword (Optional)

Without the permanent keyword in a static route statement, a static route will be removed if an
interface goes down. A downed interface will cause the directly connected network and any
associated static routes to be removed from the routing table. If the interface comes back up, the
routes are returned.

Adding the permanent keyword to a static route statement will keep the static routes in the routing
table even if the interface goes down and the directly connected networks are removed. You cannot
get to these routes—the interface 1s down—but the routes remain in the table. The advantage to this 1s
that when the interface comes back up, the static routes do not need to be reprocessed and placed



back into the routing table, thus saving time and processing power.

When a static route is added or deleted, this route, along with all other static routes, is processed in
one second. Before Cisco IOS Software Release 12.0, this processing time was five seconds.

The routing table processes static routes every minute to install or remove static routes according to
the changing routing table.

To specify that the route will not be removed, even if the interface shuts down, enter the following
command, for example:

Router (config) #ip route 172.16.20.0 255.255.255.0 172.16.10.2
permanent

Static Routes and Administrative Distance (Optional)

To specify that an administrative distance of 200 has been assigned to a given route, enter the
following command, for example:

Router (config) #ip route 172.16.20.0 255.255.255.0 172.16.10.2
200

By default, a static route is assigned an administrative distance (AD) of 1. Administrative distance
rates the “trustworthiness” of a route. AD is a number from 0 through 255, where 0 is absolutely
trusted and 255 cannot be trusted at all. Therefore, an AD of 1 is an extremely reliable rating, with
only an AD of 0 being better. An AD of 0 is assigned to a directly connected route. The following
table lists the administrative distance for each type of route.

Route Type Administrative Distance
Connected 0

_ Statie 1

Enhanced Interior Gateway Routing Protocol (EIGRP) 5
summary route

| Exterior Border Gateway Protocol (eBGF) | 20
| EIGRP (internal) " | | 90
Open Shortest Path First Protocol (OSPF) 110
| Intermediate System-to-Intermediate System Protocol | 115
| (IS-IS)
RIP 120
| Exterior Gateway Protocol (EGP) | 140
On-Demand R:}ﬁting " 160
.EIGRI’ (external) | 170
Internal Border Gateway Protocol (iBGP) (external) 200
Unknown or unbelievable 255 (Will not pass traffic) |

By default, a static route is always used rather than a routing protocol. By adding an AD number to
your ip route statement, however, you can effectively create a backup route to your routing protocol.



If your network is using EIGRP, and you need a backup route, add a static route with an AD greater
than 90. EIGRP will be used because its AD is better (lower) than the static route. If EIGRP goes
down, however, the static route will be used in its place. This is known as a floating static route.

If a static route refers to an exit interface rather than a next-hop address, the destination 1s considered
to be directly connected and 1s therefore given an AD of 0 rather than 1.

Configuring a Default Route on a Router

Router (config) #ip route Send all packets destined for networks not in
0.0.0.0 0.0.0.0 172.16.10.2 my routing table to 172.16.10.2.
Router (config) #ip route Send all packets destined for networks not in

0.0.0.0 0.0.0.0 serial 0/0/0 | my routing table out my serial 0/0 interface.

Note

The combination of the 0.0.0.0 network address and the 0.0.0.0 mask is called a quad-
zero route.

Verifying Static Routes

To display the contents of the IP routing table, enter the following command:

Router#show ip route

Note

The codes to the left of the routes in the table tell you from where the router learned the
routes. A static route is described by the letter S. A default route is described in the
routing table by S*. The asterisk (*) indicates that the last path option will be used
when forwarding the packet.

Configuration Example: Static Routes

Figure 7-1 illustrates the network topology for the configuration that follows, which shows how to
configure static routes using the commands covered in this chapter.
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Figure 7-1. Network Topology for Static Route Configuration

Note

The host names, passwords, and interfaces have all been configured using the
commands shown in the configuration example in Chapter 6, “Configuring a Single
Cisco Router.”

Boston Router

Boston-enakbla

Moves to privileged mode

Bostonficonfigure terminal

Boston (config) #ip route
172.16.30.0 255.255.255.0
172.16.20.2

Boston(config) #ip route
172.16.40.0 255.255.255.0
172.16.20.2

Moves to global configuration mode

Configures a static route using the next-hop
address

Configures a static route using the next-hop
address

Boston (config) #ip route
172.16.50.0 255.255.255.0
172.16.20.2

Boston (config) #exit

Boston#copy running-config

startup-config

Configures a static route using the next-hop
address

Moves to privileged mode

Saves the configuration to NVRAM




Buffalo Router

Buffalo=enable Moves to privileged mode
Buffaloffconfigure terminal Moves to global configuration mode
Buffalo(config) #ip route 172.16.10.0 | Configures a static route using the
255.255.255.0 serial 0/0/1 exit interface

Buffalo(config)#ip route 172.16.50.0 | Configures a static route using the
255,255.255.0 serial 0/0/0 exit interface

Buffalo (config) flexit Moves to privileged mode
Buffalofficopy running-config Saves the configuration to NVRAM

startup-config

Bangor Router
Bangor=enable Moves to privileged mode
Bangorf#configure terminal Moves to global configuration mode
Bangor (config) #ip route 0.0.0.0 Configures a static route vsing the
0.0.0.0 serial 0/0/1 default route
Bangor (config) #exit Moves to privileged mode
Bangorfcopy running-config Saves the configuration to NVRAM
startup-config




Chapter 8. EIGRP

This chapter provides information and commands concerning the following topics:

= Configuring Enhanced Interior Gateway Routing Protocol (EIGRP)

» EIGRP auto-summarization

* EIGRP manual summarization

» Passive EIGRP interfaces

= Equal-cost load balancing: Maximum paths

= Unequal-cost load balancing: variance

» Bandwidth use

» Authentication

= Verifying EIGRP
= Troubleshooting EIGRP

= Configuration example: EIGRP
Configuring Enhanced Interior Gateway Routing Protocol (EIGRP)

Router (config) #router Turns on the EIGRP process.

eigrp 100 100 is the autonomous system (AS) number,

which can be a number between 1 and 65,535.

All routers in the same autonomous system
must use the same autonomous system number.

Router (config-router)#network | Specifies which network to advertise in
10.0.0.0 EIGRP.

Router (config-if) #bandwidth x | Sets the bandwidth of this interface to x kilo-
bits to allow EIGRP to make a better metric
calculation.

NOTE This command is entered at the inter-
face command prompt (config-if) and not in
the router process prompt (config-router). The
setting can differ for each interface to which it
is applied.

TIP The bandwidth command is used for
metric calculations only. It does not change
interface performance.




Router (config-router)#eigrp Changes with neighbors will be displayed.
log-neighbor-changes

Router (config-router) #no Removes the network from the EIGRP process.

network 10.0.0.0

Router (config) fino router Disables routing process 100 and removes the

eigrp 100 entire EIGRP configuration from the running
configuration.

Router (config-router) #network | [dentifies which interfaces or networks to
10.0.0.0 0.255.255.255 include in EIGRP. Interfaces must be config-
ured with addresses that fall within the wild-
card mask range of the network statement. A
network mask can also be used here.

Tip
The use of a wildcard mask or network mask 1s optional.

Tip
There is no limit to the number of network statements (that is, network commands) that
you can configure on a router.

Tip
If you use the network 172.16.1.0 0.0.0.255 command with a wildcard mask, in this
example the command specifies that only interfaces on the 172.16.1.0/24 subnet will
participate in EIGRP. However, because EIGRP automatically summarizes routes on
the major network boundary by default, the full Class B network of 172.16.0.0 will be
advertised.

Tip
If you do not use the optional wildcard mask, the EIGRP process assumes that all
directly connected networks that are part of the overall major network will participate
in the EIGRP process and that EIGRP will attempt to establish neighbor relationships
from each interface that is part of that Class A, B, or C major network.

Router (config- Changes the default £ values vsed in metric calculation.
router) #imetric
weights tos k1 k2 k3
k4 k5

These are the default values:
tos=0, kl1=1, k2=0, k3=1, k4=0, k5=0

Note
tos 1s a reference to the original Interior Gateway Routing Protocol (IGRP) intention to



have IGRP perform type-of-service routing. Because this was never adopted into
practice, the fos field in this command is always set to zero (0).

Note

With default settings in place, the metric of EIGRP is reduced to the slowest
bandwidth plus the sum of all the delays of the exit interfaces from the local router to
the -destination network.

Tip
For two routers to form a neighbor relationship in EIGRP, the & values mus¢ match.

Caution

Unless you are very familiar with what is occurring in your network, it is
recommended that you do not change the & values.

EIGRP Auto-Summarization

Router (config-router) Enables auto-summarization for the EIGRP process.
#auto-summary

NOTE The behavior of the auto-summary command
1s disabled by default of Cisco [0S Software Versions
15 and later. Earlier software generally has automatic
summarization enabled by default.

Router (config-router) Turns off the auto-summarization feature.
#no auto-summary

EIGRP Manual Summarization

Router (config) finterface | Enters interface configuration mode.
fastethernet 0/0

Router (config-if) #ip Enables manual summarization for EIGRP autono-
summary-address mous system 100 on this specific interface for the
eigrp 100 10.10.0.0 given address and mask. An administrative distance ol
255.255.0.0 75 75 is assigned to this summary route.

NOTE The administrative-distance argument is
optional in this command. Without it, an administra-
tive distance of 5 is automatically applied to the sum-
mary route.

Caution

EIGRP automatically summarizes networks at the classful boundary. A poorly
designed network with discontiguous subnets could have problems with connectivity if



the summarization feature is left on. For instance, you could have two routers advertise
the same network—172.16.0.0/16—when in fact they wanted to advertise two
different networks—172.16.10.0/24 and 172.16.20.0/24.

Recommended practice is that you turn off automatic summarization if necessary, use
the ip summary-address command, and summarize manually what you need to.

Passive EIGRP Interfaces

Router (config) #router eigrp 110 | Starts the EIGRP routing process.

Router (config-router] #network Specifies a network to advertise in the

10.0.0.0 EIGRP routing process.

Router (config-router) #ipassive- Prevents the sending of hello packets out

interface fastethernet 0/0 the Fast Ethernet 0/0 interface. No neighbor
adjacency will be formed.

Router (config-router) Prevents the sending of hello packets out all

#ipassive-interface default interfaces.

Router (config) #no passive- Enables hello packets to be sent out inter-

interface serial 0/0/1 face Serial (/O/1, thereby allowing neighbor

adjacencies to form

Equal-Cost Load Balancing: Maximum Paths

Router (config) #router eigrp 100 Creates routing process 100
Router (config-router) #network Specifies which network to advertise
10.0.0.0 in EIGRP

Router (config-router)#maximum-paths 6 | Set the maximum number of parallel
routes that EIGRP will support to 6

Note

With the maximum-paths router configuration command, up to 32 equal-cost entries
can be in the routing table for the same destination. The default is four.

Note
Setting the maximum-path to 1 disables load balancing,

Unequal-Cost Load Balancing: Variance



Router (config) frouter eigrp 100 Creates routing process 100

Router (config-router) #inetwork Specifies which network to advertise in
10.0.0.0 EIGRP
Router (config-router)#variance n Instructs the router to include routes with

a metric less than or equal to n times the
minimum metric route for that destina-
tion, where n 1s the number specified by
the variance command

Note
If a path is not a feasible successor, it is not used in load balancing.

Note
EIGRP supports up to six unequal-cost paths.

Bandwidth Use

Router (config) #interface | Enters interface configuration mode.
serial 0/0/0

Router (config-if) Sets the bandwidth of this interface to 256 kilobils to

#bandwidth 256 allow EIGRP to make a better metric calculation.
Router (config-if) #ip Configures the percentage of bandwidth that may be
bandwidth-percent eigrp | used by EIGRP on an interface.

50 100

50 is the EIGRP autonomous system number.
100 is the percentage value.
100% * 256 = 256 kbps.

Note

By default, EIGRP is set to use only up to 50 percent of the bandwidth of an interface
to exchange routing information. Values greater than 100 percent can be configured.
This configuration option might prove useful if the bandwidth is set artificially low for
other reasons, such as manipulation of the routing metric or to accommodate an
oversubscribed multipoint Frame Relay configuration.

Note

The ip bandwidth-percent command relies on the value set by the -bandwidth
command.

Authentication



Router (config) #interface
serial 0/0/0

Enters interface configuration mode.

Router (config-if) #ip
authentication mode eigrp
100 mds

Enables Message Digest 5 algorithm (MD35) authen-
tication in EIGRP packets over the interface.

Router (config-if) dip
authentication key-chain
eigrp 100 romeo

Router (config-1if) #exit

Router (config) #key chain

romeo

Router (config-

keychain) #key 1

Enables authentication of EIGRP packets.
romeo is the name of the key chain.

Returns to global configuration mode.

Identifies a key chain. The name must match the
name configured in interface configuration mode
above.

Identifies the key number.

NOTE The range of keys is from 0 to
21474830647, The key identification numbers do
not need to be consecutive. At least 1 key must be
defined on a key chain.

Router (config-keychain-
key) #key-string
sehakespeare

Identitfies the key string.

NOTE The string can contain from 1 to 80 upper-
case and lowercase alphanumeric characters, except
that the first character cannot be a number.

Router (config-keychain-
key) taccept-1lifetime
start-time {infinite |
end-time | duration
seconds}

Optionally specifies the period during which the key
can be received.

NOTE The default start time and the earliest
acceptable date is January 1, 1993, The default end
time 1§ an infinite period.

Router (config-keychain-
keyv) #isend-lifetime startc-
time {infinite | end-time

| duration seconds}

Optionally specifies the period during which the key
can be sent.

NOTE The default start time and the earliest
acceptable date is January 1, 1993, The default end
time is an infinite period.

Note

For the start time and the end time to have relevance, ensure that the router knows the

correct time. Recommended practice dictates that you run Network Time Protocol




(NTP) or some other time-synchronization method if you intend to set lifetimes on

keys.
Verifying EIGRP
Routerfishow ip eigrp | Displays the neighbor table.
neighbors
Routerfishow ip eigrp | Displays a detailed neighbor table.

neighborz detail

TIP The show ip eigrp neighbors detail command
verifies whether a neighbor is configured as a stub router.

o/0/0

Eouterfishow

interfaces serial

ip eigrp

interfaces 100

Router#show ip eigrp | Shows information for each interface.
interfaces
Routerfishow ip eigrp | Shows information for a specific interface.

Shows information for interfaces running process 100,

Troubleshooting EIGRP

Routerfishow ip eigrp | Displays the topology table.
topology
TIP The show ip eigrp topology command shows you
where your feasible successors are.
Routerfishow ip eigrp | Shows the number and type of packets sent and received.
traffic
Routerfishow ip route | Shows the complete routing table.
Routerfishow ip route | Shows a routing table with only EIGRP entries.
eigrp
Routerfishow ip Shows the parameters and current state of the active rout-
protocols ing protocol process.
Routerfishow key-chain | Shows authentication key information.




Routerfidebug eigrp f£sm | Displays events/actions related to EIGRP feasible suc-
cessor metrics (FSM)

Routerfidebug eigrp Displays events/actions related to EIGRP packets
packet

Routerfidebug eigrp Displays events/actions related to your EIGRP neighbors
neighbor

Routerfdebug ip eigrp | Displays events/actions related to EIGRP protocol packets.

Routerfdebug ip eigrp | Displays events/actions related to your EIGRP neighbors
neighbor

Routerfdebug ip eigrp | Displays EIGRP event notifications
notifications

Configuration Example: EIGRP

Figure 8-1 illustrates the network topology for the configuration that follows, which shows how to
configure EIGRP using the commands covered in this chapter.

S0/0/0 . %
172.16.20.1/24 . s0/0/0
% — 172.16.20.2/24 1< Corporate
DCE Network
fa0/1 fa0/1 \\“'F\.,__ﬁ_/"‘-—
172.16.10.1/24 172.16.30.1/24

L

EIGRP Routing with
MD5 Authentication
Between Routers

ot
= (]

172.16.10.10/24 172.16.30.30/24

I

Figure 8-1. Network Topology for EIGRP Configuration

Austin Router



Austin-enable

j Moves to privileged mode.

Austingconfigure terminal

' Moves to global configuration mode.

ABustiniconfig) #interface
gserial 0/0/0

Enters interface configuration mode.

Austin(config-if) #ip address
172.16.20.1 255.255.255.0

Assigns the IP address and netmask.

Austin(config-if)#ip
authentication mode
eigrp 100 md5s

Enables MD35 authentication in EIGRP packets.

Austin(config-if) #ip
authentication key-chain
eigrp 100 susannah

Austin(config-if)#no shutdown

Austini{config-if)#interface
fastethernet 0/1

Austini{config-if)#ip address
172.16.10.1 255.285.285.0

Austini{config-if) #no shutdown
Austini{config-if) #router
eigrp 100
Austin(config-router) #no
auto-summary
Austin(config-router) #eigrp
log-neighbor-changes
Austin(config-router) #network
172.16.0.0

' Enables authentication of EIGRP packets.

susannah is the name of the key chain.

Enables the interface.

Enters interface configuration mode.

Assigns the IP address and netmask.

Enables the interface.

Enables EIGRP routing.

Disables auto-summarization.

Changes with neighbors will be displayed.

Advertises directly connected networks (classful
address only).




interface fastethernet 0/1

Bustini{config-router) #passive

Prevents the sending of hello packets out the
Fast Ethernet (/1 interface. No neighbor adja-
cency will be formed.

ABustini{config-router) fkey
chain susannah

Austin{config-keychain) fkey 1

Identifies a key chain name, which must match the
name configured in interface configuration mode.

| Identifies the key number.

ABustin(config-keychain-
key) tkey-string tower

' Identifies the key string.

Austin({config-keychain-
key) ftaccept-lifetime 06:30:00
Apr 19 2013 infinite

' Specifies the period during which the key can be

received.

Austin(config-keychain-

key) #send-lifetime 06:30:00
Apr 15 2013 09:45:00 Apr 19
2013

Specifies the period during which the key can
be sent.

Austin({config-keychain-

key) fexit

' Returns to global configuration mode.

Austin(config) fexit

' Returns to privileged mode

Austinfcopy running-config

startup-config

Saves the configuration to NVRAM.

Houston Router




Houston=enable

Moves to privileged mode.

Houstonffconfigure terminal

Houston (iconfig) ##interface
gserial 0/0/1

Houston (config-if) #ip address
172.16.20.2 255.255.255.0

Moves to global configuration mode.

Enters interface configuration mode.

Assigns the IP address and netmask.

Houston (config-1if) #ip
authentication mode eigrp
100 mds

Houston (config-if) #ip
authentication key-chain
eigrp 100 eddie

Houston (config-if) #clock rate

56000

Houston (config-if) #no shutdown

Enables MD35 authentication in EIGRP packets.

Enables authentication of EIGRP packets.

eddie 1s the name of the key chain.

Sets the clock rate.

_ Enables the interface.

Houston (config-if)#interface
fastethernet 0/1

Enters interface configuration mode.

Houston(config-i£) #ip address
172.16.30.1 255.255.255.0

Houston(config-if) #no shutdown

Assigns the [P address and netmask.

| Enables the interface.

Houston (config-if) #router
eigrp 100

| Enables EIGRP routing.

Hougton (config-router) #no

auto-summary

Hougton (config-router) #eigrp

log-neighbor-changes

Houston (config-router) #network
172.16.0.0

| [Disables auto-summarization.
| Changes with neighbors will be displayed.

Advertises directly connected networks (class-

ful address only).




Houston (config-router) #passive
interface fastethernet 0/1

Houston (config-router) #key
chain eddie

Houston (config-keychain) key 1

Houston (config-keychain-

keyl #key-string tower

Prevents the sending of hello packets out the
Fast Ethernet 0/1 interface. No neighbor

adjacency will be formed.

Identifies a key chain name, which must
match the name configured in interface

configuration mode.

Identifies the key number.

Identifies the key string.

Houston (config-keychain-
key) #accept-lifetime 06:30:00
Apr 19 2013 infinite

Specifies the period during which the key can
be received.

Houston (config-keychain-
key) #send-lifetime 06:30:00
Apr 19 2013 09:45:00 Apr 18
2013

Specifies the period during which the key can
be sent.

Houston (config-keychain-

key) Hexit

Houston (config) #exit

Returns to global configuration mode.

- Returns to privileged mode.

Houstonficopy running-config
startup-config

Saves the configuration to NVRAM.




Chapter 9. Single-Area OSPF

This chapter provides information and commands concerning the following topics:

» Configuring OSPF

= Using wildcard masks with OSPF areas

= Loopback interfaces
= Router ID

= DR/BDR elections

* Modifying cost metrics
= Authentication: Simple

= Authentication: Using MDS5 encryption

* Timers
» Propagating a default route

= Verifying OSPF configuration
* Troubleshooting OSPF

= Configuration example: Single area OSPF

Configuring OSPF

Router (config) #router
ogspf 123

Router (config-
router) #network
172.16.10.0 0.0.0.255
area 0

Starts OSPF process 123. The process 1D 1s any positive
integer value between 1 and 65,535. The process 1D is not
related to the OSPF area. The process 1D merely distin-
guishes one process from another within the device.

OSPF advertises interfaces, not networks. Uses the wild-
card mask to determine which interfaces to advertise.
Read this line to say “Any interface with an address of
172.16.10.x is to be put into area 0.”

NOTE The process 1D number of one router does not

have to match the process ID of any other router. Unlike
Enhanced Interior Gateway Routing Protocol (EIGRP),

matching this number across all routers does not ensure

that network adjacencies will form.

Router (config-
router) #log-adjacency-
changes detail

Configures the router to send a syslog message when
there is a change of state between OSPF neighbors.

TIP Although the log-adjacency-changes command
is on by default, only up/down events are reported
unless you use the detail keyword.

Using Wildcard Masks with OSPF Areas




When compared to an [P address, a wildcard mask identifies which addresses get matched for
placement into an area:

= A 0 (zero) in a wildcard mask means to check the corresponding bit in the address for an exact
match.

= A 1 (one) in a wildcard mask means to ignore the corresponding bit in the address—can be
either 1 or 0.
Example 1: 172.16.0.0 0.0.255.255
172.16.0.0 =10101100.00010000.00000000.00000000
0.0.255.255 =00000000.00000000.11111111.11111111
result =10101100.00010000.xxxxXXXX . XXXXXXXX
172.16.x.x (Anything between 172.16.0.0 and 172.16.255.255 will match the example statement. )

Tip
An octet of all Os means that the octet has to match exactly to the address. An octet of
all 1s means that the octet can be ignored.

Example 2: 172.16.8.0 0.0.7.255
172.168.8.0=10101100.00010000.00001000.00000000
0.0.0.7.255 =00000000.00000000.00000111.11111111
result=10101100.00010000.0000 Lxxx.xxxxxxxx
00001xxx =00001000 to 00001711 =8-15
xxxxxxxx = 00000000 to 11111111 =0-255
Anything between 172.16.8.0 and 172.16.15.255 will match the example statement.
Router (config-router) #inetwork Read this line to say “Any interface with an
172.16.10.1 0.0.0.0 area 0 exact address of 172.16.10.1 1s to be put into
area 0.7
Router (config-router) inetwork Read this line to say “Any interface with an
172.16.10.0 0.0.255.255 area 0 | address of 172.16.x.x is to be put into area 0.”

Router (config-router)#network Read this line to say “Any interface with any
0.0.0.0 255.255.255.255 area 0 | address is to be put into area ().”

Loopback Interfaces



Router (config) f#interface Creates a virtual interface named loopback 0,
loopback 0 and then moves the router to interface configu-
ration mode. The loopback interface number
can be any number between () and 2147483647,

Router (config-if)#ip address | Assigns the 1P address to the interface.
192.168.100.1 255.255.255.255

NOTE Loopback interfaces are always “up
and up™ and do not go down unless manually
shut down. This makes loopback interfaces
oreat for use as OSPF router 1Ds.

Router ID

Router (config) #router ospf 1 | Starts OSPF process 1. |

Router (config- Sets the router ID to 10.1.1.1. If this command

router) frouter-id 10.1.1.1 15 used on an OSPF router process that 1s already
active (has neighbors), the new router 1D is used
at the next reload or at a manual OSPF process

restart.
Router (config-router) #no Removes the static router 1D from the configura-
router-id 10.1.1.1 tion. If this command 1s used on an OSPF router

process that is already active (has neighbors),
the old router ID behavior is used until the next
reload or at a manual OSPF process restart.

Note

The OSPF router ID is used to identify each router in the OSPF routing domain. It is a
label and 1s expressed as an [Pv4 address. The precedence used to determine the
OSPF router ID i1s as follows:

1. The IP address set using the router-id command
2. The highest IP address of its loopback interfaces
3. The highest IP address of its physical interfaces

a. This address does not have to be included in an OSPF network command, but it does have
to be in an up/up state.

b. If the interface used as the router ID goes down, this will trigger a recalculation of the OSPF
routing table, starting with the reforming of neighbor adjacencies using the new router ID.

Note

Even though the router ID looks like an IPv4 address, it is not routable and therefore
not included in the routing table unless the OSPF process chooses an interface that has
been appropriately defined by a network command.




DR/BDR Elections

Eouter (config) #interface
fastethernet 0/0

Router (config-1if) #ip
ogpf pricrity 50

Changes the router to interface configuration mode.
Changes the OSPF nterface priority to 50.

NOTE The assigned priority can be between 0
and 255. A priority of 0 makes the router ineligible
to become a designated router (DR) or backup des-
ignated router BDR). The highest priority wins the
election. A priority of 255 guarantees a tie in the
election, assuming other routers are also set to 255.
If all routers have the same priority, regardless of
the priority number. they tie. Ties are broken by the
highest router 1D.

Modifying Cost Metrics

Router (config) #interface
serial 0/0/0

Changes the router to interface configuration mode.

Router (config-
if) #bandwidth 128

Or

If you change the bandwidth, OSPF recalculates the

cost of the link.

Router (config-if) #ip ospf
cost 1564

Changes the cost to a value of 1564,

NOTE The cost of a link is determined by divid-
ing the reference bandwidth by the interface band-
width.

The bandwidth of the interface is a number between
1 and 10,000,000. The unit of measurement is
kilobits. The cost 1s a number between 1 and 65,535,
The cost has no unit of measurement—it 1s just a
number.

Tip

Using the default reference bandwidth of 103 (or 100,000,000) means that any link that
1s equal to or faster than a Fast Ethernet link (100 Mbps or 100,000,000 bps) will have
the same cost. This means that a router will treat a Fast Ethernet link as the same cost

as a Gigabit Ethernet link. To adjust for this, you must change the OSPF cost on an

interface manually or adjust the reference bandwidth to a higher value using the OSPF

auto-cost reference-bandwidth bandwidth command, which is shown in the next
section.

OSPF auto-cost reference-bandwidth




Router (config) #router
ospf 1

Router (config-
router) ffauto-cost
reference-bandwidth
1000

Starts OSPF process 1.

Changes the reference bandwidth that OSPF uses to
calculate the cost of an interface.

NOTE The range of the reference bandwidth is 1 to
4,294,967, The default 1s 100, The unit of measurement
is megabits per second (Mbps).

NOTE The value set by the ip ospf cost command
overrides the cost resulting from the auto-cost com-
mand.

TIP If you use the command auto-cost reference-
bandwidth bandwidth, configure all the routers to use
the same value. Failure to do so will result in routers
using a different reference cost to calculate the shortest
path, resulting in potential suboptimum routing paths.

Authentication: Simple

authentication

fastethernet 0/0

Router (config) #interface

Fouter {config-if)#ip ospf
authentication-key fred

Router (config) #router ospf 1 | Starts OSPF process 1.

Router (config-router)#area 0 @ Epables simple authentication; password will be

sent in clear text.

Router (config-router) #exit Returns to global configuration mode.

Moves to interface configuration mode.
Sets key (password) to fred.

NOTE The password can be any continuous
string of characters that can be entered from the
keyboard, up to 8 bytes in length. To be able

to exchange OSPF information, all neighboring
routers on the same network must have the same
password.

Authentication: Using MDS Encryption




Timers

FEouter (config) #router ospf 1

Starts OSPF process 1.

Router (config-router) #area
0 authentication message-
digest

Router (config-router) #exit

Router iconfig) #interface

fastethernet 0/0

Router (config-if) #ip ospf
message-digest-key 1 md5

fred

Enables authentication with MD35 password
encryption.

Returns to global configuration mode.

Moves to interface configuration mode.

| 15 the key-id. This value must be the same as

that of your neighboring router.

md5 indicates that the MD35 hash algorithm will
be used.

fred is the key (password) and must be the same
as that of your neighboring router.

Router (config-if) #ip ospf
hello-interval timer 20
Router (config-if) #ip ospf
dead-interval 80

NOTE If the service password-encryption
command is not used when implementing OSPF
MD?35 authentication, the MD5 secret 1s stored as

plain text in NVRAM.

Changes the Hello Interval timer to 20 seconds.
Changes the Dead Interval timer to 80 seconds.

NOTE Hello and Dead Interval timers must
match for routers to become neighbors.

Propagating a Default Route




Router (config) #ip route 0.0.0.0 Creates a default route.
0.0.0.0 s0/0/0

Router (config) #router ospf 1 Starts OSPF process 1.

Router (config-router) #default- Sets the default route to be propagated to
information originate all OSPF routers.

Router (config-router)#default- The always option propagates a default
information originate always “quad-zero” route even if one is not con-

figured on this router.

NOTE The default-information origi-
nate command or the default-information
originate always command 1s vsually only
to be configured on your “entrance” or
“gateway” router, the router that connects
your network to the outside world—the
Autonomous System Boundary Router
(ASBR).

Verifying OSPF Configuration

Router#show ip protocol Displays parameters for all protocols running
on the router

Routerf#ishow ip route Displays a complete IP routing table
Routerfishow ip ospf Displays basic information about OSPF routing
processes

Router#show ip ospf interface | Displays OSPF info as it relates to all interfaces

Routerf#show ip ospf interface | Digplays OSPF information for interface
fastethernet 0/0 fastethernet 0/0

Router#show ip ospf Displays border and boundary router information
border-routers

Routerfishow ip ospf neighbor | Lists all OSPF neighbors and their states

Router#show ip ospf neighbor | Displays a detailed list of neighbors
detail

Router#show ip ospf database | Displays contents of the OSPF database
Routerfishow ip ospf database | Displays NSSA external link states

negsa-external

Troubleshooting OSPF




Routerficlear ip route * Clears entire routing table, forcing it to rebuild

Routerficlear ip route a.b.c.d | Clears specific route to network a.b.c.d

Routerficlear ip opsf counters | Resets OSPF counters

Routerfclear ip ospf process | Resets entire OSPF process, forcing OSPF to
re-create neighbors, database, and routing table

Routerfidebug ip ospf events Displays all OSPF events

Routerfdebug ip ospf adja- Displays various OSPF states and DR/BDR

cency election between adjacent routers

Routerfidebug ip ospf packets | Displays OPSF packets

Configuration Example: Single Area OSPF

Figure 9-1 illustrates the network topology for the configuration that follows, which shows how to
configure Single Area OSPF using commands covered in this chapter.
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Figure 9-1. Network Topology for Single Area OSPF Configuration

Austin Router



Eouter=-enable

Moves to privileged mode.

Fouterfconfigure terminal

Moves to global configuration
mode.

Router (config) #hostname Auatin

Sets the host name.

fustini{config) #interface fastethermet 0/0

Moves to interface configuration
mode.

Austiniconfig-if) #ip address 172.16.10.1
255.255.255.0

Assigns an IP address and net-
mask.

Zustiniconfig-if) #no shutdown

Enables the interface.

Zustin(config-if) #interface serial 0/0/0

Moves to interface configuration
maode.

Austiniconfig-if) #ip address 172.16.20.1
255.255,255.252

Assigns an IP address and
netmask.

Austin(config-if) #eclock rate 56000

DCE cable plugged in this side.

Austin(config-if)#no shutdown

Enables the interface.

Austin(config-if) #exit

Returns to global configuration
mode.

Austin(config) #router ospf 1

Starts OSPF process 1.

Austin{config-router) #network 172.16.10.0
0.0.0.255 area 0

Any interface with an address
of 172.16.10.x is to be put into
area (.

Austin{config-router) #network 172.16.20.0
0.0.0.255 area 0

Any interface with an address
of 172.16.20.x is to be put into
area (.

Austin(config-router)#<otrls =

Returns to privileged mode.

Austinfcopy running-config startup-config

Saves the configuration to
NVRAM.

Houston Router




Router-enable ' Moves to privileged mode.

Routerfconfigure terminal Moves to global configuration mode.

Router (config) fhostname Houston Sets the host name.

Houston (config) #interface Moves to interface configuration mode.
fastethernet 0/0

Houston (config-if) #ip address Assigns an IP address and netmask.
172.16.30.1 255.255.255.0

Houston (config-if) #no shutdown | Enables the interface.

Houston (config-if) #interface Moves to interface configuration mode.
seriald/0/0

Houston (config-if) #ip address Assigns an IP address and netmask.
172.16.40.1 255.255.255.252

Houston (config-if) #clock rate DCE cable plugged in this side.

56000

Houston (config-i£) #no shutdown Enables the interface.

Houston (config) #interface serial | Moves to interface configuration mode,

0/0/1

Houston (config-if)fip address Assigns an [P address and netmask.
172.16.20.2 255.255.255.252

Houston (config-if)#no shutdown | Enables the interface.

Houston (config-if) flexit ' Returns to global configuration mode.
Houston (config) #router ospf 1 Starts OSPF process 1.

Houston (config-router) fnetwork Any interface with an address of 172.16.x.x
172.16.0.0 0.0.255.255 area 0 15 to be put into area (). One statement will

now advertise all three interfaces.

Houston (config-router) #<ctrl> z | Returns (o privileged mode.

Houston#ecopy running-config Saves the configuration to NVRAM.
startup-config

Galveston Router




Eouter-enable

Routerfconfigure terminal

| Moves to privileged mode.

Moves to global configuration mode.

Router (cenfig) #hostname Galveston

Sets the host name.

Galveston(config) #interface
fastethernet 0/0

Moves to interface configuration mode.

Galveston{config-if) #iip address
172.16.50.1 255.255.255.0

' Assigns an [P address and netmask.

Galveston{config-if)#no shutdown

Galveston {config-if)#iinterface
serial 0/0/1

Enables the interface.

Moves to interface configuration mode.

Galveston (config-if) #ip address
172.16.40.2 255.255.255.252

Assigns an [P address and netmask.

Galveston{config-if)#no shutdown
Galveston{config-if) Hexit

Galveston (config) #router ospf 1

- Enables the interface.
Returns to global configuration mode.
Starts OSPF process 1.

Galveston (config-router) #network
172.16.40.2 0.0.0.0 area O

Any interface with an exact address of
172.16.40.2 is to be put into area (1. This
is the most precise way to place an exact

- address into the OSPF routing process.

Galveston({config-router) inetwork
172.16.50.1 0.0.0.0 area 0

' Any interface with an exact address of
| 172.16.50.2 is to be put into area 0,

Galveston (config-router) #<ctrls =z

- Returns to privileged mode.

Galveston#copy running-config
startup-config

| Saves the configuration to NVRAM.




Chapter 10. Multi-Area OSPF

This chapter provides information and commands concerning the following topics:

= Configuring multi-area OSPF

» Passive interfaces

» Route summarization
» Inter-area summarization
» External route summarization

= Configuration example: Multi-area OSPF
Configuring Multi-Area OSPF

Router (configl ffrouter ospf 1 | Starts OSPF process 1. The process ID is any
positive integer value between 1 and 65,535.
The process ID 15 nor related to the OSPF area.
The process 11D merely distinguishes one process
from another within the device.

Router (config-router)#network | Read this line to say “Any interface with an
172.16.10.0 0.0.0.255 area 0 | address of 172.16.10.x is to be put into area ).”

Router (config-router) #network | Read this line to say “Any interface with an exact
10.10.10.1 0.0.0.0 area 51 address of 10.10.10.1 is to be put into area 51.7

Note

You can enable OSPF directly on an interface with the ip ospf process ID area area
number command. Because this command 1s configured directly on the interface, it
takes precedence over the network area command entered in router configuration
mode.

Tip
If you have problems determining which wildcard mask to use to place your interfaces

into an OSPF area, use the ip ospf process ID area area number command directly on
the interface.




Router (config) #interface Moves to interface configuration mode
fastethernet 0/0

Router (config-if) #ip ospf 1 area 51 Places this interface into area | of
OSPF process |

Router (config-if] #interface Moves to interface configuration mode
gigabitethernet 0/0

Router (config-if)#ip ospf 1 area 0 Places this interface into area 0 of
OSPF process 1

Tip
If you assign interfaces to OSPF areas without first using the router ospf x command,

the router creates the router process for you, and it will show up in a show running-
config output.

Note

You do not need to create two separate OSPF processes to create multi-area OSPF.
You have one process, and merely have two (or more) network statements that are
placing different links (interfaces) into different areas.

Caution

Creating two separate processes of OSPF means that the router will have two sets of
neighbor tables, two link-state databases, and two routing tables. They will be
independent of each other and will not communicate with each other. This is a huge
waste of router resources.

Passive Interfaces

Router (config) #router ospf 1 | Starts OSPF process 1.

Router (config-router) #network | Read this line to say “Any interface with an
172.16.10.0 0.0.0.255 area 0 | address of 172.16.10.x is to be put into area 0.

Router (config- Disables the sending of routing updates on this
router) #passive-interface interface,
fastethernet 0/0

Router (config- Disables the sending of routing updates out all
router) #passive-interface mterfaces.

default

Router (config-router) #no Enables routing updates to be sent out interface
passive-interface serial serial 0/0/1, thereby allowing neighbor adjacen-
0/0/1 cies to form.

Tip



With OSPF running on a network, the passive-interface command will stop the
sending or receiving of routing updates on either an interface or globally. Because of
this, routers will not become neighbors. To verify whether any interface has been
configured as passive, use the show ip protocols command.

Route Summarization
In OSPF, there are two different types of summarization:
» Interarea route summarization

» External route summarization

The sections that follow provide the commands necessary to configure both types of summarization.

Interarea Route Summarization

I Router (config) #router ospf 1 | Starts OSPF process 1. |

Router (config-router)#area Area Border Router (ABR) will consolidate
1 range 192.168.64.0 routes to this summary address before injecting
255.255.224.0 them into a different area.

NOTE This command is to be configured on
an ABR only.

NOTE By default, ABRs do nor summarize
routes between areas.

External Route Summarization

Router (config) #router ospf | Starts OSPF process 1.

123
Router (config- Advertises a single route for all the redistributed
router) fsummary-address routes that are covered by a specified network

192.168.64.0 255.255.224.0 | address and netmask.

NOTE This command is to be configured on an
Autonomous System Border Router (ASBR) only.

NOTE By default, ASBRs do nor summarize routes.

Configuration Example: Multi-Area OSPF

Figure 10-1 shows the network topology for the configuration that follows, which demonstrates how
to configure multi-area OSPF using the commands covered in this chapter.
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Eouter-enable

Moves to privileged mode.

Routerfconfigure terminal

Moves to global configuration mode.

Router (config) fhostname ASBR
ASER (config) #interface loopback 0

ASBE [config-if)#ip address
1%2.168.1.1 255.255,255,255

ASBR (config-if)#description
Router ID

ASBERE (config-if) #exit
ASER (config) #interface
fastethernet 0/0

ASBR (config-if) #ip address
172.16.,1.1 255.255.255.0

ASER (config-if) #inoc shutdown

ASBR [config-if) #interface
fastethernet 0/1

ASBR (config-if) #ip address
10.1.0.1 255.255.255.0
ASEBR [config-if) #no keepalive

ASBR [config-if) #no shutdown

ASBR {config-if) #exit

Sets the router host name.
Enters loopback interface mode.

Assigns an 1P address and netmask.
Sets a locally significant description.

Returns to global configuration mode.

Enters interface configuration mode.

Assigns an 1P address and netmask.

Enables the interface.

Enters interface configuration mode.

Assigns an 1P address and netmask.

Disables keepalive packets from being sent.

This prevents the interface from going down

due to no keepalive packets being received.,

Enables the interface.

Returns to global configuration mode.

ASBR{config)#ip route 0.0.0.0
0.0.0.0 10.1.0.2 fa0/1

Creates default route. Using both an exit
interface and next-hop address on a Fast
Ethernet interface prevents recursive look-
ups in the routing table.




0.0.0.0 null0

0.0.0.0 null0

0.0.0.0 null0

ASBR (config) #ip route 11.0.0.0

ASBR (config) #ip route 12.0.0.0

ASBR (config) #ip route 13.0.0.0

ASER (config) #router oapf 1

ASBR (config-router) #network
172.16.1.0 0.0.0.255 area 0

Creates a static route to a null interface.
In this example, these routes represent a
simulated remote destination.

Creates a static route to a null interface.
In this example, these routes represent a
simulated remote destination.

Creates a static route to a null interface.
In this example, these routes represent a
simulated remote destination.

Starts OPSF process 1.

Any interface with an address of
172.16.1.x is to be put into area 0.

information originate

gtatic

ASBR {config-router) fexit

ASEBR (config-router) fdefault-

ASBR (config-router) #iredistribute

Sets the default route to be propagated to
all OSPF routers.

Redistributes static routes into the OSPF
process. This turns the router into an ASBR
because static routes are not part of OSPF,
and the definition of an ASBR is a router
that sits between OSPF and another routing
process (in this case, static routing).

Returns to global configuration mode.

ASER (config) #exit

Returns to privileged mode.

ARSEEH#icopy running-config
startup-config

Saves the configuration to NVRAM.

ABR-1 Router




Eouter-anable

Moves to privileged mode.

Fouterfconfigure terminal
Router (config) #hostname ABR-1

ABR-1 {config) #interface
loopback 0

ABR-1{config-if)#ip address
192 . 168.2.1 255.255.255.255

ABR-1{config-if) #description
Router ID

Moves to global configuration mode.
Sets the router host name.

Enters loopback interface mode.
Assigns an IP address and netmask.

Sets a locally significant description,

ABR-1{config-if) #fexit

ABR-1(config) #interface
fastethernet 0/1

ABR-1iconfig-if) ##ip address
172.16.1.2 255.255.255.0

ABR-1{config-if) #ip ospf
priority 200

ABR-1iconfig-if) #ino shutdown

ABR-1{config-if)#exit
ABR-1{config) #interface
fastethernet 0/0

ABR-1(config-if)#ip address
172.16.51.1 255.255.255.0

ABR-1(config-if)#no shutdown

Returns to global configuration mode.

Enters interface configuration mode.

Assigns an IP address and netmask.

Sets the priority for the designated router/back-

up designated router (DR/BDR) election pro-

cess. This router will win and become the DRE.

Enables the interface.

Returns to global configuration mode.

Enters interface configuration mode.
Assigns an IP address and netmask.

Enables the interface.

ABR-1 {config-if)#exit

Returns to global configuration mode.

LER-1{config) #router ospf 1

Starts OPSF process 1.

ABR-1{config-router) #network
172.16.1.0 0.0.0.255 area 0

ABR-1 (config-router) inetwork
172.16.51.1 0.0.0.0 area 51

Any interface with an address of 172.16.1.x 15
to be put into area 0.

Any interface with an exact address of
172.16.51.1 1s to be put into area 51.

AER-1{config-router) fexit
ABR-1{config) fexit

ABR-1(config) #copy running-

config startup-config

ABR-2 Router

Returns to global configuration mode.
Returns to privileged mode.

Saves the configuration to NVRAM.




Router-enable
Routerfconfigure termimnal

Eouter (config) #hostname ABR-2

Moves to privileged mode.
Moves to global configuration mode.

Sets the router host name.

AER-Z{config) #interface loopback 0

Enters loopback interface mode.

ABR-Z2iconfig-if) ##ip address
192.168.3.1 255.255.255.255

Assigns an 1P address and netmask.

AER-Z ({config-if) #description
Router ID

Sets a locally significant description.

AER-Z {config-if) #exit

ABR-Z {config) #interface
fastethernet 0/0

Returns to global configuration mode.

Enters interface configuration mode.

ABR-2{config-if) #ip address
172.16.1.3 255.255.255.0

Assigns an IP address and netmask.

ABR-Z2{config-if)#ip ospf
priority 100

Sets the priority for the DR/BDR
election process. This router will become
the BDR to ABR-1"s DR.

ABR-Z {config-if)#no shutdown
ABR-2 (config-if) #texit

ABR-Z{config) #interface serial
0/0/1

ABR-2 {config-if)#ip address
172.16.10.5 255.255.255.252

ABR-Z {config-ifl#clock rate 56000

ABR-2 (config-if)#no shutdown

Enables the interface.
Returns to global configuration mode.

Enters interface configuration mode.

Assigns an IP address and netmask.

Assigns a clock rate to the interface.

Enables the interface.

AER-Z{config-if)#exit

Returns to global configuration mode.

ABR-2 (config) #router cospf 1

ABR-2 {config-router) inetwork
172.16.1.0 0.0.0.255 area 0

Starts OPSF process 1.

Any interface with an address of
172.16.1.x 1s to be put into area 0.

ABR-Z {config-router) #network
172.16.10.4 0.0.0.3 area 1

ABRE-2{config-router) #exit

ABR-Z {config) #exit

Any interface with an address of
172.16.10.4-7 is to be put into area |.

Returns to global configuration mode.

Returns to privileged mode.

ABR-Z {config) #icopy running-config
startup-config

Saves the configuration to NVRAM.

Internal Router




Eouter-enable

' Moves to privileged mode.

Routerfconfigure terminal

Moves to global configuration mode.

Router (config) fhostname Intermal

Sets the router host name.

Internal (config) #interface loopback 0

' Enters loopback interface mode.

Internal (config-if) #ip address
192.168.4.1 255.255.255,255

Assigns an IP address and netmask.

Internal (config-if) #description
Router ID

Sets a locally significant description.

Internal (config-if) #exit

Returns to global configuration mode.

Internal (config)#interface
fastethernet0/0

Internal (config-if)#ip address
172.16.20.1 255.255.255.0

Enters interface configuration mode.

Assigns an IP address and netmask.

Internal (config-if)#ne shutdown

Enables the interface.

Internal (config-if) #exit

Returns to global configuration mode.

Internal (config)#interface
serial0/0/0

Enters interface configuration mode.

Internal (config-if) #ip address
172.16.10.6 255.255.255.252

Assigns an [P address and netmask.

Internal (config-if) #no shutdown

Enables the interface.

Internal (config-if) Hexit

' Returns to global configuration mode.

Internal (config) #router ospf 1

Starts OPSF process 1.

Internal {(config-router) inetwork
172.16.0.0 0.0.255.2585 area 0

Any interface with an address of
172.16.x.x 18 to be put into area 0.

Internal (config-router) #exit

Returns to global configuration mode.

Internal (config) Hexit

Internal (config) #$copy running-config
startup-config

Returns to privileged mode.

Saves the configuration to NVRAM.




Part V: Switching



Chapter 11. Configuring a Switch

This chapter provides information and commands concerning the following topics:

» Help commands
» Command modes

= Verifying commands

= Resetting switch configuration

= Setting host names

= Setting passwords

= Setting [P addresses and default gateways

= Setting interface descriptions
* The mdix auto command
= Setting duplex operation

= Setting operation speed
» Managing the MAC address table

= Configuring static MAC addresses

= Switch port security

= Verifying switch port security
= Sticky MAC addresses

= Configuration example

Help Commands
switch>? The ? works here the same as 1n a router.

Command Modes

switch>enable User mode, same as a router
switch# Privileged mode
switch#disable Leaves privileged mode

: switchsexit Leaves user mode

Verifying Commands



switchfishow wversion
switch#show f£lash:

switchi#show mac-address-
table

Displays information about software and hardware.
Displays information about flash memory.

Displays the current MAC address forwarding
table.

switchfishow controllers
ethernet-contreller

Displays information about the Ethernet controller.

switch#show running-config
switchfishow startup-config

gwitch#show post

Displays the current configuration in DRAM.
Displays the current configuration in NVRAM.
Displays whether the switch passed POST.

switch#show wvlan

Displays the current VLAN configuration.

switchffshow interfaces

switchfishow interface
vlanl

Displays the interface configuration and status of
line: up/up, up/down, admin down.

NOTE This command is unsupported in some
Cisco 108 Software releases, such as 12.2(25)FX.

Displays setting of virtual interface VLAN 1, the
default VLAN on the switch.

Resetting Switch Configuration

NOTE This command is unsupported in some
Cisco 10S Software releases, such as 12.2(25)FX.

Switchfdelete flash:vlan.dat

Removes the VLAN database from flash memory.

Delete filename [vlan.dat]?

Delete flash:vlan.dat?
[confirm)]

Press <Enter).
Reconfirm by pressing <Enter).

Switchtfierase startup-config
<output omitteds

Switch#reload

Erases the file from NVRAM.

Restarts the switch.

Setting Host Names

Switchficonfigure terminal

Switch(config) #hostname
29608witch

Moves to global configuration mode.

Creates a locally significant host name of the
swiltch. This 18 the same command as the router.

29608witchiconfig) #

Setting Passwords

Setting passwords for the 2960 series switches is the same method as used for a router.




256808witch(config) #enable password cisco Sets the enable password Lo clsco

29608witch{config) fenable secret class Sets the encryptt:d secret pass-
word to class

256808witch(config) #line consocle 0 Enters line console mode
29608witch (config-line)#login Enables password checking
2960Switch(config-line) #password cisco Sets the password to cisco
29608witch(config-line) #exit ' Exits line console mode
29608witch (config-line) #line aux 0 L Enters line auxiliary mode
29608witch (config-line) #login Enables password checking
2960Switch (config-line) #ipassword cisco Sets the password to cisco
29605witch (config-line) #fexit Exits line auxiliary mode
2960Switch(config-line)#line vty 0 15 - Enters line vty mode for all 15
virtual ports
29605witch (config-1line) #login Enables password checking
2%6058witchiconfig-line} #password cisco ' Sets the password to cisco
29608witch (config-line) #axit L Exits line vty mode

2260Switchiconfig) #

Setting IP Addresses and Default Gateways

25608witch{config) #interface wvlanl Enters the virtual interface for VLAN
l. the default VLAN on the switch

29605witch(config-if)#ip address Sets the IP address and netmask to

172.16.10.2 255.255.255.0 allow for remote access to the switch

29608witch(config-1if) #exit

29608witch(config) #ip default-gateway  Allows IP information an exit past the
174.16.10.1 local network

Tip
For the 2960 series switches, the IP address of the switch is just that—the IP address
for the entire switch. That is why you set the address in VLAN 1 (the default VLAN of
the switch) and not in a specific Ethernet interface. If you choose to make your
management VLAN a different number, you would use these commands in that VLAN

using the interface vlan x command, where x 1s the number of your management
VLAN.

Setting Interface Descriptions



28608witch(config)#interface Enters interface configuration mode.
fastethernet 0/1

29608witch (config-if)#description Adds a description of the interface. The
Finance VLAN description is locally significant only.

Tip
The 2960 series switches have either 12 or 24 Fast Ethernet ports named fa0/1, fa0/2,
... fa0/24—there 1s no fastethernet 0/0.

The mdix auto Command

29605witch (config) #interface Enters interface configuration mode
fastethernet 0/1
29605witch(config-if) #mdix auto Enables Auto-MDIX on the interface

2%605witch(config-if)#no mdix auto | Disables Auto-MDIX on the interface

Tip
When automatic medium-dependent interface crossover (Auto-MDIX) is enabled on an
interface, the interface automatically detects the required cable connection type
(straight-through or crossover) and configures the connection appropriately. When
connecting switches without the Auto-MDIX feature, you must use straight-through
cables to connect to devices such as servers, workstations, or routers and crossover
cables to connect to other switches or repeaters. With Auto-MDIX enabled, you can
use either type of cable to connect to other devices, and the interface automatically
corrects for any incorrect cabling.

Tip
The Auto-MDIX feature is enabled by default on switches running Cisco IOS Release

12.2(18)SE or later. For releases between Cisco IOS Release 12.1(14)EA1 and
12.2(18)SE, the Auto-MDIX feature is disabled by default.

Tip
If you are working on a device where Auto-MDIX is enabled by default, the command
will not show up when you enter show running-config.

Caution

When you enable Auto-MDIX, you must also set the interface speed and duplex to auto
so that the feature operates correctly. In other words, if you use Auto-MDIX to give
you the flexibility to use either type of cable to connect your switches, you lose the
ability to hard-set the speed/duplex on both sides of the link.



The following table shows the different link state results from Auto-MDIX settings with correct and
incorrect cabling

Local Side Auto-MDIX Remote Side | With Correct With Incorrect
Auto-MDIX Cabling Cabling

On | On Link up Link up

On - Off Link up Link up

Off On Link up Link up

Off Off Link up Link down

Setting Duplex Operation

29608witch29608witch (config) Moves to interface configuration mode
interface fastethernet 0/1

29608witch(config-if)#duplex full | Forces full-duplex operation

2960Switchiconfig-if) #duplex autoc | Enables au[{]-dup[ex {;(mﬁg

29605witch(config-if)#duplex half | Forces half-duplex operation

Setting Operation Speed

29608witch(config) #interface Moves to interface configuration mode
fastethernet 0/1

29608witch({config-if) #speed 10 Forces 10-Mbps operation
29608witch{config-if) #apeed 100 Forces 100-Mbps operation

29608witch(config-1f)#speed auto | Enables autospeed configuration

Managing the MAC Address Table

switch#show mac address-table | Displays current MAC address forwarding table

switch#clear mac address- Deletes all entries from current MAC address
table forwarding table
switch#iclear mac address- Deletes only dynamic entries from table

table dynamic

Configuring Static MAC Addresses

29605witch (config) #mac address-table Sets a permanent address to port
static aaaa.aaaa.aaaa vlan 1 interface fastethernet (/1 in VLAN 1
fastethernet 0/1

29608witch (config) #no mac address-table Removes the permanent address to
static aaaa.aaaa.aaaa vlian 1 interface port fastethernet 0/1 in VLAN 1
fastethernet 0/1

Switch Port Security



Switchiconfig) #interface
fastethernet 0/1

Moves to interface configuration mode.

Switch(config-if)#switchport
port-security

Enables port security on the interface.

Switchi{config-if) #switchport

port-security maximum 4

Sets a maximum hmit of four MAC address-
es that will be allowed on this port.

NOTE The maximum number of secure
MAC addresses that you can configure on a
switch is set by the maximum number of avail-
able MAC addresses allowed in the system.

Switchi{config-if) #switchport
port-security mac-address
1234 .5678.90ab

Switch(config-if)#switchport
port-security wviolation shutdown

Sets a specific secure MAC address
1234.5678.90ab. You can add additional
secure MAC addresses up to the maximum
value configured.

Configures port security to shut down the
interface if a security violation occurs.

Switch(config-if)#switchport
port-security wviolation restrict

NOTE In shutdown mode, the port 1s
errdisabled, a log entry is made, and manual
intervention or errdisable recovery must be
used to reenable the interface.

Configures port security to restrict mode if a
security violation occurs.

NOTE In restrict mode, frames from a non-
allowed address are dropped, and a log entry
1s made. The interface remains operational.

Switchi{config-if)#switchport
port-security violation protect

Verifying Switch Port Security

Configures port security to protect mode if a
security violation occurs.

NOTE In protect mode, frames from a non-
allowed address are dropped. but no log entry
is made. The interface remains operational.




Switch#show port-security

Displays security information for all interfaces

Switch#ishow port-security
interface fastethernet 0/5

Switch#show port-security

addraess

dynamic

Switchfishow mac address-table

Displays security information for interface
fastethernet 0/5

Displays MAC address table security
information

Displays the MAC address table

Switch#clear mac address-table  Deletes all dynamic MAC addresses

0/5

Switchfclear mac address-table | Deletes the specified dynamic MAC address
dynamic address aaaa.bbbb.cccocc

Switchfclear mac address-table | Deletes all dynamic MAC addresses on inter-
dynamic interface fastethernet | fyce fastethernet (/5

dynamic wvlan 10

notification

Sticky MAC Addresses

Sticky MAC addresses are a feature of port security. Sticky MAC addresses limit switch port access
to a specific MAC address that can be dynamically learned, as opposed to a network administrator
manually associating a MAC address with a specific switch port. These addresses are stored in the
running configuration file. If this file is saved, the sticky MAC addresses do not have to be relearned

Switchifclear mac address-table  Deletes all dynamic MAC addresses on

VLAN 10

Switchfclear mac address-table | (Clears MAC notification global counters

NOTE Beginning with Cisco 10S Software
Release 12.1(11)EAL. the clear mac address-
table command (no hyphen in mac address)
replaces the clear mac-address-table com-
mand (with the hyphen in mac-address). The
clear mac-address-table static command
(with the hyphen in mac-address) will become
obsolete in a future release.

when the switch is rebooted, and thus provide a high level of switch port security.

Switchi{config) #interface
fastethernet 0/5

Switchi{config-if) #iswitchport
port-gecurity mac-address
sticky

Switchi{config-if) #switchport
port-security mac-address
sticky wvlan 10 wvoice

Moves to interface configuration mode.

Converts all dynamic port security learned MAC
addresses to sticky secure MAC addresses.

Converts all dynamic port security learned MAC
addresses to sticky secure MAC addresses on

voice VLAN 10.

NOTE The voice keyword is available only if
a voice VLAN is first configured on a port and if
that port is not the access VLAN.




Configuration Example

Figure 11-1 shows the network topology for the basic configuration of a 2960 series switch using
commands covered in this chapter.

MNetwork 192.168.1.0/24
-ﬁ. ’

Bismarck

Fa0/0 [ 192.168.11

20608witch | 192.168.1.2
FaQH

Workstation A Workstation B
192.168.1.10 192.168.1.11
MAC Address: ba09.8765.4321 MAC Address: 1234.5678.90ab

Figure 11-1. Network Topology for 2960 Series Switch Configuration



gwitch-enable

Enters privileged mode.

switch#configure terminal

Enters global configuration mode.

switch{config) #no ip
domain-lookup

Turns off Domain Name System (DNS)
queries so that spelling mistakes do not slow
you down.

switch{config) fthostname 2980

Sets the host name.

2960 (config) enable secret cisco

Sets the encrypted secret password to
CISCO.

2860 {config) #line comsole 0

Enters line console mode.

2960 (config-line) #logging
synchronous

Appends commands to a new line; router
information will not interrupt.

2960 {config-line)#login

User must log in to console before use.

2860 {config-line) #password switch

Sets the password to switch.

2960 (config-line) ffexec-
timecut 0 0

Console will never log out.

2960 (config-line) #exit

2560 (config) #line aux 0

Moves back to global configuration mode.

Moves to line auxiliary mode.

2560 (config-line) #login

User must log in to auxiliary port before
s,

2960 (config-line) #password class

Sets the password to class.

2960 (config-line) #exit

Moves back to global configuration mode.

2960 {config)#line vty 0 15

Moves to configure all 16 vty ports at the
same time.

2940 (config-line) #login

User must log in to vty port before use.

2960 {config-line) #ipassword class

Sets the password to class.

2960 {config-line) fexit

Moves back to global configuration mode.

2960 (config) #ip default-gateway
192.168.1.1

Sets default gateway.




2560 {config) $interface vlan 1

Moves to virtual interface VLAN | con-
figuration mode.

2960 {config-if) #ip address
192.168.1.2 255.255.2585.0

Sets the [P address and netmask for switch.

2860 lconfig-if) fno shutdown

2960 (config-if) #iinterface
fastethernet 0/1

Turns the virtual interface on.

Moves to interface configuration mode for
fastethernet 0/1.

2960 (config-if) #description Link
to Bismarck Router

Sets a local description.

2960 (config-if) #interface
fagtethernet 0/4

25360 (config-1if) fidescription Link
to Workstation A

2960 (config-if) #switchport
port-security

Moves to interface configuration mode for
fastethernet 0/4.

Sets a local description.

Activates port security.

2960 (config-if) #switchport
port-security maximum 1

Only one MAC address will be allowed in
the MAC table.

2960 (config-if) #switchport

port-security wviclation shutdown

2960 {config-if) #interface
fastethernet 0/8

Port will be turned off if more than one
MAC address is reported.

Moves to interface configuration mode for
fastethernet 0/8.

2960 (config-1f) #fdescription Link
to Workstation B

Sets a local description.

2960 {config-if) #ewitchport
port-gsecurity mac-address
1234.5678.90ab

2960 {config-if) fiewitchport
port-gsecurity maximum 1

Sets a specific secure MAC address
1234.5678.90ab. You can add additional
secure MAC addresses up to the maximum
value configured.

Only one MAC address will be allowed in
the MAC table.

2960 {config-if) #ewitchport
port-security wviolation shutdown

2960 {config-if) #exit

Port will be turned off if more than one
MAC address is reported.

Returns to global configuration mode.

2960 {config) #exit

Returns to privileged mode.

2560#copy running-config
startup-config

Saves the configuration to NVRAM.

29604




Chapter 12. VLLANSs

This chapter provides information and commands concerning the following topics:

= Creating static VLANs

= Using VLAN configuration mode

= Using VLAN database mode

= Assigning ports to VLANs

= Using the range command
= Verifying VLAN information

= Saving VL AN configurations

= Erasing VL AN configurations
= Configuration example: VLANs
Creating Static VLANs

Static VLANs occur when a switch port is manually assigned by the network administrator to belong
to a VLAN. Each port is associated with a specific VLAN. By default, all ports are originally
assigned to VLAN 1. You can create VLANSs in two different ways:

» Using the VLAN configuration mode, which is the recommended way to create VLANSs

» Using the VLAN database mode (which should not be used but is still available on some older
models)

Using VLAN Configuration Mode
| Switch(config)#vlan 3 ' Creates VLAN 3 and enters VLAN conliguration
| mode for further definitions.

Switch(config-vlan) #name Assigns a name to the VLAN. The length of the
| Engineering | name can be from 1 to 32 characters.

Switch(config-vlan) flexit Applies changes, increases the revision number by
I, and returns to global configuration mode.

| switch (config) #

Note

This method is the only way to configure extended-range VLANs (VLAN IDs from
1006 to 4094).

Note

Regardless of the method used to create VLANS, the VTP revision number is increased
by 1 each time a VLAN is created or changed.




Using VLAN Database Mode

Caution

The VLAN database mode has been deprecated and will be removed in some future
Cisco IOS Software release. It is recommended to use only VLAN configuration mode.

Switchfivlan database Enters VLAN database mode.

Switchivlan)#vlan 4 name Sales C(Creales VLAN 4 and names 1t Sales. The length
of the name can be from 1 to 32 characters.

Switch{vlan)#vlan 10 Creates VLAN 10 and gives it a name of
VLANOO10 as a default.

Switchivlan)#apply Applies changes to the VLAN database and
increases the revision number by 1.

Switchivlan)#exit Applies changes to the VLAN database,

increases the revision number by 1. and exits
VLAN database mode.

Switch#

Note

You must apply the changes to the VLAN database for the changes to take effect. You
must use either the apply command or the exit command to do so. Using the ;-2
command to exit out of the VLAN database does not work in this mode because it
aborts all changes made to the VLAN database—you must either use exit or apply and
then the exit command.

Assigning Ports to VLANSs
Switch(config) #interface fastethermet 0/1 Moves to interface
configuration mode
Switch(config-if)#switchport mode access Sets the port to access mode
Switchi{config-if) #switchport access wlan 10 Agggngthﬁ pgﬂ[ﬂ'vlJﬂh[|ﬂ

Note

When the switchport mode access command is used, the port operates as a
nontrunking, single VLAN interface that transmits and receives nonencapsulated
frames.

Tip
An access port can belong to only one VLAN.




Tip
By default, all ports are members of VLAN 1.

Using the range Command

Switchiconflig) #interface range Enables you to set the same configura-
fastethernet 0/1 - 9 tion parameters on multiple ports at the
same time.
NOTE Depending on the model of
switch, there is a space before and
after the hyphen in the interface range
command. Be careful with your typing.
Switchi{config-if-range) fiswitchport Sets ports 1-9 as access ports.

| mode access

Switchi{config-if-range) #iswitchport Assigns ports 1-9 to VLAN 10.
| access wvlan 10

Verifying VLAN Information

Switch#show vlan Displays VLAN information
Switch#show vlan brief ' Displays VLAN information in brief

| Switch#tshow vlan id 2 | Displays information about VLAN 2 only

- Switch#fshow vlan name marketing | Displays information about VLAN |

' named marketing only
Switchfishow interfaces vlan x Displays interface characteristics for the
| specified VLAN
Switch#show interfaces switchport Displays VLAN information for all
interfaces

Saving VLAN Configurations

The configurations of VLANs 1 through 1005 are always saved in the VLAN database. As long as the
apply or the exit command is executed in VLAN database mode, changes are saved. If you are using
VLAN configuration mode, the exit command saves the changes to the VLAN database, too.

If the VLAN database configuration is used at startup, and the startup configuration file contains
extended-range VLAN configuration, this information is lost when the system boots.

If you are using VTP transparent mode, the configurations are also saved in the running configuration
and can be saved to the startup configuration using the copy running-config startup-config command.
If the VTP mode is transparent in the startup configuration, and the VLAN database and the VTP
domain name from the VLAN database matches that in the startup configuration file, the VLAN

database is ignored (cleared), and the VTP and VLAN configurations in the startup configuration file
are used. The VLAN database revision number remains unchanged in the VLAN database.

Erasing VLAN Configurations



Switchfidelete Removes the entire VLAN database from flash.
flash:vlan.dat

WARNING Make sure there is no space between
the colon () and the characters vian.dat. You can
potentially erase the entire contents of the flash with
this command 1f the syntax 18 not correct. Make sure
you read the output from the switch. If you need to
cancel, press Ctrl)-C to escape back to privileged mode:
(Swilch#)

Switch#delete flash:vlan.dat

Delete filename [vlan.dat]?

Delete tlash:vlan.dat? [confirm]

Switch#

Switchlconfig) finterface | Moves to interface configuration mode.
fastethernet 0/5

Switch(config-if) #no Removes port from VLAN 5 and reassigns it to
switchport access vlan 5 | VLAN l—the default VLAN.
Switch(config-if)#exit Moves to global configuration mode.
Switch(config)#no vlan 5 | Removes VLAN 5 from the VLAN database.

Or

Switchfivlan database Enters VLAN database mode.

Switch(vlan)#ne wvlan 5 Removes VLAN 5 from the VLAN database.
Switch(vlan) #exit Applies changes, increases the revision number by 1,

and exits VLAN database mode.

Note

When you delete a VLAN from a switch that is in VTP server mode, the VLAN is
removed from the VLAN database for all switches in the VTP domain. When you
delete a VLAN from a switch that is in VTP transparent mode, the VLAN is deleted
only on that specific switch.

Note

You cannot delete the default VLANS for the different media types: Ethernet VLAN 1
and FDDI or Token Ring VLANs 1002 to 1005.

Caution

When you delete a VLAN, any ports assigned to that VLAN become inactive. They
remain associated with the VLAN (and thus inactive) until you assign them to a new
VLAN. Therefore, it is recommended that you reassign ports to a new VLAN or the



default VLAN before you delete a VLAN from the VLAN database.

Configuration Example: VLANs

Figure 12-1 illustrates the network topology for the configuration that follows, which shows how to
configure VLANS using the commands covered in this chapter.
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Figure 12-1. Network Topology for VLAN Configuration Example
2960 Switch



Switch-enable

Switch#configure terminal

Moves to privileged mode.

Moves to global configuration mode.

Switch(config) #hostname 2960

Sets the host name.

2960 (configl #tvlan 10

Creates VLAN 10 and enters VLAN
configuration mode.

2940 {config-vlan) #name Admin

Assigns a name to the VLAN.

2860 {config-vlan) #exit

2960 {config) #vlan 20

2%60 (config-vlan) iname Accounting

2960 {config-vlan) #vlan 30

Increases the revision number by 1 and
returns to global configuration mode.

Creates VLAN 20 and enters VLAN

configuration mode.

Assigns a name to the VLAN.

Creates VLAN 30 and enters VLAN
configuration mode. Note that you do not
have to exit back to global configuration
mode to execute this command.

2860 {config-vlan) #name
Engineering

Assigns a name to the VLAN.

2860 (config-vlan) #exit

2560 (config) #interface
fasthethaernet 0/1 - 8

range

2260 {config-if-range) #awitchport
mode access

Increases the revision number by 1 and
returns to global configuration mode.

Enables you to set the same configuration
parameters on multiple ports at the same
time.

Sets ports -8 as access ports.




2960 {config-if-range) iawitchport
access vlan 10

Assigns ports 1-8 to VLAN 10,

2960 (config-if-range) #interface
range fastethernet 0/9 - 15

Enables you to set the same configuration
parameters on multiple ports at the same
time.

2960 (config-if-range) #iswitchport
mode access

Sets ports 9—15 as access ports.

2960 (config-if-range) #iswitchport
access vlan 20

Assigns ports 9-15 to VLAN 20.

2960 (config-if-range) #interface
range fastethernet 0/16 - 24

Enables you to set the same configuration
parameters on multiple ports at the same
time.

2960 (config-if-range) #awitchport
mode access

Sets ports 16-24 as access ports.

2960 (config-if-range) #awitchport
access wvlan 30

Assigns ports 16-24 to VLAN 30.

2860 {config-if-range) #exit

Returns to global configuration mode.

2960 (config) exit

Returns to privileged mode.

2%60#copy running-config
etartup-config

Saves the configuration in NVRAM.




Chapter 13. VLAN Trunking Protocol and Inter-VLAN
Communication

This chapter provides information and commands concerning the following topics:

» Dynamic Trunking Protocol (DTP)

= Setting the encapsulation type
» VLAN Trunking Protocol (VTP)

= Using global configuration mode

= Using VLAN database mode

= Verifying VTP

= Inter- VLAN communication using an external router: Router-on-a-stick

= Inter- VLAN communication on a multilayer switch through a switch virtual interface (SVI)
= Removing [.2 switchport capability of a switch port

» Configuring Inter-VLAN communication

= Inter-VLAN communication tips

= Configuration example: Inter-VLAN communication

Dynamic Trunking Protocol



Switchiconfig) #interface
fastethernet 0/1

Moves to interface configuration mode.

Switchi{config-if) #switchport
mode dynamic desirable

Makes the interface actively attempt to convert

the link to a trunk link.

NOTE With the switchport mode dynamic
desirable command set, the interface becomes
a trunk link if the neighboring interface is set to
trunk. desirable, or auto.

Switchi{config-if) #switchport
mode dynamic auto

Makes the interface able to convert into a trunk
link.

NOTE With the switchport mode dynamic
auto command set. the interface becomes a trunk
link if the neighboring interface is set to trunk or
desirable.

Switch(config-if) #iswitchport
nonegotiate

Prevents the interface from generating DTP
frames.

NOTE Use the switchport mode nonegoti-
ate command only when the interface switchport
mode 1s aceess or trunk. You must manually
configure the neighboring interface to establish a
trunk link.

Switchi{config-if) #switchport

mode trunk

Dynamic Trunking Protocol (DTP)

Puts the interface into permanent trunking mode
and negotiates to convert the link into a trunk link.

NOTE With the switchport mode trunk com-
mand set, the interface becomes a trunk link even
if the neighboring interface is not a trunk link.

Tip

The default mode is dependent on the platform. For the 2960, the default mode is

dynamic auto.

Tip

On a 2960 switch, the default for all ports is to be an access port. However, with the
default DTP mode being dynamic auto, an access port can be converted into a trunk
port if that port receives DTP information from the other side of the link if that other

side 1s set to trunk or desirable. It is therefore recommended to hard-code all access

ports as access ports with the switchport mode access command. This way, DTP
information will not inadvertently change an access port to a trunk port. Any port set
with the switchport mode access command ignores any DTP requests to convert the

link.




Setting the Encapsulation Type

Depending on the series of switch that you are using, you might have a choice as to what type of
VLAN encapsulation you want to use: the Cisco proprietary Inter-Switch Link (ISL) or the IEEE
Standard 802.1q (dotlq). The 2960 switch supports only dotlq trunking.

35608witch(config) #interface | Moves to interface configuration mode
fastethernet 0/1

35608witch(config-if) Puts the interface into permanent trunking mode

Hswitchport mode trunk and negotiates to convert the link into a trunk
link

35608witch (config- Specifies ISL encapsulation on the trunk link

if) #switchport trunk

encapsulation isl

35608witch(cenfig- Specifies 802.1q encapsulation on the trunk link
if) fiswitchport trumnk
encapsulation dotlg

35608witch {config- Specifies that the interface negotiate with the
if] #switchport trunk encapsu- | peighboring interface to become either an ISL
lation negotiate or dotlq trunk, depending on the capabilities or

configuration of the neighboring interface

Tip
With the switchport trunk encapsulation negotiate command set, the preferred
trunking method is ISL.

Caution
The 2960 series switch supports only dotlq trunking.

VLAN Trunking Protocol (VTP)

VTP is a Cisco proprietary protocol that allows for VLAN configuration (addition, deletion, or
renaming of VLANSs) to be consistently maintained across a common administrative domain.



Switchiconfig) #vtp mode

client

Switchiconfig) #vtp mode
EEBIrvVear

Switch(config) #vetp mode
transparant

NOTE

Changes the switch to VTP chent mode.
Changes the switch to VTP server mode.
Changes the switch to VTP transparent mode.

By default, all Catalyst switches are in
server mode.

Switchiconfig) #no vtp mode

Returns the switch to the default VTP server mode.

Switchiconfig) #vtp domain
domain-names

Configures the VTP domain name. The name can
be from 1 to 32 characters long.

NOTE All switches operating in VTP server or
client mode must have the same domain name to
ensure communication.

Switch(config) #vtp password
password

Configures a VTP password. In Cisco [0S Software
Release 12.3 and later, the password is an ASCII
string from 1 to 32 characters long. If you are using
a Cisco 10S Software release earlier than 12.3, the

password length ranges from 8 to 64 characters long.

NOTE To communicate with each other, all
switches must have the same VTP password set.

Switchi{config) #ivtp vZ-mode

Sets the VTP domain to Version 2. This command
is for Cisco 10S Software Release 12.3 and later.
If you are using a Cisco [0S Software release ear-

lier than 12.3, the command is vtp version 2.

NOTE VTP Versions | and 2 are not interoper-
able. All switches must use the same version. The
biggest difference between Versions | and 2 is that
Version 2 has support for Token Ring VLANE.

Switchiconfig) #vtp pruning

Enables VTP pruning.

NOTE By default, VTP pruning is disabled. You
need to enable VTP pruning on only 1 switch in
VTP server mode.

Note

Only VLANSs included in the pruning-eligible list can be pruned. VLANSs 2 through
1001 are pruning eligible by default on trunk ports. Reserved VLANs and extended-
range VLANSs cannot be pruned. To change which eligible VLANSs can be pruned, use
the interface-specific switchport trunk pruning vlan command:

Click here to view code image

Switch (config-if) #switchport trunk pruning vlan remove



4, 20-30
! Removes VLANs 4 and 20-30
Switch (config-if) #switchport trunk pruning vlan except

40-50
! A1l VLANs are added to the pruning list except for 40-
50
Verifying VTP
;Switch#shuw vtp status Displays general information about VTP configuration

| Switchitshow vtp counters | Displays the VTP counters for the switch

Note

If trunking has been established before VTP is set up, VTP information is propagated
throughout the switch fabric almost immediately. However, because VTP information
is advertised only every 300 seconds (5 minutes), unless a change has been made to
force an update, it can take several minutes for VTP information to be propagated.

Inter-VLAN Communication Using an External Router: Router-on-a-Stick



Router {config) #interface
fastethernet 0/0

Router({config-if) #duplex full

Router (config-if) #no shutdown

Moves to interface configuration mode.

Sets the interface to full duplex.

Enables the interface.

Eouter {config-if) #interface
fastethernet 0/0.1

Fouter (config-subif) #description
Management VLAN 1

Router (config-subif) #encapsulation
dotlg 1 native

Router (config-subif) #ip address
1%2.168.1.1 255.255.255.0

Creates subinterface 0/0.1 and moves to
subinterface configuration mode.

(Optional) Sets the locally significant
description of the subinterface.

Assigns VLAN 1 to this subinterface. VLAN
1 will be the native VLAN. This subinterface
will use the 802.1q trunking protocol.

Assigns the IP address and netmask.

Router (config-subif) #interface
fastethernet 0/0.10

Creates subinterface 0/0.10 and moves to
subinterface configuration mode.

FRouter (config-subif) #description
Acepounting VLAN 10

Router (config-subif)#encapsulation
dotlg 10

Fouter (config-subif) #ip addreas
192.168.10.1 255.255.255.0

(Optional) Sets the locally significant
description of the subinterface.
Assigns VLAN 10 to this subinterface. This

subinterface will use the 802.1q trunking
protocol.

Assigns the IP address and netmask.

Eouter (config-subif)#axit

Returns to interface configuration mode.

Router (config-if) #exit

Router (config) #

Returns to global configuration mode.

Note

The subnets of the VLANSs are directly connected to the router. Routing between these

subnets does not require a dynamic routing protocol. In a more complex topology,
these routes need to either be advertised with whatever dynamic routing protocol is
being used or be redistributed into whatever dynamic routing protocol is being used.

Note

Routes to the subnets associated with these VLANSs appear in the routing table as
directly connected networks.

Note

In production environments, VLAN 1 should not be used as the management VLAN
because it poses a potential security risk; all ports are in VLAN 1 by default, and it an
easy mistake to add a nonmanagement user to the management VLAN.



Inter-VLAN Communication on a Multilayer Switch Through a Switch Virtual

Interface

Note

Rather than using an external router to provide inter-VLAN communication, a
multilayer switch can perform the same task through the use of a switched virtual

interface (SVI).

Removing L2 Switchport Capability of a Switch Port

37508witchiconfig) #interface
fastethernet 0/1

375058witchiconfig-if) #no switchport

Moves to interface configuration mode.

Creates a Layer 3 port on the switch.

NOTE The no switchport command
can be used on physical ports only on a
Layer 3-capable switch.

Configuring Inter-VLAN Communication

35608witchiconfig) #interface vlan 1

35608witch(config-if) #ip address
172.16.1.1 255.255.255.0

Creates a virtual interface for VLAN 1
and enters interface configuration mode

Assigns [P address and netmask

35608witch(config-if) #no shutdown

35605witchiconfig) #interface vlan 10

Enables the interface

Creates a virtual interface for VLAN 10
and enters interface conliguration mode

36608witchiconfig-if) #ip address
172.16.10.1 255.255.255.0

Assigns an IP address and netmask

35608witchiconfig-if) #no shutdown

Enables the interface

35608witch(config) #interface vlan 20

35608witchiconfig-if) #ip address
172.16.20.1 255.255.255.0

3Eg0Switchi{config-if) #ino shutdown

35608witch(config-if) #exit

Creates a virtual interface for VLAN 20
and enters interface configuration mode

Assigns an IP address and netmask

Enables the interface

Returns to global configuration mode

35608witch{config) #ip routing

Enables routing on the switch

Inter-VLAN Communication Tips

= Although most routers support both ISL and dotlq encapsulation, some switch models only

support dotlq, such as the 2960 series.

= If you need to use ISL as your trunking protocol, use the command encapsulation isl x, where x




is the number of the VLAN to be assigned to that subinterface.

» Recommended best practice is to use the same number of the VLAN number for the subinterface
number. It is easier to troubleshoot VLAN 10 on subinterface fa0/0.10 than on fa0/0.2.

= The native VLAN (usually VLAN 1) cannot be configured on a subinterface for Cisco IOS
Software releases that are earlier than 12.1(3)T. Native VLAN IP addresses therefore need to
be configured on the physical interface. Other VLAN traffic is configured on subinterfaces:

Click here to view code image

config) #interface fastethernet 0/0

config-if) #encapsulation dotlg 1 native
config-if) #ip address 192.168.1.1 255.255.255.0
config-if) #interface fastethernet 0/0.10
config-subif) #encapsulation dotlqg 10
config-subif) #ip address 192.168.10.1 255.255.255.0

Router
Router
Router
Router
Router
Router

o~ o~ o~ o~ o~ o~

Configuration Example: Inter-VLAN Communication

Figure 13-1 illustrates the network topology for the configuration that follows, which shows how to
configure inter-VLAN communication using commands covered in this chapter. Some commands used
in this configuration are from previous chapters.
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Figure 13-1. Network Topology for Inter-VLAN Communication Configuration
ISP Router



FEouter=-enable

Moves to privileged mode.

FEouter=ficonfigure terminal
Router (config) #hostname ISP

ISP (config) #interface loopback 0

Moves to global configuration mode.

Sets the host name.

Moves to interface configuration mode.

I5P (config-if) #description simulated

address representing remote website

ISP (config-if) #ip address
198.133.21%.1 255.255.255.0

ISP (config-if) #interface serial 0/0/0

ISP (config-if) #description WAN link

toc the Corporate Router

ISP (config-if) #ip address 192.31.7.5
255 255,255,252

Sets the locally significant interface
description.

Assigns an 1P address and netmask.

Moves to interface configuration mode.

Sets the locally significant interface

description.

Assigns an 1P address and netmask.

ISP (config-if) iclock rate 56000

Assigns a clock rate to the interface;
DCE cable is plugged into this interface.

ISP (config-if) #nc shutdown

Enables the interface.

ISP (config-if) #exit

ISP (config-if) #router eigrp 10

ISP (config-router) inetwork
198.133.215.0

Returns to global configuration mode.

Creates Enhanced Interior Gateway
Routing Protocol (EIGRP) routing pro-

cess 10.

Advertises directly connected networks
(classful address only).

ISP (config-router) fnaetwork 19%2.31.7.0

ISP (config-router) #nc auto-summary

Advertises directly connected networks
(classful address only).

Disables automatic summarization.

ISFE (config-router) gexit

Returns to global configuration mode.

ISP (config) fexit

ISPifcopy running-config
startup-config

Returns to privileged mode.

Saves the configuration to NVRAM.

CORP Router




Router-enable
Eouter=#configure terminal

Router (config) #hostname CORF

Moves to privileged mode.
Moves to global configuration mode.

Sets the host name.

CORF ({configl#no ip domain-lookup

Turns off Domain Name System
(DNS) resolution to avoid wait time
due to DNS lookup of spelling errors.

CORP (config) #interface serial 0/0/0

CORFP (config-if) #description link to
ISP

Moves to interface configuration mode.

Sets the locally significant interface
description.

CORF (config-if) #ip address 192.31.7.6
255.255,.255,252

CORF (config-if) #no shutdown

Assigns an [P address and netmask.

Enables the interface.

CORP (config) #interface fastethernet 0/1

CORP(config-if) #description link to
3560 Switeh

Moves to interface configuration mode.

Sets the locally significant interface
description.

CORF {config-if) #ip address 172.31.1.5
255,255,255.252

Assigns an IP address and netmask.

CORP {config-if)#no shutdown

Enables the interface.

CORF (config-if) #exit
CORP{config) ##interface fastethernet 0/0

CORP (config-if) #duplex £full

CORP (config-if)#no shutdown

Returns to global configuration mode.

Enters interface configuration mode.

Enables full-duplex operation to
ensure trunking will take effect
between here and L2Switch2.

Enables the interface.

CORP (config-if)#interface
fastethernet 0/0.1

Creates a virtual subinterface and
moves to subinterface configuration
mode.

CORFP (config-subif) #description
Management VLAN 1 - Native VLAN

Sets the locally significant interface
description.




CORP (config-subif) #encapsulation
dotlg 1 natiwve

Assigns VLAN 1 to this subinterface.
VLAN 1 will be the native VLAN.
This subinterface will use the 802.1q
trunking protocol.

CORP (config-subif) #ip address
192.168.1.1 255.255.255.0

Assigns an [P address and netmask.

CORF (config-subif) #interface
fastethernet 0/0.10

Creates a virtual subinterface and
moves to subinterface configuration
mode.

CORP (config-subif) #description Sales
VLAN 10

CORP (config-subif) #encapsulation
dotlg 10

CORP (config-subif) #ip address
192.168.10.1 255.255.255.0

CORP(config-subif) #interface
fastethernet 0/0.20

CORP (config-subif) #description
Engineering VLAN 20

Sets the locally significant interface
description.

Assigns VLAN 10 to this subinter-
face. This subinterface will use the
802.1q trunking protocol.

Assigns an 1P address and netmask.

Creates a virtual subinterface and
moves to subinterface configuration
mode.

Sets the locally significant interface
description.

CORF {config-subif) fencapsulation
dotlg 20

Assigns VLAN 20 to this subinter-
face. This subinterface will use the
802.1q trunking protocol.

CORF (config-subif) #ip address
152.168.20.1 255.255.255.0

Assigns an [P address and netmask.

CORP{config-subif) #interface
fagtethernet 0/0.30

Creates a virtual subinterface and
moves to subinterface configuration
mode.

CORF{config-subif) #description
Marketing VLAN 30

Sets the locally significant interface
description.




CORP (config-subif) #encapsulation Assigns VLAN 30 to this subinter-
dotlqg 30 face. This subinterface will use the
802.1q trunking protocol.

CORP (config-subif) #ip add 192.168.30.1 Assigns an IP address and netmask.
255.255.255.0

CORP (config-subif) fexit Returns to interface configuration
mode.

CORP (config-if}ffexit Returns to global configuration mode.

CORP (configl #router eigrp 10 Creates EIGRP routing process 10
and moves to router configuration
mode.

CORP (config-router) #network Advertises the 192.168.1.0 network.

192.168.1.0

CORP (config-router) #network Advertises the 192.168.10.0 network.

192.168.10.0

CORP (config-router) #network Advertises the 192.168.20.0 network.

192.168.20.0

CORP (config-router) #inetwork Advertises the 192.168.30.0 network.

192.168.30.0
CORP (config-router) #network 172.31.0.0 | Advertises the 172.31.0.0 network.

CORF (config-router) #network 192.31.7.0 | Advertises the 192.31.7.0 network.

CORP (config-router) #ne auto-summary Turns off automatic summarization at
classful boundary.

CORP (config-router) #exit Returns to global configuration mode.
CORP (config) fexit Returns to privileged mode.
CORP#copy running-config Saves the configuration in NVRAM.

startup-config

L2Switch2 (Catalyst 2960)



Switch=anable

Moves to privileged mode.

Switchfconfigure terminal

Moves to global configuration mode.

Switchi{config) #hostname L2Switch2
L28witchZ (config) #no ip domain-lookup

L28witchZ (config) #vlan 10

L28witchZ {config-vlan) #name Sales

L28witchZ (config-vlan) #exit

Sets the host name.
Turns off DNS resolution.

Creates VLAN 10 and enters VLAN-
configuration mode.

Assigns a name to the VLAN.

Returns to global configuration mode.

LZ8witch2 {config) #vlan 20

L28witchZ (config-vlan) #name
Engineering

L28witchz {config-vlan) #vlan 30

Creates VLAN 20 and enters VLAN

configuration mode.

Assigns a name to the VLAN.

Creates VLAN 30 and enters VLAN

configuration mode. Note that you do
not have to exit back to global config-

uration mode to execute this command.

L2gwitchZ {config-vlan) #name Marketing Assigns a name to the VLAN.
L28witch2 {config-vlan) #exit Returns to global configuration mode.
L28witch? {config) #interface range Enables you to set the same configura-

fastethernet 0/2 - 4

tion parameters on multiple ports at the
same time.

L28witchz (config-if-range) #switchport

mode access

Sets ports 2—4 as access ports.

L28witchz (config-if-range) #switchport
access vlan 10

L28witch2 {config-if-range)#interface

range fastethernet 0/5 - 8

L28witchz (config-if-range) #switchport

mode access

Assigns ports 2-4 to VLAN 10.

Enables you to set the same configura-
tion parameters on multiple ports at the
same time.

Sets ports 5-8 as access ports.



L28witch2 (config-if-range) #switchport
access vlan 20

L28witchZ (config-if-range) #interface
range fastethernet 0/9 - 12

L28witch2 (config-if-range) #switchport
mode access

L28witch2 {config-if-range) #ewitchport
access vlan 30

L28witch2 {config-if-range) #exit

L28witchz (config) #interface
fastethernet 0/1

Assigns ports 5—8 to VLAN 20,

Enables you to set the same configura-
tion parameters on multiple ports at the
same time.

Sets ports 9-12 as access ports.
Assigns ports 9-12 to VLAN 30,

Returns to global configuration mode.

Moves to interface configuration
mode.

L28witchZ {config) #description Trumnk

Link to CORP Router

Sets the locally significant interface
description,

L28witch2 {config-if)#switchport mode
trunk

Puts the interface into trunking mode
and negotiates to convert the link into
a trunk link.

L28witch2 {config-if) #exit

Returns to global configuration mode.

L28witch2 {config) #interface vlan 1

Creates a virtual interface for VLAN
| and enters interface configuration
mode.

L28witchZ {config-if) #ip address
192.168.1.2 255.255.255.0

Assigns an [P address and netmask.

L28witchZ {config-if) #no shutdown

Enables the interface.

L28witchz {config-1if) #lexit

L28witchZ (config) #ip default-gateway
192.168.1.1

L28witchz {config) #exit

L28witchZ#icopy running-config
startup-config

L3Switchl (Catalyst 3560)

Returns to global configuration mode.

Assigns a default gateway address.

Returns to privileged mode.

Saves the configuration in NVRAM.



Switch-enable

Moves to privileged mode

Switch#configure terminal

Moves to global configuration mode

Switchi{config) #hostname L3sSwitchl

Sets the hostname

L3switchl {config) #ino ip domain-
lockup

Turns off DNS queries so that spelling
mistakes will not slow you down

Liswitchl {config) #vep mode server

Changes the switch to VTP server mode

L3iswitchl {config) #vep domain
testdomain

Configures the VTP domain name to
testdomain

L38witchl {config) #vlan 10

Creates VLAN 10 and enters VLAN
configuration mode

L3gwitchl (config-vlan) #name
Accounting

Assigns a name (o the VLAN

L38witchl {config-vlan) #exit

Returns to global configuration mode

L3switchl {(config) #vlan 20

Creates VLAN 20 and enters VLAN
configuration mode

L38witchl {config-vlan) #name
Marketing

Assigns a name to the VLAN

L3i8witchl {config-vlan) fexit

Returns to global configuration mode

L3igwitchl {config) #interface
gigabitethernet 0/1

L3gwitchl {config-if) switchport
trunk encapsulation dotlg

Moves to interface configuration mode

Specifies 802.1q encapsulation on the

trunk link

L3switchl {config-1if)#switchport

mode trunk

Puts the interface into trunking mode and
negotiates to convert the link into a trunk
link

L38witchl {config-if) Hexit

Returns to global configuration mode

L3switchl {config) #ip routing

Liswitchl {config) #interface vlan 1

Enables IP routing on this device

Creates a virtual interface for VLAN 1
and enters interface configuration mode




LiSwitchl {config-if) #ip address
172.16.1.1 255.255.255.0

Assigns an IP address and netmask

LiSwitchl {config-if)#no shutdown

Enables the interface

L38witchl {config-if) #interface
vlan 10

Creates a virtual interface for VLAN 10
and enters interface configuration mode

L3Switehl (config-if) #ip addrass
172.16.10.1 255.255.255.0

L3switehl {(config-if) #no shutdown

Assigns an IP address and mask

Enables the interface

Ligwitchl {config-if) #interface
vlan 20

Creates a virtual interface for VLAN 20
and enters interface configuration mode

L3Switehl (config-if) #ip addrass
172.16.20.1 255.255.255.0

L3switehl {(config-if) #no shutdown

Assigns an IP address and mask

Enables the interface

L38witchl {config-if) Hexit

Returns to global configuration mode

L3igwitchl {config) #interface
fastethernet 0/24

Enters interface configuration mode

Ligwitchl {config-if) #no switchport

Ligwitchl {(config-if) #ip address
172.31.1.6 255.255.255.252

L3switchl {config-1if) #lexit

L38witchl {confiqg) #router eigrp 10

Creates a Layer 3 port on the switch
Assigns an 1P address and netmask

Returns to global configuration mode

Creates EIGRP routing process 10 and
moves o router configuration mode

Ligwitchl {config-router)#network
172.16.0.0

Advertises the 172.16.0.0 classful
network

Ligwitchl {config-router)#network
172.31.0.0

L3switchl {config-router) #ine
auto-summary

Advertises the 172.31.0.0 classful
network

Turns off automatic summarization at
classful boundary

Ligwitchl {config-router)#exit

Ligwitchl {config) fexit

Applies changes and returns to global

configuration mode

Returns to privileged mode

L38witchl#copy running-config

startup-config

Saves configuration in NVRAM

L2Switchl (Catalyst 2960)




Switch-enable

' Moves to privileged mode

Switch#configure terminal

Moves to global configuration mode

Switchiconfig) fhostname L2Switchl

L28witchl {config) #no ip
domain-lookup

Sets the host name

Turns off DNS queries so that spelling
mistakes will not slow you down

L28witchl {config) #vtp domain
testdomain

L28witchl (config) #vtp mode client

L28witchl {config) #intarface rangs
fastethernet 0/1 - 4

Configures the VTP domain name to

testdomain

Changes the swiitch to VTP client mode

Enables you to set the same configura-
tion parameters on multiple ports at the
same time

L28witchl {config-if-
range) iswitchport mode access

L28witchl {config-if-
range) iswitchport access vlan 10

Sets ports 14 as access ports

| Assigns ports 1-4 to VLAN 10

L28witchl {config-if-
range) #interface range
fastethernet 0/5 - 8

Enables you to set the same configura-

tion parameters on multiple ports at the
same lime

L28witchl {config-if-
range) iswitchport mode access

Sets ports 5-8 as access ports

L28witchl {config-if-
range) iewitchport access wvlan 20

LZ8witchl (config-if-range) #exit

Assigns ports 5-8 to VLAN 20

| Returns to global configuration mode

LZ8witchl (config) #interface
gigabitethernet 0/1

Moves to interface conliguration mode

L28witchl {config-1if) #switchport

mode trunk

Puts the interface into trunking mode
and negotiates to convert the link into a

| trunk link

L28witchl {config-1if) #exit

Returns to global configuration mode

L2switchl {config) #interface wvlan 1

L28witchl (config-if) #ip address
172.16.1.2 255.255.255.0

L2gwitchl {config-if) #no shutdown

Creates a virtual interface for VLAN 1

Assigns an IP address and netmask

Enables the interface

L28witchl {config-if) #exit

Returns to global configuration mode

L28witchl {config) #ip default-
gateway 172.16.1.1

Assigns the default gateway address

L28witchl {config) #exit

Returns to privileged mode

L2Switchlicopy running-config
startup-config

Saves the configuration in NVRAM




Chapter 14. Spanning Tree Protocol and EtherChannel

This chapter provides information and commands concerning the following topics:

» Spanning Tree Protocol

» Enabling Spanning Tree Protocol
= Configuring the root switch

= Configuring a secondary root switch

= Configuring port priority

= Configuring the path cost

= Configuring the switch priority of a VLAN
» Configuring STP timers

= Verifying STP

= Optional STP configurations

= Changing the spanning-tree mode
= Extended System ID

= Enabling Rapid Spanning Tree
= Troubleshooting Spanning Tree

= Configuration example: STP
» EtherChannel

» Interface modes in EtherChannel

= Guidelines for configuring EtherChannel

» Configuring Layer 2 EtherChannel
= Verifying EtherChannel
= Configuration example: EtherChannel

Spanning Tree Protocol

Enabling Spanning Tree Protocol

Switch(config) #spanning-tree vlan 5 Enables STP on VLAN 5

Switchi{config) fno spanning-tree wvlan 5 Disables STP on VLAN 5

Note

If more VLANS are defined in the VLAN Trunking Protocol (VTP) than there are spanning-tree
instances, you can only have STP on 64 VLANS. If you have more than 128 VLANS, it is
recommended that you use Multiple STP.



Configuring the Root Switch

Switch(config) #spanning-tree

vlan 5 root

Switchi{config) #spanning-tree
vlan 5 root primary

Modifies the switch priority from the default
32768 to a lower value to allow the switch to
become the root switch for VLAN 3.

NOTE [f all other switches have extended
system ID support, this switch resets its priority
to 24576. If any other switch has a priority set
to below 24576 already, this switch sets its own
priority to 4096 less than the lowest switch pri-
ority. If by doing this the switch would have a

priority of less than 1, this command fails.

Switch recalculates timers along with priority
1o allow the switch (o become the root switch
for VLAN 5.

TIP The root switch should be a backbone
or distribution switch.

Switch(config) #spanning-tree

vlan 5 root primary diameter 7

Configures the switch to be the root switch for
VLAN 5 and sets the network diameter to 7.

TIP The diameter keyword is used to
define the maximum number of switches
between any two end stations. The range is
from 2 to 7 switches.

Switch(config) #spanning-tree
vlan 5 root primary hello-
time 4

Configures the switch to be the root switch for
VLAN 5 and sets the hello-delay timer to 4
seconds.

TIP The hello-time keyword sets the hello-
delay timer to any amount between 1 and 10
seconds. The default tme 1s 2 seconds.

Configuring a Secondary Root Switch




vlan 5 root secondary

Switch(config) #spanning-tree

Switch recalculates timers along with priority to
allow the switch to become the root switch for
VLAN 35 should the primary root switch fail.

NOTE If all other switches have extended
system 1D support, this switch resets its priority
to 28672. Therefore, if the root switch fails, and
all other switches are set to the default priority
of 32768, this becomes the new root switch, For
switches without extended system 1D support,
the switch priority is changed to 16384.

Switch{config) #spanning-tree

vlian 5 root secondary diameter 7

Configures the switch to be the secondary
root switch for VLAN 5 and sets the network
diameter to 7.

time 4

Switch(config) #spanning-tree

vlan 5 root secondary hello-

Configures the switch to be the secondary
root switch for VLAN 5 and sets the hello-
delay timer to 4 seconds.

Configuring Port Priority
Switchi{config) #interface
gigabitethernet 0/1

Switchi{config-if) #spanning-
tree port-priocrity 64

Moves to interface configuration mode.

Configures the port priority for the interface that
1S an access port.

Switch{config-if) #ispanning-

tree vlan 5 port-priority 64

Configures the VLAN port priority for an inter-
face that is a trunk port.

Configuring the Path Cost

Switch(config) #interface
gigabitethernet 0/1

Switch({config-if) #ispanning-
tree cost 100000

NOTE Port priority 1s used to break a tie when
2 switches have equal priorities for determining
the root switch. The number can be between 0
and 255. The default port priority is 128. The
lower the number, the higher the priority.

Moves to interface configuration mode.

Configures the cost for the interface that is an
access port.

Switch{config-if) #spanning-
tree wvlan 5 cost 1000000

Configures the VLAN cost for an interface that 1s
a trunk port.

NOTE If a loop occurs, STP uses the path cost
when trying to determine which mterface to place
into the forwarding state. A higher path cost means
a lower speed transmission. The range of the cost
keyword is 1 through 200000000. The default 1s
based on the media speed of the interface.

Configuring the Switch Priority of a VLAN




Switch(config) #spanning-tree | Configures the switch priority of VLAN 5 to
vlian 5 priority 12288 12288

Note

With the priority keyword, the range is 0 to 61440 in increments of 4096. The default 1s
32768. The lower the priority, the more likely the switch will be chosen as the root switch.
Only the following numbers can be used as a priority value:

0 4006 | 8192 | 12288
16384 | 20480 | 24576 | 28672

32768 36864 I4[}96U 45056
49152 53248 ii?344 61440

Caution

Cisco recommends caution when using this command. Cisco further recommends that
the spanning-tree vlan x root primary or the spanning-tree vlan x root secondary
command be used instead to modify the switch priority.

Configuring STP Timers
Switchiconfig)fispanning-tree Changes the hello-delay timer to 4 seconds
vlian 5 hello-time 4 on VLAN 5
Switch(config) #spanning-tree Changes the forward-delay timer to 20 sec-
vlan 5 forward-time 20 onds on VLAN 5
Switch{config) #spanning-tree Changes the maximum-aging timer to 25
vlan 5 max-age 25 seconds on VLAN 5

Note

For the hello-time command, the range is 1 to 10 seconds. The default is 2 seconds.
For the forward-time command, the range 1s 4 to 30 seconds. The default is 15 seconds.

For the max-age command, the range is 6 to 40 seconds. The default is 20 seconds.

Caution

Cisco recommends caution when using this command. Cisco further recommends that
the spanning-tree vlan x root primary or the spanning-tree vlan x root secondary
command be used instead to modify the switch timers.

Verifying STP



Switch#show spanning-tree

Displays STP information

Switchfishow spanning-trea

Switch#show spanning-tree brief

active

Displays STP information on active inter-
faces only

Displays a brief status of the STP

Switch#show spanning-tree

Switch#show spanning-tree

interface gigabitethernet 0/1

detail

Displays a detailed summary of interface
information

Displays STP information for interface

gigabitethernet 0/1

Switch#ishow spanning-tree

Summary

Displays a summary of port states

Switch#show spanning-tree
totals

Switch#show spanning-tree vlan 5

Summary

Displays the total lines of the STP section

Displays STP information for VLAN 5

Optional STP Configurations

Although the following commands are not mandatory for STP to work, you might find these helpful to

fine-tune your network.

PortFast

Switchi{config) #interface
fastethernet 0/10

Moves to interface configuration mode.

BPDU Guard

Switchiconfig-if) #apanning-trea
portfast

Switchiconfig-if) #spanning-trea

portfast trunk

Switch#show spanning-tree
interface fastethernet 0/10

portfast

Enables PortFast on an access port.
Enables PortFast on a trunk port.

WARNING Use the portfast command only
when connecting a single end station to an
access or trunk port. Using this command on
a port connected to a switch or hub could pre-
vent spanning tree from detecting loops.

NOTE If you enable the voice VLAN fea-
ture, PortFast is enabled automatically. If you
disable voice VLAN, PortFast is still enabled.

Displays PortFast information on interface
fastethernet 0/10.




Switch(config) #spanning-tree
portfast bpduguard default
Switchiconfig) #interface range
fastethernet 0/1 - 5
Switchi{config-if-

range) #spanning-tree portfast

Globally enables BPDU Guard.

Enters interface range configuration mode.

Enables PortFast on all interfaces in the
range.

Switchiconfig-1if)#spanning-tree
bpduguard enable
Switchiconfig-if) #spanning-tree
bpduguard disable

NOTE By default, BPDU Guard is dis-

abled.

Enables BPDU Guard on the interface.

Disables BPDU Guard on the interface.

Switchi{config) #errdisable

recovery cause bpduguard

Allows port to reenable itself if the cause of
the error is BPDU Guard by setting a recov-
ery timer.

Switchi{config) #errdisable

recovery interval 400

Sels recovery timer to 400 seconds. The
default is 300 seconds. The range is from 30
to 86400 seconds,

Switch#show spanning-tree

summary totals

Verifies whether BPDU Guard is enabled or

| disabled.

Switch#show errdisable recovery  Displays errdisable recovery timer information.

Changing the Spanning-Tree Mode

Different types of spanning trees can be configured on a Cisco switch. The options vary according to
the platform:

= Per-VLAN Spanning Tree (PVST)—There is one instance of spanning tree for each VLAN.
This 1s a Cisco proprietary protocol.

* Per-VLAN Spanning Tree Plus (PVST+)—Also Cisco proprietary. Has added extensions to
the PVST protocol.

» Rapid PVST+—This mode is the same as PVST+ except that it uses a rapid convergence based
on the 802.1w standard.

= Multiple Spanning Tree Protocol (MSTP)—IEEE 802.1s. Extends the 802.1w Rapid
Spanning Tree (RST) algorithm to multiple spanning trees. Multiple VLANs can map to a single
instance of RST. You cannot run MSTP and PVST at the same time.

Switch(config) #spanning-tree Enables MSTP. This command 1s available
mode mst only on a switch running the EI software image.

Switch(config) #spanning-tree | Enables PVST. This is the default setting.
mode pvst

Switch{config) #spanning-tree Enables Rapid PVST+.
mode rapid-pvst

Extended System ID



system-id

Switch(config) #spanning-tree extend

Enables extended system 1D, also
known as MAC address reduction.

Switch#show running-config

Enabling Rapid Spanning Tree
Switch(config) #spanning-tree
mode rapid-pwst

Switchiconfig) #interface
fastethernet 0/1

Switchiconfig-if) #spanning-

Switchtishow spanning-tree summary

tree link-type point-to-point

NOTE Catalyst switches running sofl-
ware earlier than Cisco [0S Software
Release 12.1(8) EA1 do not support the
extended system [D.

Verifies extended system ID is enabled.

Verifies extended system ID is enabled.

Enables Rapid PVST+.

Moves to interface configuration mode.
Sets the interface to be a point-to-point interface.

NOTE By setting the link type to point to
point, this means that if you connect this port to
a remote port, and this port becomes a designated
port, the switch negotiates with the remote port
and transitions the local port to a forwarding state.

Switchi{config-if) #exit

Switch(config) #clear span-
ning-tree detected-protocols

Troubleshooting Spanning Tree

NOTE The clear spanning-tree detected-
protocols command restarts the protocol-
migration process on the switch if any port is

connected to a port on a legacy 802.1D switch.

Switchifdebug spanning-tree all Displays all spanning-tree
debugging events

Switchffdebug spanning-tree events Displays spanning-tree debugging
topology events

Switchfdebug spanning-tree backbonefast [isplays spanning-tree debugging
BackboneFast events

Switch#debug spanning-tree uplinkfast Displays spanning-tree debugging
UplinkFast event

Switchfidebug spanning-tree mstp all Displays all MST debugging events

Switchtidebug spanning-tree switch state DiSpIH}"S 5panning-t]'er;: port state
changes

Switch#debug spanning-tree pvat+ Displays PVST+ events




Configuration Example: STP

Figure 14-1 illustrates the network topology for the configuration that follows, which shows how to
configure STP using commands covered in this chapter.
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Switch-enable

Switchticonfigure terminal
Switch(config) #hostname Core

Core{config) #no ip domain-lockup

Core{config) #vtp mode server

Corel{config) #ivtp domain stpdemo

| Moves to privileged mode.
Moves to global configuration mode.
Sets the host name.

Turns off Dynamic Name System (DNS)
queries so that spelling mistakes do not
slow you down.

Changes the switch to VTP server mode.
This is the default mode.

Configures the VTP domain name to
stpdemo.

Corel{config) #vlan 10

Core({config-vlan) #iname Accounting

Creates VLAN 10 and enters VLAN
configuration mode.

Assigns a name to the VLAN.

Corelconfig-vlan) #exit

Returns to global configuration mode.

Corel{config)#ivian 20

Corel{config-vlan) #name Marketing

| Creates VLAN 20 and enters VLAN
configuration mode.

Assigns a name (o the VLAN.

Corelconfig-vlan) #exit

Returns to global configuration mode.

Corel(config) #ispanning-tree vlan 1
root primary

Configures the switch to become the root
switch for VLAN 1.

Corelconfig) #exit

Returns to privileged mode.

Coreffcopy running-config
startup-config

Saves the configuration to NVRAM.

Distribution 1

Switch#configure terminal

Switch (2960)

Switch=enable

Switch(config) #hostname
Distributionl
Distributionl {config)#no ip

domain-lookup

Distributionl (config) #vep
domain stpdemo

Moves to privileged mode.

Moves to global configuration mode.

Sets the host name.

Turns off DNS queries so that spelling

mistakes do not slow you down.

Configures the VTP domain name to
stpdemo.

Distributionl (config) #vtp mode
client

Changes the switch to VTP chient mode.

tree wlan 10 root primary

Distributionl {config)#apanning-

Distributionl {config) #exit

Distributionl#copy running-

config startup-config

Configures the switch to become the root
switch of VLAN 10.

Returns to privileged mode.

Saves the configuration to NVRAM.




Distribution 2 Switch (2960)

Switch=enable

Switch#configure terminal

Moves to privileged mode.

Moves to global configuration mode.

Switch(config) #hostname
Distribution2

Sets the host name.

Distribution2 {config)#no ip

domain-lockup

Distributionz (config) #vtp domain
stpdemo

Turns off DNS queries so that spelling

mistakes do not slow you down.

Configures the VTP domain name to
stpdemo.

DistributionZ {config) #vtp mode
client

Changes the switch to VTP client mode.

Distribution? (config) #spanning-
tree wlan 20 root primary

Configures the switch to become the root

switch of VLAN 20),

Distribution2 (config) #exit Returns to privileged mode.

DistributionZ#copy running-config | Saves the configuration to NVRAM.

startup-config

EtherChannel

EtherChannel provides fault-tolerant, high-speed links between switches, routers, and servers. An
EtherChannel consists of individual Fast Ethernet or Gigabit Ethernet links bundled into a single
logical link. If a link within an EtherChannel fails, traffic previously carried over that failed link
changes to the remaining links within the EtherChannel.

Interface Modes in EtherChannel

Mode Protocol | Description

On None Forces the interface into an EtherChannel without PAgP or
LACP. Channel only exists if connected o another interface
group also in On mode.

Auto PAgP Places the interface into a passive negotiating state—will
respond to PAgP packets but will not initiate PAgP negotiation.

Desirable | PAgP Places the interface into an active negotiating state—will send
PAgP packets to start negotiations.

Passive LACP Places the interface into a passive negotiating state—will respond
to LACP packets but will not initiate LACP negotiation.

Active LACP Places the interface into an active negotiating state—will send
LACP packets to start negotiations.

Guidelines for Configuring EtherChannel
= PAgP is Cisco proprietary.
* LACP is defined in 802.3ad.
* You can combine from two to eight parallel links.



= All ports must be identical:
= Same speed and duplex
= Cannot mix Fast Ethernet and Gigabit Ethernet
= Cannot mix PAgP and LACP
= Must all be VLAN trunk or nontrunk operational status
= All links must be either Layer 2 or Layer 3 in a single channel group.
= To create a channel in PAgP, sides must be set to
= Auto-Desirable
» Desirable-Desirable
* To create a channel in LACP, sides must be set to
= Active-Active
= Active-Passive
= To create a channel without using PAgP or LACP, sides must be set to On-On.
* Do not configure a GigaStack gigabit interface converter (GBIC) as part of an EtherChannel.

= An interface that is already configured to be a Switched Port Analyzer (SPAN) destination port
will not join an EtherChannel group until SPAN is disabled.

* Do not configure a secure port as part of an EtherChannel.
» Interfaces with different native VLANSs cannot form an EtherChannel.

= When using trunk links, ensure all trunks are in the same mode—Inter-Switch Link (ISL) or
dotlq.

Configuring Layer 2 EtherChannel

Switch(config) #interface range | Moves to interface range configuration
fastethernet 0/1 - 4 mode.
Switchlconfig-if-range)fichannel- | Specifies the PAgP protocol to be used in
protocol pagp | this channel.

&

Switch(config-if-rangeliichannel- | Specifies the LACP protocol to be used in
protocol lacp | this channel.

Switch(config-if-range) #channel- | Creates channel group | and assigns inter-
group 1 mode {desirable | auto | faces 01-04 as part of it. Use whichever
| on | passive | active } mode is necessary, depending on your

' choice of protocol.

Verifying EtherChannel



Switch#show running-config

Switchtishow running-config interface
fastethernet 0/12

running on the device

Displays list of what is currently

Displays interface fastethernet 0/12
information

Switchfshow etherchanmel

Displays all EtherChannel information

Switchtishow
channel

etherchannel 1 port-

Displays port channel information

Switchfshow
Switch#show

Switch#show

pagp neighbor

Switch#clear pagp 1 counters

Switchticlear lacp 1 counters

etherchannel summary

interface port-channel 1

Displays a summary of EtherChannel
information

Displays the general status of
EtherChannel 1

Shows PAgP neighbor information

Clears PAgP channel group 1
information

Clears LACP channel group 1|
information

Configuration Example: EtherChannel

Figure 14-2 illustrates the network topology for the configuration that follows, which shows how to
configure EtherChannel using commands covered in this chapter.
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Figure 14-2. Network Topology for EtherChannel Configuration



Switch=-enakle

- Moves to privileged mode

Switchticonfigure terminal
Switch(config) #hostname Core

Core{config) #no ip domain-lockup

Core{config) #ivtp mode server

Core(config) #vtp domain testdomain

Moves to global configuration mode

Sets the host name

Turns off DNS queries so that spelling

mistakes do not slow you down

Changes the switch to VTP server mode

Configures the VTP domain name to

_ testdomain

Corelconfig) #ivlan 10

Core{config-vlan) #name

- Creates VLAN 10 and enters VLAN
| configuration mode

Accounting | Assigns a name to the VLAN
Core {config-vlan) #exit Returns to global configuration mode
Core {config) #vlan 20 Creates VLAN 20 and enters VLAN
- configuration mode
Corelconfig-vlan) #name Marketing Assigns a name to the VLAN
Core (config-vlan) fexit Returns to global configuration mode
Core (config) #interface range Moves to interface range configuration

fastethernet 0/1 - 4

mode

Corel(config-if) #ewitchport trunk

encapsulation dotlg

Corelconfig-if) #switchport mode
trunk

Core(config-if) $exit

Core(config) #interface range
fastethernet 0/1 - 2

Corel{config-if) #fchannel-group 1
mode desirable

' Specifies 802.1q encapsulation on the

trunk link

Puts the interface into permanent trunking

mode and negotiates to convert the link

into a trunk link

| Returns to global configuration mode

Moves Lo interface range configuration

mode

Creates channel group | and assigns inter-
faces 01-02 as part of it

Corelconfig-if) §exit

Corel{config) #interface range
faatethernet 0/3 - 4

Moves to global configuration mode

Moves to interface range configuration

mode

Core{config-if} #channel-group 2

mode desirable
Corelconfig-if) #exit

Corelconfig) #exit

Creates channel group 2 and assigns inter-

| faces 0304 as part of it
Moves to global configuration mode

' Moves to privileged mode

Coreficopy running-config startup-
config

' Saves the configuration to NVRAM

ALSwitch1 (2960)




Bwitch-anable

Moves to privileged mode

Switchficonfigure terminal

Moves to global configuration mode

Switch(config) #hostname ALSwitchl

ALSwitchl (config) #no ip domain-
lockup

Sets the host name

Turns off DNS queries so that spelling
mistakes do not slow you down

ALSwitchl (config) #vtp mode client

ALSwitchl (config) #vtp domain tes-
tdomain

Changes the switch to VTP client mode

Configures the VTP domain name to
testdomain

aALSwitchl (config) #interface range
fagtethernet 0/5 - 8

ALSwitchl (config-if-
range) fiswitchport mode access

ALSwitchl (config-if-
range) #awitchport access wvlan 10

ALSwitchl (config-if-range) #fexit

ALSwitchl {config) #interface range
fastethernet 0/9 - 12

ALSwitchl {(config-if-
range) #switchport mode access

Moves to interface range configuration
mode

Sets ports 5—8 as access ports
Assigns ports to VLAN 10

Moves to global configuration mode

Moves to interface range configuration
mode

Sets ports 9-12 as access ports

AlLSwitchl {config-if-

ranges) fswitchport access vlan 20

ALSwitchl (config-if-range) #exit

Assigns ports to VLAN 20

Moves to global configuration mode

ALSwitchl {config) #interface range
fastethernet 0/1 - 2

ALSwitchl {config-if-

range) ffswitchport mode trunk

ALSwitchl (config-if-range) #channel-
group 1 mode desirable

ALSwitchl (config-if-range) #fexit
ALSwitchl (config) #exit

ALSwitchl#copy running-config

startup-config

ALSwitch2 (2960)

Moves to interface range configuration
mode

Puts the interface into permanent
trunking mode and negotiates to
convert the link into a trunk link

Creates channel group 1 and assigns
interfaces 01-02 as part of it

Moves to global configuration mode

Moves to privileged mode

Saves the configuration to NVRAM




Switch-enable

Switch#configure terminal

| Moves to privileged mode

Moves to global configuration mode

Switch{config) #hostname ALSwitch2

Sets the host name

ALSwitchz (config) #ino ip domain-
lookup

Turns off DNS queries so that spelling

_ mistakes do not slow you down

ALSwitch2 {config) #vtp mode client

Changes the switch to VTP client mode

ALSwitch2 {config) #vtp domain test-
domain

ALSwitch2 {config) #interface range
fastethernet 0/5 - 8

ALSwitch2 (config-if-
range) #awitchport mode access

ALSwitch2 (config-if-
range) #switchport access vlan 10

Configures the VTP domain name to

testdomain

Moves to interface range configuration

mode

Sets ports 5-8 as access ports

Assigns ports to VLAN 10

ALSwitchz (config-if-range) #exit

ALSwitch2 (config) #interface range
fastethernet 0/9 - 12

Moves to global configuration mode

Moves to interface range configuration
mode

ALSwitch2 {config-if-
range) #switchport mode access

Sets ports 9-12 as access ports

ALSwitch2 {config-if-
range) fiswitchport access wvlan 20

| Assigns ports to VLAN 20

ALSwitch2 (config-if-range) #exit

: Moves to global configuration mode

ALSwitch2 (config) #interface range
fastethernet 0/1 - 2

Moves to interface range configuration

mode

ALSwitch2 {config-if-
range) fiswitchport mode trunk

' Puts the interface into permanent trunk-

ing mode and negotiates to convert the

| link into a trunk link

ALSwitch2 (config-if-range) #channel-
group 1 mode desirable

ALSwitchz (config-if-range) #exit

ALSwitch2 (config) #exit

' Creates channel group 1 and assigns
interfaces 0102 as part of it.

| Moves to global configuration mode

' Moves to privileged mode

ALSwitchZ#copy running-config
startup-config

Saves the configuration to NVRAM




Part VI: Layer Redundancy



Chapter 15. HSRP and GLBP

This chapter provides information and commands concerning the following topics:

= Hot Standby Routing Protocol
— Configuring HSRP on a router

— Configuring HSRP on an [.3 switch

— Default HSRP configuration settings
— Verifying HSRP

— HSRP optimization options

— Preempt

— HSRP message timers

— Interface tracking
— Multiple HSRP groups

— Debugging HSRP
= Virtual Router Redundancy Protocol

— Configuring VRRP
— Verifying VRRP
— Debugging VRRP
= Gateway [oad Balancing Protocol

— Configuring GLBP
— Verifying GLBP

— Debugging GLBP
= Configuration example: HSRP on a router

= Configuration example: HSRP on an L3 switch
= Configuration Example: GLBP

Hot Standby Router Protocol

The Hot Standby Router Protocol (HSRP) provides network redundancy for IP networks, ensuring
that user traffic immediately and transparently recovers from first-hop failures in network edge
devices or access circuits.

Configuring HSRP on a Router



Router (config) finterface | Moves to interface configuration mode.
fastethernet 0/0

Router (config-if) #ip Assigns an [P address and netmask.
address 172.16.0.10
255.255.255.0

Router (config-if) #standby | Activates HSRP group | on the interface and creates
1 ip 172.16.0.1 a virtual IP address of 172.16.0.1 for use in HSRP

NOTE The group number can be from 0 to 255.
The default is 0.

Router (config-if) #standby | Assigns a priority value of 120 to standby group 1.
1 pricrity 120

NOTE The priority value can be from 1 to 255. The
default 1s 100. A higher priority results in that switch
being elected the active switch, If the priorities of all
switches in the group are equal, the switch with the
highest 1P address becomes the active switch.

Configuring HSRP on an L3 Switch

When configuring HSRP on a switch platform, the specified interface must be a Layer 3 interface:

* Routed port: A physical port configured as a Layer 3 port by entering the no switchport
interface configuration command

= SVI: A VLAN interface created by using the interface vlan vian_id global configuration
command and by default a Layer 3 interface

= EtherChannel port channel in Layer 3 mode: A port-channel logical interface created by
using the interface port-channel port-channel-number global configuration command and
binding the Ethernet interface into the channel group



Switch{config) #interface
fastethernet 0/0

Moves to interface configuration mode.

Switch{config) #interface
vlan 10

Moves to interface configuration mode.

Switchi{config-if) #ip address
172.16.0.10 255.255.255.0

Assigns an IP address and netmask.

Switch{config-if) #standby 1
ip 172.16.0.1

Activates HSRP group 1 on the interface and
creates a virtual IP address of 172.16.0.1 for use
in HSRP.

NOTE The group number can be from 0 to
255. The default is 0.

Switchi{config-if)#standby 1
priority 120

Assigns a priority value of 120 to standby
group 1.

NOTE The priority value can be from | to
255. The default 1s 100. A higher priority results
in that switch being elected the active switch.

If the priorities of all switches in the group are
equal, the switch with the highest IP address
becomes the active switch.

Default HSRP Configuration Settings

Feature

Default Setting

HSRP version

HSRP groups
Standby group number

Version 1.

NOTE HSRPvl and HSRPv2 have different
packet structure. The same HSRP version must be
configured on all devices of an HSRP group.

None configured.
0.

Standby MAC address

System assigned as 0000.0c07.acXX, where XX 18
the HSRP group number.

Standby priority 100.
Standby delay 0 (no delay).
Standby track interface priority | 10.
Standby hello time 3 seconds.
Standby holdtime 10 seconds.
Verifying HSRP
Note

These commands work on both the router and the switch CLI.




Routertshow running-config

Routery#show standby

Routery#show standby brief

Displays what is currently running on the router
Displays HSRP information

Displays a single-line output summary of each
standby group

Switch#show standby wvlan 1

HSRP Optimization Options

Options are available that make it possible to optimize HSRP operation in the campus network. The
next three sections explain three of these options: standby preempt, message timers, and interface

tracking.

Displays HSRP information on the VLAN 1 group

Note

These commands work on both the router and the switch CLI.

Preempt

Router (config) #interface
gigabitethernet 0/0

Router (config-1if) #standby
1 preempt

Router (config-1if) #standby
1 preempt delay minimum
180

Fouter (config-if) #standby
1 preempt delay reload

Moves to interface configuration mode.

This switch preempts, or takes control of, the active
router if the local priority 1s higher than the active
router.

Causes the local router to postpone taking over as the
active router for 180 seconds since that router was
last restarted.

Allows for preemption to occur only after a router
reloads.

Router (config-if) #no
standby 1 preempt delay
reload

Disables the preemption delay, but preemption itself
1s still enabled. Use the no standby x preempt com-
mand to eliminate preemption.

HSRP Message Timers

NOTE [f the preempt argument is not configured,
the local router assumes control as the active router
only if the local router receives information indicat-
ing that there is no router currently in the active state.




Router (config) #interface
gigabitethernet 0/0

Moves to interface configuration mode.

timers 5 15

Router (config-if) #standby 1  Sets the hello timer to 5 seconds and sets the hold

timer to 15 seconds.

NOTE The hold timer is normally set to be
greater than or equal to 3 times the hello timer.

NOTE The hello timer can be from | to 254;
the default is 3. The hold timer can be from 1 to
255; the default is 10. The default unit of time is
seconds.

timers msec 200 msec 600

Router (config-if)#standby 1  Sets the hello timer to 200 milliseconds and sets

_ the hold timer to 600 milliseconds.

NOTE If the msec argument is used, the timers
can be an integer from 15 to 999.

Interface Tracking

FRouter (config) #interface
gigabitethernet 0/0

Fouter (config-if) #standby
1 track serial 0/0/0 25

Moves to interface configuration mode.

HSRP will track the availability of interface Serial
0/0/0. If Serial 0/0/0 goes down, the priority of the
switch in group 1 is decremented by 25.

NOTE The default value of the track argument is 10.

TIP The track argument does not assign a new
priority if the tracked interface goes down. The
track argument assigns a value that the priority will
be decreased if the tracked interface goes down.
Therefore, if you are tracking Serial 0/0/0 with a
track value of 25 (standby 1 track serial 0/0 25) and
Serial 0/0/0 goes down, the priority will be decreased
by 25; assuming a default priority of 100, the new
priority will now be 75.

Multiple HSRP




STP Root for VLAN 20
HSRP Active for Group 20

STP Root for VLAN 10
HSRP Active for Group 10 802.1qg Trunk

802.1q
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Uplink for VLAN 10 Uplink for VLAN 20

Figure 15-1 Network Topology for MHSRP Configuration Example



DLE1 (config) #spanning-treaa
vlan 10 root primary

DLE1 {config) #spanning-tree
vlan 20 root secondary

Configure spanning-tree root primary for
VLAN 10.

Configure spanning-tree root primary for
VLAN 20.

NOTE Load balancing can be accomplished
by having one switch be the active HSRP

L3 switch forwarding for half of the VLANs
and the standby L3 switch for the remaining
VLANSs. The second HSRP L3 switch would
be reversed in its active and standby VLANS.
Care must be taken to ensure that spanning tree
15 forwarding to the active L3 switch for the
correct VLANSs by making that L3 switch the
spanning-tree primary root for those VLANS.

DLE1 {config) #interface vlan 10

Moves to interface configuration mode.

DLE1 (config-if) #ip address
10.1.10.2 255.255.255.0

Assigns an IP address and netmask.

DLE1 (config-if) #standby 10 ip
10.1.10.1

Activates HSRP group 10 on the interface and
creates a virtual 1P address of 10.1.10.1 for use
in HSRP.

DLEL (config-if) ffstandby 10
priority 110

Assigns a priority value of 110 to standby
group 10. This will be the active forwarding
switch for VLAN 10.

DLEL (config-if) ffstandby 10
presmpt

This switch preempts, or takes control of,
VLAN 10 forwarding if the local priority is
higher than the active switch VLAN 1 priority.

DLS1l {config-if) #interface wvlan
20

Movwes to interface configuration mode.

DLE1l {config-if) fiip address
10.1.20.2 255.255.255.0

Assigns an IP address and netmask.

DLE1 (config-if) #standby 20 ip
loillzn I1

Activates HSRP group 20 on the interface and
creates a virtual [P address of 10.1.20.1 for use
in HSRP.

DLE1 (config-if) #etandby 20
priority 90

Assigns a priority value of 90 to standby group
20. This switch will be the standby device for
VLAN 20.

DLE1 (config-if) #etandby 20
preempt

Debugging HSRP

This switch preempts, or takes control of,
VLAN 20 forwarding if the local priority is
higher than the active switch VLAN 20
priority.




These commands work on both the router and the switch CLI.

Routersidebug standby Displays all HSRP debugging information,
including state changes and transmission/recep-
tion of HSRP packets

Routerfidebug standby errors Displays HSRP error messages

Routerfidebug standby events Displays HSRP event messages

Router#debug standby events Displays all HSRP events except for hellos and

terse advertisements

Routerfidebug standby events Displays all HSRP tracking events

track

Routersidebug standby packets | Displays HSRP packet messages

Routerfidebug standby terse Displays all HSRP errors, events, and packets,
except for hellos and advertisements

Virtual Router Redundancy Protocol

Note

HSRP is Cisco proprietary. The Virtual Router Redundancy Protocol (VRRP) is an

IEEE standard.

Note

VRRP is not supported on the Catalyst 3750-E, 3750, 3560, or 3550 platforms. VRRP

is supported on the Catalyst 4500 and Catalyst 6500 platforms.

VRRP is an election protocol that dynamically assigns responsibility for one or more virtual switches
to the VRRP switches on a LAN, allowing several switches on a multiaccess link to use the same
virtual IP address. A VRRP switch is configured to run VRRP in conjunction with one or more other

switches attached.

Configuring VRRP




Switchiconfiyg) #interface
vlan 10

Switch(config-if)#ip

address 172.16.100.5
255 .255.2585.0

Moves to interface configuration mode.

Assigns an IP address and netmask.

Switchi{config-1if) #$vrrp
10 ip 172.16.100.1

Switch(config-1f) #vrrp
10 description
Engineering Group

Enables VRRP for group 10 on this interface with a
virtual address of 172.16.100.1.

The group number can be from 1 to 255.

Assigns a text description to the group.

Switchiconfig-if) #vrep
10 priority 110

Sets the priority level for this VLAN. The range is
from 1 to 254. The default is 100.

Switch(config-1f) #vrrp
10 preempt

This switch preempts, or takes over, as the virtual
switch master for group 10 if it has a higher priority
than the current virtual switch master.

Switch(config-1f) #vrrp
10 preempt delay &0

Switch(config-1f) #vrrp
10 timers advertise 15

NOTE

This switch preempts, but only after a delay of 60
seconds.

NOTE The default delay period is 0 seconds.

Configures the interval between successful advertise-
ments by the virtual switch master.

The default interval value is 1 second.

NOTE All switches in a VRRP group must use the

same timer values. If switches have different timer
values set, the VRRP group will not communicate
with each other.

Switch{config-if)#vrrp
10 timers learn

Switch{config-if) #vrrp
10 shutdown

NOTE The range of the advertisement timer is 1
to 255 seconds. If you use the msec argument, you
change the timer to measure in milliseconds. The
range in milliseconds is 50 to 999.

Configures the switch, when acting as a virtual
swilch backup, to learn the advertisement interval
used by the virtual switch master.

Disables VRRP on the interface, but configuration is
stll retained.

Switchi(config-if) #no
vrrp 10 shutdown

Verifying VRRP

Reenables the VRRP group using the previous
configuration.




Switchfishow running-config Displays contents of dynamic RAM

Switch#show vrrp Displays VRRP information

Switch#show vrrp brief Displays a brief status of all VRRP groups

Switchi#show vrrp all Displays detailed information about all VRRP
groups, including groups in the disabled state

Switchfishow vrrp interface Displays information about VRRP as enabled

vlan 10 on interface VLAN 10

Switch#show vrrp interface Displays a brief summary about VRRP on

vlan 10 brief interface VLAN 10

Debugging VRRP
Switchfidebug vrrp all Displays all VRRP messages
Switchfidebug vrrp error Displays all VRRP error messages

Switchfidebug vrrp events Displays all VRRP event messages

Switch#debug vrrp packets | Displays messages about packets sent and received

Switchiidebug wvrrp state Displays messages about state transitions

Gateway Load Balancing Protocol

Gateway Load Balancing Protocol (GLBP) protects data traffic from a failed router or circuit, like
HSRP and VRRP, while allowing packet load sharing between a group of redundant routers.

Configuring GLBP



Router (confiyg) #interface
fastethernet 0/0
Router (config-if) #ip

address 172.16.100.5
255.255.2585.0

Moves to interface configuration mode.

Assigns an IP address and netmask.

Router (config-if) #glbp 10
ip 172.18.100.1

Enables GLBP for group 10 on this interface with a
virtual address of 172.16.100.1. The range of group
numbers is from 0 to 1023,

Router (config-if) #glbp 10
preampt

Router (config-if) #glbp 10
preempt delay minimum 60

Router (config-1if)#glbp 10
forwarder preempt

Configures the switch to preempt, or take over, as
the active virtual gateway (AVG) for group 10 if
this switch has a higher priority than the current

AVG.

Configures the router to preempt, or take over, as
AVG for group 10 if this router has a higher prior-
ity than the current active virtual forwarder (AVF)

after a delay of 60 seconds.

Configures the router to preempt, or take over, as
AVF for group 10 if this router has a higher priority
than the current AVF. This command is enabled by
default with a delay of 30 seconds.

Router (config-if) #glbp 10
preempt delay minimum 60

Configures the router to preempt, or take over, as
AVF for group 10 if this router has a higher priority
than the current AVF after a delay of 60 seconds.




NOTE Members of a GLBP group elect one gate-
way to be the AVG for that group. Other group mem-
bers provide backup for the AVG in the event that the
AVG becomes unavailable. The AVG assigns a virtu-
al MAC address to each member of the GLBP group.
Each galeway assumes responsibility for forwarding
packets sent to the virtual MAC address assigned to

it by the AVG. These gateways are known as AVFs
for their virtual MAC address. Virtual forwarder
redundancy is similar to virtual gateway redundancy
with an AVF. If the AVF fails, one of the secondary
virtual forwarders in the listen state assumes responsi-

bility for the virtual MAC address.

NOTE The glbp preempt command uses priority o
determine what happens if the AVG fails in addition
to the order of ascendancy to becoming an AVG if

the current AVG fails. The glbp forwarder preempt
command uses weighting value to determine the for-
warding capacity of each router in the GLBP group.

Router (config-if) #glbp 10
pricrity 150

Sets the priority level of the switch.

NOTE The range of the priority argument 1s | to
255. The default priority of GLBP is 100. A higher
priority number is preferred.

Eouter (config-if) #glbp 10
timers 5 15

Router (config-if) #glbp 10
timers msec 20200 msec
60600

Configures the hello timer to be set to 5 seconds

and the hold timer to be 15 seconds

Configures the hello timer to be 20200 milliseconds
and the hold timer to be 60600 milliseconds.

NOTE The default hello timer 1s 3 seconds. The
range of the hello timer interval is 1 to 60 seconds.
If the msec argument is used, the timer will be mea-
sured in milliseconds, with a range of 50 to 60000.




NOTE The default hold timer is 10 seconds. The
range of the hold timer is 1 to 180 seconds. If the
msec argument is used, the timer will be measured in
milliseconds. with a range of 70 to 180000.The hello
timer measures the interval between successive hello
packets sent by the AVG in a GLBP group. The hold-
time argument specifies the interval before the virtual
gateway and the virtwal forwarder information in the
hello packet is considered invalid. It is recommended
that unless you are extremely familiar with your net-
work design and with the mechanisms of GLBP that
you do not change the timers. To reset the timers back
to their default values, use the no glbp x timers com-
mand, where x is the GLBP group number.

Router (config-if) #glbp Specifies that GLBP will load balance using the
10 load-balancing host-dependent method.
host-dependent

Router (config-1£f)#glbp 10 | Specifies that GLBP will load balance using the
load-balancing weighted weighted method.

Router (config-1f)#glbp 10 | Assigns a maximum weighting value for this inter-
weighting 80 face for load-balancing purposes. The value can be
from 1 to 254,

Router (config-if)#glbp 10 | Specifies that GLBP will load balance using the
load-balancing round-robin  pround-robin method

Note

There are three different types of load balancing in GLBP:

* Host-dependent uses the MAC address of a host to determine which VF MAC address the host
is directed toward. This is used with stateful Network Address Translation (NAT) because
NAT requires each host to be returned to the same virtual MAC address each time it sends an
ARP request for the virtual IP address. It is not recommended for situations where there are a
small number of end hosts (fewer than 20).

= Weighted allows for GLBP to place a weight on each device when calculating the amount of
load sharing. For example, if there are two routers in the group, and router A has twice the
forwarding capacity of router B, the weighting value should be configured to be double the
amount of router B. To assign a weighting value, use the glbp x weighting y interface
configuration command, where x is the GLBP group number, and y is the weighting value, a
number from 1 to 254.

* Round-robin load balancing occurs when each VF MAC address is used sequentially in ARP
replies for the virtual IP address. Round robin is suitable for any number of end hosts.

If no load balancing is used with GLBP, GLBP operates in an identical manner to HSRP,
where the AVG respond to ARP requests only with its own VF MAC address, and all traffic is
directed to the AVG.



Verifying GLBP

Routerfishow running-config  Displays contents of dynamic RAM

Router#show glbp Displays GLBP information

Router#show glbp brief | Displays a brief status of all GLBP groups
Router#show glbp 10 - Displays information about GLBP group 10
Routerfishow glbp vlan 10 Displays GLBP information on interface VLAN 10

Routerfishow glbp wlan 20 10 Displays GLBP group 10 information on interface
VLAN 20

Debugging GLBP

Routerfdebug condition glbp | Displays GLBP condition messages

Routerfidebug glbp errors Displays all GLBP error messages

Routerfidebug glbp events Displays all GLBP event messages

kRouter#debug glbp packets Displays messages about packets sent and
received

Routerfdebug glbp terse Displays a limited range of debugging messages

Configuration Example: GLBP

Figure 15-2 shows the network topology for the configuration that follows, which shows how to
configure GLBP using commands covered in this chapter. Note that only the commands specific to
GLBP are shown in this example.
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Figure 15-2. Network Topology for GLBP Configuration Example
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Note

The Gateway Load Balancing Protocol (GLBP) is not supported on the Catalyst 3750-
E, 3750, 3560, or 3550 platforms. GLBP is supported on the Catalyst 4500 and
Catalyst 6500 platforms.

DLS1 and DLS2 belong to GLBP groups 10 and 20. DLSI is the AVG for GLBP group 10 and backup
for GLBP group 20. DLS2 is the AVG for GLBP group 20 and backup for GLBP group 10.

DLS1 and DLS2 are responsible for the virtual IP address 172.18.10.1 on VLAN 10 and 172.18.20.1
on VLAN 20.

DLS1



DLE1 (config) #track 90 interface
fastethernet 1/0/7 line-protocol

Configures tracking object 90 to monitor
the line protocol on interface fastethernet
1/0/7

DLE1 (config) #track 91 interface
fastethernet 1/0/5 line-protocol

Configures tracking object 91 to monitor
the line protocol on interface fastethernet
1/0/5

DLE1 (config) #interface vlan 10

Moves to interface configuration mode

DLl (config-if) fiip address
172.18.10.2 255.255.255.0

Assigns an |P address and netmask

DLS1l {config-if) ##iglbp 10 ip
172.18.10.1

DLE1 (config-if) #glbp 10
weighting 110 lower 95 upper 105

DLS1 (config-if) #glbp 10 timers
msec 200 msec 700

DLE1 (config-1if) #glbp 10
priority 105

DLS1 (config-if) #glbp 10 preempt
delay minimum 300

DL81 (config-if) #glbp 10 authen-

tication md5 key-string xyzli3l

DLE1 (config-1if) #glbp 10
weighting track 90 decrement 10

Enables GLBP for group 10 on this inter-
face with a virtual address of 172.18.10.1

Specifies the initial weighting value, and
the upper and lower thresholds, for a GLBP
gateway

Configures the hello timer to be 200 mil-
liseconds and the hold timer to be 700 mil-
liseconds

Sets the priority level to 105 on the switch
for VLAN 10

Configures the switch to take over as AVG
for group 10 1f this switch has a higher pri-
ority than the current AVF after a delay of
300 seconds

Configures the authentication key xyz123
for GLBP packets received from the other
switch in the group

Configures object 90 to be tracked in group
10, and decrements the weight by 10 if the
object fails



DLS2

DLE1 (config-1if) #glbp 10
weighting track 91 decrement 20

DLE1 (config) #interface vlan 20

Configures object 91 to be tracked in group
10, and decrements the weight by 20 if the
object fails

Moves to interface configuration mode

DLl (config-if) fiip address
172.18.20.2 255.255.255.0

Assigns an |P address and netmask

DL31 (config-if) #glbp 20 ip
172.18.20.1

DLE1 (config-if) #glbp 20

weighting 110 lower %5 upper 105

DLS1 (config-if) #glbp 20 timers
meec 200 mseaec 700

DLS1 (config-if) #glbp 20 prior-
ity 100

Enables GLBP for group 1 on this interface
with a virtual address of 172.18.20.1

Specifies the initial weighting value, and
the upper and lower thresholds, for a GLBP
gateway

Configures the hello timer to be 200 mil-
liseconds and the hold timer to be 700 mil-
liseconds

Sets the priority level to 100 on the switch
for VLAN 20

DLl {config-if} ##glbp 20 preempt
delay minimum 300

DLE1 (config-if) #glbp 20 authen-
tication md5 key-string xyzl23

DLE1 (config-if) #glbp 20
weighting track 90 decrement 10

DLE1 (config-if) #glbp 20
weighting track 91 decrement 10

Configures the switch to take over as AVG
for group 10 if this switch has a higher pri-
ority than the current AVF after a delay of

300 seconds

Configures the authentication key xyz123
for GLBP packets received from the other
switch in the group

Configures object 90 to be tracked in group

20, and decrements the weight by 10 if the
object fails

Configures object 91 to be tracked in group
20, and decrements the weight by 10 if the
object fails



DLS2 (config) #track 90 interface
fastethernet 1/0/8 line-protocol

DLS2 (config) #track 91 interface
fastethernet 1/0/6 line-protocol

DLEZ (config) #interface vlan 10

DLSZ (config-if) #ip addressa
172.18.10.3 255.255.255.0
DLSZ (config-if) #glbp 10 ip
172.18.10.1

Configures tracking object 90 to monitor
the line protocol on interface fastethernet

1/0/8

Configures tracking object 91 to monitor
the line protocol on interface fastethernet

1/0/6

Moves to interface configuration mode

Assigns an IP address and netmask

Enables GLBP for group 10 on this inter-
face with a virtual address of 172.18.10.1

DLE2 (config-if) #glbp 10
welghting 110 lower %5 upper 105

Specifies the initial weighting value, and
the upper and lower thresholds, for a GLBP
cateway

DLSZ2 (config-if) #glbp 10 timers

msec 200 msec 700

Configures the hello timer to be 200 mil-
liseconds and the hold timer to be 700 mil-
liseconds

DLEZ2 (config-1if) #glbp 10
priority 100

DLSZ (config-ifl#glbp 10 preempt
delay minimum 300

Sets the priority level to 100 on the switch

for VLAN 10

Configures the switch to take over as AVG
for group 10 1f this switch has a higher pri-
ority than the current AVF after a delay of
300 seconds

DLE82 (config-if) #glbp 10 authen-

tication md5 key-string xyzl23

| Configures the authentication key xyz123

for GLBP packets received from the other
swilch in the group

DL32 {config-if) #glbp 10
weighting track %0 decrement 10

| Configures object 90 to be tracked 1n group

10, and decrements the weight by 10 if the
object fails

DL32 {config-if) #glbp 10
weighting track 91 decrement 20

| Configures object 91 to be tracked in group

10, and decrements the weight by 20 if the
object fails




DLEZ (config) #interface vlan 20

- Moves to interface configuration mode

DLSZ (config-if) ##ip address
172.18.20.3 255.255.255.0

Assigns an IP address and netmask

DLEZ {config-if) #iglbp 20 ip
172.18.20.1

DLEZ (config-1if) #glbp 20
weighting 110 lower 95 upper 105

DLSZ (config-if) #glbp 20 timers

msac 200 msec 700

DLEZ (config-1if) #glbp 20
priority 105

DLSZ2 (config-if) #glbp 20 preempt
delay minimum 300

Enables GLBP for group 1 on this interface

with a virtual address of 172.18.20.1

' Specifies the initial weighting value, and

the upper and lower thresholds, for a GLBP

cateway

' Configures the hello timer to be 200 mil-

liseconds and the hold timer to be 700 mil-

liseconds

' Sets the priority level to 105 on the switch
for VLAN 20

Configures the switch to take over as AVG
for group 10 1f this switch has a higher pri-
ority than the current AVF after a delay of
300 seconds

DL8Z (config-if) #glbp 20 authen-

tication md5 key-string xyzl23

| Configures the authentication key xyz123

for GLBP packets received from the other
switch in the group

DLEZ (config-1if) #glbp 20
weighting track 90 decrement 10

| Configures object 90 to be tracked in group

20, and decrements the weight by 10 if the
object fails.

DLEZ (config-1if) #glbp 20
weighting track 91 decrement 10

| Configures object 91 to be tracked in group

20, and decrements the weight by 10 if the
object fails




Part VII: IPv6



Chapter 16. IPv6

This chapter provides information and commands concerning the following topics:

= Assigning IPv6 addresses to interfaces
= [Pv6 and RIPng

= Configuration example: [Pv6 RIP

= [Pv6 tunnels: manual overlay tunnel
» Static routes in [Pv6

= Floating static routes in [Pv6

» Default routes in IPv6

= Verifying and troubleshooting IPv6

= [Pv6 ping
* [Pv6 traceroute

Note

For an excellent overview of IPv6, I strongly recommend you read Rick Graziani’s
book from Cisco Press: IPv6 Fundamentals: A Straightforward Approach to
Understanding IPv6.

Assigning IPv6 Addresses to Interfaces



Router (config) #ipve

unicast-routing

Enables the forwarding of IPV6 unicast datagrams
globally on the router.

Router (config) #interface
gigabitethernet 0/0

Moves to interface configuration mode.

Router (config-if) #ipvé
enable

Automatically configures an IPv6 link-local address
on the interface and enables 1Pv6 processing on the
interface.

NOTE The link-local address that the ipv6 enable
command configures can be used only to communi-
cate with nodes on the same link.

Router (config-1if) #ipvé
address autoconfig

Fouter (config-if) #ipve
address 2001::1/64

Router will configure itsell with a link-local address

using stateless autoconfiguration.

Configures a global IPv6 address on the interface
and enables IPv6 processing on the interface.

Router (config-if) #ipve
address 2001:db8:0:1::/64

eui-64

Configures a global IPv6 address with an inter-
face identifier in the low-order 64 bits of the IPv6
address.

Router {config-

if) #ipve address
feB0::260:3aff:fed7:1530/
64 link-local

Configures a specific link-local IPv6 address on the
interface instead of the one that is automatically con-
figured when IPv6 is enabled on the interface.

Router (config-if) #ipvé
unnumbered type/
number

Specifies an unnumbered interface and enables IPv6
processing on the interface. The global IPv6 address
of the interface specified by type/number will be
used as the source address.

IPv6 and RIPng

Note

Although RIPng is no longer part of the CCNA Certification exam objectives, it is still
a valid option for setting up small networks. The following sections on RIPng are here
for your information only.




Router (config) f#interface Moves to interface configuration mode.
serial 0/0/0

Router (config-if)#ipvé rip | Creates the RIPng process named tower and
tower enable enables RIPng on the interface.

NOTE Unlike RIPv1 and RIPv2, where you
needed to create the RIP routing process with the
router rip command and then use the network
command to specify the interfaces on which to
run RIP, the RIPng process 1s created automati-
cally when RIPng is enabled on an interface with
the ipv6 rip name enable command.

TIP Be sure that you do not misspell your pro-
cess name. If you do misspell the name, you will
inadvertently create a second process with the
misspelled name.

NOTE Cisco 108 Software automatically creates
an entry in the configuration for the RIPng routing
process when it 1s enabled on an interface.

NOTE The ipv6 router rip process-name com-
mand is still needed when configuring optional
features of RIPng.

Router (config) #ipvé router | Creates the RIPng process named tower if it has
rip tower not already been created, and moves to router
configuration mode

Router (config- Defines the maximum number of equal-cost
router) fmaximum-paths 2 routes that RIPng can support.

NOTE The number of paths that can be used is
a number from | to 64. The default is 4.

Configuration Example: IPv6 RIP

Figure 16-1 illustrates the network topology for the configuration that follows, which shows how to
configure [Pv6 and RIPng using the commands covered in this chapter.
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Figure 16-1. Network Topology for IPv6/RIPng Configuration Example

Austin Router



Eouter-enable

Routerfconfigure terminal

Moves to privileged mode

Moves to global configuration mode

Router (config) fhostname Austin

Assigns a host name to the router

Austin({config) #ipvé unicast-
routing

Enables the forwarding of IPv6 unicast data-

- grams globally on the router

Austin(ceonfig)#interface
fagtethernet 0/0

Austin(config-if) #ipv6 enable

Austin(config-if) #ipvé address
2001:db8:c18:2:: /64 eui-64

Austin{config-if) #ipve rip
tower enable

Austini{config-if) #ino shutdown

Bustin(config-if)#interface
fastethernet 0/1

Austin(config-if)#ipve enable

Enters interface configuration mode

Automatically configures an IPv6 link-local

address on the interface and enables IPv6

processing on the interface

Configures a global [Pv6 address with an
interface identifier in the low-order 64 bits

- of the IPv6 address

Creates the RIPng process named tower and

- enables RIPng on the interface

Activates the interface

Enters interface configuration mode

Automatically configures an IPv6 link-local

address on the interface and enables 1Pv6

processing on the interface

Austin(config-if)#ipve address
2001:dbB:clB8:1::/64 eui-64

Configures a global IPv6 address with an
interface identifier in the low-order 64 bits

- of the IPv6 address

Austin({config-if) #ipvs rip

tower enable
Bustiniconfig-if) #no shutdown

Austini{config-if) #exit

Creates the RIPng process named tower and

' enables RIPng on the interface

- Activates the interface

Moves to global configuration mode

Austin{config) fexit

Moves to privileged mode

Austinficopy running-config
startup-config

Saves the configuration to NVRAM

Houston Router




IPv6 Tunnels: Manual Overlay Tunnel

Router-enablae

Moves to privileged mode

FEouterficonfigure terminal
Fouter (config) #hostname Houston

Houston(config) #ipve

unicast-routing

Houston(config) ##interface
fastethernet 0/0

Moves to global configuration mode

Assigns a host name to the router

Enables the forwarding of IPv6 unicast

datagrams globally on the router

Enters interface configuration mode

Houston (config-if) #ipve enable

Houston (config-if) #ipve address
2001:db8:c18:2::/64 eui-&4

Houston (config-if) #ipve rip
towar enable

Automatically configures an IPv6 link-local
address on the interface and enables IPv6

processing on the interface

Configures a global [Pv6 address with an
interface identifier in the low-order 64 bits of

the IPv6 address

Creates the RIPng process named tower and
enables RIPng on the interface

Houston (config-if) #no shutdown

Aclivales the interface

Houston (config-if) #interface
fastethernet 0/1

Enters interface configuration mode

Houston (config-1if) #ipvé enable

Automatically configures an [Pv6 link-local
address on the interface and enables IPv6
processing on the interface

Houston (config-1if) #ipvé address
2001:db8:c18:3::/64 eui-&4

Configures a global IPv6 address with an
interface identifier in the low-order 64 bits of
the 1Pv6 address

Houston (config-1if) #ipvé rip
tower enable

Houston (config-if) #gno shutdown

Creates the RIPng process named tower and

enables RIPng on the interface

Aclivates the interface

Houston (config-1if) ffexit

Moves to global configuration mode

Houston(config) #exit

Moves to privileged mode

Houstonffcopy running-config
startup-config

Saves the configuration to NVRAM

Note

Although not part of the official CCNA exam objectives, the concept of [Pv6 tunnels is

one that network administrators dealing with IPv6 need to be comfortable with.

Figure 16-2 illustrates the network topology for the configuration that follows, which shows how

IPv6 tunnels are created.
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Juneau Router

Router=enable
Routerticonfigure terminal

Router (config) #hostname Juneau

Moves to privileged mode
Moves to global configuration mode

Sets the host name of the router

Juneau (config) #ipvs unicast-routing

Juneau (config) #interface tunnell

Enables the forwarding of IPv6 uni-
cast datagrams globally on the router

Moves to tunnel interface configura-
tion mode

Juneau (config-if) #ipveé address
2001:dbB8:c003:1104::1/64

Juneau (config-1if) #tunnel source
garial 0/0

Juneau (config-if) itunnel destination
10.1.1.2

Assigns an IPv6 address to this
interface

Specifies the source interface type
and number for the tunnel interface

Specifies the destination 1Pv4 address
for the tunnel interface

Juneau (config-1f) $tunnel mode ipvéip

Juneau (config-if) #interface
fastethernet 0/0

Defines a manual [Pv6 tunnel: specifi-
cally, that IPv6 is the passenger proto-
col and IPv4 is both the encapsulation
and protocol for the [Pv6 tunnel

Moves to interface configuration
mode

Juneau {config-1if) #ipve address
2001:db8:c003:111e::1/64

Assigns an IPv6 address to this
interface




Juneau (config-if) #no shutdown Activates the interface

Juneau (config-if) #interface Moves to interface configuration mode
serial 0/0

Juneau (config-if)#ip address 10.1.1.1 | Assigns an IPv4 address and netmask
255.255,255.252

Juneau (config-if) #clock rate 56000 Sets the clock rate on interface
Juneau (config-if) #no shutdown Starts the interface

Juneau (config-1if) #exit Moves to global configuration mode
Juneau (config) #exit Moves to privileged mode
Juneauficopy running-config Saves the configuration to NVRAM

startup-config

Fairbanks Router



Router-enable
Routerfconfigure termimnal

Router (config) #hostname Fairbanks

Moves to privileged mode

Moves to global configuration mode

Sets the host name of the router

Fairbanks (config) #interface

tunnell

Fairbanke (config-ifi#ipve address
2001:dbB:c003:1104::2/64

Fairbanks (config-if)#tunnel
gource serial 0/0

Moves to tunnel interface configuration

| mode

Assigns an IPv6 address to this interface

Specifies the source interface type and

number for the tunnel interface

Fairbanks (config-if}#tunnal
destination 10.1.1.1

Fairbanks (config-if)#tunnel mode

ipv6ip

Specifies the destination IPv4 address for

the tunnel interface

Defines a manual IPv6 twnnel; specifically,
that IPv6 1s the passenger protocol and
IPv4 is both the encapsulation and protocol
for the [Pv6 tunnel

Fairbanks (config-if}#interface
fastethernet 0/0

Moves to interface configuration mode

Fairbanks (config-if)#ipve address
2001:dbB:c003:111F::1/64

Assigns an [Pv6 address to this interface

Fairbanks (config-if)#no shutdown

_ Activates the interface

Fairbanks (config-ifl#interface
serial 0/0

Fairbanks (config-if)#ip address
10.1.1.2 255.255.255.252

Fairbanks (config-if)#ne shutdown

Moves Lo interface configuration mode
Assigns an [Pv4 address and netmask

Starts the interface

Fairbanks (config-if) #exit

Moves Lo global configuration mode

Fairbanks (config) #exit

Fairbanks#icopy running-config
etartup-config

Static Routes in IPv6

Moves to privileged mode

Saves the configuration to NVRAM

Note

To create a static route in IPv6, you use the same format as creating a static route in
[Pv4.

Figure 16-3 illustrates the network topology for the configuration that follows, which shows how to
configure static routes with [Pv6. Note that only the static routes on the Austin router are displayed.
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rustin{config) #ipvé
route 2001:dbB8:clB:3::/64

Creates a static route configured
to send all packets addressed to

2001:dbB:c18:2::2/64

2001:dbs:c18:3::/64 to a next-hop
address of 2001:db8:c18:2::2

Austin(config) #ipvé route Creates a directly attached static route
2001:dbB:c18:3::/64 configured to send packets out interface
gigabitethernet 0/0 gigabitethernet 0/0

Austin(config) #ipvé route Creates a fully specified static route on a
2001:dbB:c18:3:: /64 gigabitethernet | hroadcast interface

0/0 2001:dbB:c18:2::2

Floating Static Routes in IPv6

Note

Although not part of the CCNA exam objectives, the concept of floating static routes in
IPv6 1s one that network administrators dealing with IPv6 need to be comfortable with.

To create a static route with an administrative distance (AD) set to 200, as opposed to the default AD
of one (1), enter the following command, for example:

Austin (config)# ipvé route 2001:db8:cl8:3::/64 fastethernet
0/0 200



The default ADs used in [Pv4 are the same for [Pv6.
Default Routes in IPv6

Note

To create a default route in IPv6, you use the same format as creating a default route in

IPv4.
Rustin(config) #ipvé Creates a default route configured to send all packets
route ::/0 to a next-hop address of 2001:db8:c18:2::2
2001:db8:c18:2::2/64
Austin(config) #ipvé Creates a default route configured to send packets out
route ::/0 gigabitether- | interface gigabitethernet (/0
net 0/0

Verifying and Troubleshooting IPv6

Caution

Using the debug command may severely affect router performance and might even
cause the router to reboot. Always exercise caution when using the debug command.
Do not leave debug on. Use it long enough to gather needed information, and then
disable debugging with the undebug all command.

TIP

Send your debug output to a syslog server to ensure you have a copy of it in case your
router 1s overloaded and needs to reboot.




Routerg#elear ipvé rip

Fouter#iclear ipve route *

Router#eclear ipvé route
2001:db8:c18:3::/64

Router#elear ipvé

traffic

Router#debug ipvé
packet

Router#debug ipvé rip

' Deletes routes from the IPv6 RIP routing table and,
if installed, routes in the IPv6 routing table

Deletes all routes from the IPv6 routing table

NOTE Clearing all routes from the routing table
will cause high CPU utilization rates as the routing

table is rebuilt.

Clears this specific route from the [Pv6 routing table
Resets IPv6 traffic counters
Displays debug messages for IPv6 packets

Displays debug messages for IPv6 RIP routing
transactions

Router#debug ipveé
routing

Eouterfshow ipvé
interface

FEouterf#ishow ipvé
interface brief

Displays debug messages for IPv6 routing table

updates and route cache updates

Displays the status of interfaces configured for IPv6

Displays a summarized status of interfaces
configured for IPv6

Routerfishow ipwve
neighbors

Displays IPv6 neighbor discovery cache
information

Eouterfishow ipvé
protocols

Eouter#ishow ipvé rip

Displays the parameters and current state of the
active IPv6 routing protocol processes

Displays information about the current IPv6 RIP
Process

Routerfshow ipve route

Routerfishow ipve route
gummary

Displays the current IPv6 routing table

Displays a summarized form of the current IPv6
routing table

Router#show ipvé
routers

Router#show ipvé static

Displays IPv6 router advertisement information

received from other routers

Displays only static IPv6 routes installed in the
routing table

Routerfishow ipve static
2001:db8:5555:0/16

Displays only static route information about the
specific address given

Eouterfshow ipvé static

interface serial 0/0/0

Router#show ipvé static
detail

Routerfishow ipve traffic

FEouter#ishow ipv6é tunnel

Displays only static route information with the

specified interface as the outgoing interface

Displays a more detailed entry for IPv6 static routes

Displays statistics about IPv6 traffic

Displays IPv6 tunnel information




IPv6 Ping

To diagnose basic network connectivity using IPv6 to the specified address, enter the following
command:

Router#ping ipv6 2001:db8::3/64
The following characters can be displayed as output when using PING in [Pv6.

Character Description

! Each exclamation point indicates receipt of a reply.

Each period indicates that the network server timed
out while waiting for a reply.

? Unknown error.
@ Unreachable for unknown reason.
A Administratively unreachable. Usually means that an

access control list (ACL) is blocking traffic.

Packet too big.

Host unreachable.
Network unreachable (beyond scope).

Port unreachable.

Parameter problem.

Time exceeded.

c|H A |"|Z|-| ™

No route to host.

IPv6 Traceroute

To observe the path between two hosts using IPv6 to the specified address, you may use the
traceroute command in Cisco IOS or the tracert Windows command:

Click here to view code image

Router#traceroute 2001:db8:cl18:2::1

C:\Windows\system32>tracert 2001:DB8:c:18:2::1



Chapter 17. OSPFV3

This chapter provides information and commands concerning the following topics:

= Enabling OSPF for IPv6 on an interface

* Enabling an OSPF for [Pv6 area range

* Enabling an [Pv4 router ID for OSPFv3

= Forcing an SPF calculation

Note

For an excellent overview of IPv6, I strongly recommend you read Rick Graziani’s
book from Cisco Press: IPv6 Fundamentals: A Straightforward Approach to
Understanding IPv6.

IPv6 and OSPFV3

Working with [Pv6 requires modifications to any dynamic protocol. The current version of Open
Shortest Path First (OSPF), OSPFv2, was developed back in the late 1980s, when some parts of
OSPF were designed to compensate for the inefficiencies of routers at that time. Now that router
technology has dramatically improved, rather than modify OSPFv2 for IPv6 it was decided to create
a new version of OSPF (OSPFv3), not just for IPv6, but for other newer technologies, too. This
section covers using [Pv6 with OSPFv3.

Enabling OSPF for IPv6 on an Interface



Router (config) #ipvé unicast-
routing

Enables the forwarding of IPv6 unicast data-
grams globally on the router.

Router (config) #ipvé router ospf
1

Creates the OSPFv3 process if it has not
already been created and moves to router
configuration mode.

Router (config) #interface
gigabitethernet 0/0

Moves to interface configuration mode.

Router (config-1if)# ipvé address
2001:db8:0:1:: /64

Configures a global IPv6 address on the
interface and enables IPv6 processing on the
interface.

Router (config-if) #ipve ospf 1
area 0

Enables OSPFv3 process 1 on the interface
and places this interface into area 0.

NOTE Just like OSPFv2 for 1Pv4, the
process 1D is locally significant and can be a
positive integer from 1 to 65,535.

NOTE The OSPFv3 process 1s created
automatically when OSPFv3 is enabled on an
interface.

NOTE It is recommended to create the
OSPFv3 process first before assigning an
interface to it.

Router (config-if) #ipve ospf
priority 30

Router (config-if) #ipv6 ospf
cost 20

NOTE Adding an interface to an OSPFv3
process without creating the process first will
cause an error because no router IIY has been
created first.

NOTE The ipv6 ospf x area y command
has to be configured on each interface that
will take part in OSPFv3.

Assigns a priority number to this interface
for use in the designated router (DR) elec-
tion. The priority can be a number from 0 to
255. The default is 1. A router with a priority
set to 0 1s meligible to become the DR or the
backup DR (BDR).

Assigns a cost value of 20 to this interface.
The cost value can be an integer value from
| to 65,535.

Enabling an OSPF for IPv6 Area Range




Router (config) #ipvé router
ospft 1

Router (config-router) #area 1
range 2001:dbB::/48

Creates the OSPFv3 process if it has not
already been created and moves to router
configuration mode

Consolidates and summarizes routes at an area
boundary

Enabling an IPv4 Router ID for OSPFv3

Router (config) #ipvé router
ospf 1

Creates the OSPFv3 process if 1t has not already
been created and moves to router
configuration mode.

Router (config-
router) ffrouter-id
192.168.254.255

Creates a 32-bil router 1D for this router.

NOTE In OSPF for IPv6, it 1s possible that no
IPv4 addresses will be configured on any inter-
face. In this case, the user must use the router-id
command to configure a router 1D before the
OSPF process will be started. It an IPv4 address
does exist when OSPF for IPv6 is enabled on an
interface, that IPv4 address is used for the router
ID. If more than one IPv4 address is available,

a router 1D is chosen using the same rules as for
OSPF Version 2.

Forcing an SPF Calculation

Routerfclear ipve ospf 1

process

Eouterfclear ipvé ospf 1

force-spf

The OSPF database is cleared and repopulated,

and then the SPF algorithm is performed.

The OSPF database 1s not cleared; just an SPF

calculation is performed.

Caution

As with OSPFv2, clearing the OSPFv3 database and forcing a recalculation of the
Shortest Path First (SPF) algorithm is processor intensive and should be used with

caution.

Verifying and Troubleshooting IPv6 and OSPFv3




Router#debug ipv6 ospf Displays debug messages about the OSPF

adjacencies adjacency process

Routerfshow ipvé interface | Displays a summarized status of interfaces

brief configured for IPv6

Routerjfshow ipvé neighbors | Displays IPv6 neighbor discovery cache information

Routerfshow ipvé ospf Displays general information about the OSPFv3
routing process

Routerfshow ipvé ospf Displays the internal OSPF routing table entries to

border-routers an ABR or Autonomous System Boundary Router
(ASBR)

Router#show ipvé ospf Displays OSPFv3-related database information

database

Router#show ipvé ospf Displays how many of each type of link-state

database database-summary | gdvertisements (LSA) exist for each area in the
database

Router#show ipvé ospf Displays OSPFv3-related interface information

interface

Router#show ipvé ospf Displays OSPFv3-related neighbor information

neighbor

Router#show ipvé route Displays the current IPv6 routing table

Configuration Example: OSPFv3

Figure 17-1 shows the network topology for the configuration that follows, which demonstrates how
to configure [IPv6 and OSPFv3 using the commands covered in this chapter.
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Eouter-anable

- Moves to privileged mode

Routerfconfigure terminal

Router (config) #hostname R3

Moves to global configuration mode

Assigns a host name to the router

R3 {config) #ipv6é unicast-routing

E3 {config) #ipvé router ospf 1

| Enables the forwarding of IPv6 unicast data-
erams globally on the router

Creates the OSPFv3 process and moves to

- router configuration mode

R3 (config-router) #router-id
F. 333

Creates a 32-bit router 1D for this router

R3 (config-router) #exit

R3 (config) #interface
gigabitethernet 0/0

' Returns to global configuration mode

Moves to interface configuration mode

R3(config-if) #ipve address
2001:db8:0:1::3/64

| Configures a global [Pv6 address on the

interface and enables IPv6 processing on the

interface

R3(config-if) #ipve ospf 1
area 1

' Enables OSPFv3 on the interface and places
| this interface into area |

R3 (config-if)#no shutdown

_ Aclivates the interface

R3(config-if)#interface
loopback 0

Moves to interface configuration mode

R3 (config-if) #ipvé address
2001:db8:0:2::1/64

Configures a global [Pv6 address on the
interface and enables IPv6 processing on the

interface

Rilconfig-if)#ipvé ospf 1
area 1

R3 (config-if) #exit

Enables OSPFv3 on the interface and places

| this interface into area |

' Moves to global configuration mode

R3lconfig) #exit

Moves to privileged mode

Ri#copy running-config startup-
config

' Saves the configuration to NVRAM

R2 Router



Router=enable :hJUVCStOImﬁV“cgcdlnGdc

kRouterfconfigure terminal Moves to global configuration mode
Router (conflg) fhostname R2 Assigns a host name to the router
R2 (config)#ipvé unicast-routing Enables the forwarding of IPv6 unicast

datagrams globally on the router

R2 (config) #ipvé router ospf 1 Creates the OSPFv3 process and moves
| to router configuration mode

R2 (config-router) #router-id 2.2.2.2 | Creates a 32-bit router 1D for this router

R2 (config-router) #exit Returns to global configuration mode
R2 (config) #interface Moves to interface configuration mode
gigabitethernet 0/0

R2 (config-if)#ipv6 address Configures a global IPv6 addresses on
2001:db8:0:1::2/64 the interface and enables IPv6 process-

ing on the interface

R2 (config-if)#ipv6 ospf 1 area 1 Enables OSPFv3 on the interface and
places this interface into area 1

R2 (config-if) #no shutdown Starts the interface

R2 (config-if)#interface loopback 0 | Moves to interface configuration mode

R2 (config-if) #ipv6é address Configures a global IPv6 address on the
2001:db8:0:3::1/64 interface and enables IPv6 processing
- on the interface

R2 (config-if)#ipvé ospf 1 area 1 Enables OSPFv3 on the interface and
places this interface into area 1

R2 (config-if) #no shutdown Starts the interface

R2 (config-if) #exit Moves to global configuration mode
R2 (config) #exit Moves to privileged mode

RZ#icopy running-config startup- Saves the configuration to NVRAM
config

R1 Router




Eouter-enable

Routerfconfigure terminal

Moves to privileged mode

Moves to global configuration mode

Router (config) fhostname R1

Assigns a host name to the router

Rl (config) #ipvé unicast-routing

Enables the forwarding of IPv6 uni-
cast datagrams globally on the router

Rl (config)#ipv6é router oapf 1

El (config-router) #router-id 1.1.1.1

Rl (config-router) #exit

Creates the OSPFv3 process and

moves to router configuration mode

Creates a 32-bit router 1D for this router

Returns to global configuration mode

Rliconfig) #interface
gigabitethernet 0/0

Moves to interface configuration mode

Rl{config-if)#ipvé address
2001:db8:0:1::1/64

Configures a global IPv6 address on
the interface and enables 1Pv6 pro-
cessing on the interface

Rl (config-if)#ipvé oepf 1 area 1

Rl{config-if)#no shutdown

Rl {config-if)#interface serial 0/0/0

Enables OSPFv3 on the iterface and
places this interface into area |

Starts the interface

Moves Lo interface configuration mode

Rl icenfig-if)#ipvé address
2001:dbB:0:7::1/64

Configures a global IPv6 address on
the interface and enables IPv6 pro-
cessing on the interface

El({config-if)#ipv6 ospf 1 area 0

Rl (config-if)#eclock rate 56000

Rl icenfig-if) #no shutdown

Enables OSPFv3 on the interface and
places this interface into area 0

Assigns a clock rate to this interface

Starts the interface

Rl iconfig-if) #exit

Moves to global configuration mode

Rl {config) #exit

Rl#copy running-config
startup-config

R4 Router

Moves to privileged mode

Saves the configuration to NVRAM




Eouter-enable

Moves to privileged mode

Routerfconfigure terminal

Moves o global configuration mode

Router (config) #hostname R4

Assigns a host name to the router

R4 (config) #ipvé unicast-routing

Enables the forwarding of IPv6 unicast
datagrams globally on the router

R4 (config) #ipvé router ospf 1

Creates the OSPFv3 process and moves to
router configuration mode

E4 (config-router) #router-id
4.4.4.4

E4 (config-router) #exit

Creates a 32-bit router 1D for this router

Returns to global configuration mode

E4 (config) #interface serial 0/0/0

Moves to interface configuration mode

R4 (config-if) #ipv6e address
2001:dbB:0:7::2/64

Configures a global IPv6 address on the
interface and enables IPv6 processing on
the interface

R4 (config-if) #ipve ospf 1 area 0

| Enables OSPFv3 on the interface and
places this interface into area 0

R4 (config-if) #ne shutdown

Starts the interface

R4 (config-if) #exit

' Moves to global configuration mode

R4 (config) #exit

Moves to privileged mode

Fi4ticopy running-config
etartup-config

' Saves the configuration to NVRAM




Chapter 18. EIGRP for IPv6

This chapter provides information and commands concerning the following topics:

* Enabling EIGRP for [Pv6 on an interface

= Configuring the percentage of link bandwidth used by EIGRP
= Configuring summary addresses

= Configuring EIGRP route authentication

» Configuring EIGRP timers

* Logging EIGRP neighbor adjacency changes
= Adjusting the EIGRP for IPv6 metric weights

= Configuration example: EIGRP for IPv6

Note

For an excellent overview of IPv6, I strongly recommend you read Rick Graziani’s
book from Cisco Press: IPv6 Fundamentals: A Straightforward Approach to
Understanding IPv6.

IPv6 and EIGRP
Enabling EIGRP for IPv6 on an Interface

Router (config) fipvé unicast-routing | Enables the forwarding of IPv6 unicast
datagrams globally on the router.

Router (config) #interface serial Moves to interface configuration mode.
0/0/0
Router (config-if) #ipvé eigrp 100 Enables TPv6 processing on an interface

that has not been configured with an
explicit IPv6 address

Router (config-if) #ipvé router Enters router configuration mode and
eigrp 100 creates an EIGRP IPv6 routing process
Router (config-router) #eigrp Enables the use of a fixed router 1D

router-id 10.1.1.1

Router (config-router) #no shutdown B[‘ingg up the EIGRP n]u[ing process

Note

EIGRP for IPv6 starts in shutdown mode. Use the no shutdown command to start the process

Note



Use the eigrp router-id w.x.y.z command only if an [Pv4 address is not defined on the
router eligible for router ID.

Configuring the Percentage of Link Bandwidth Used by EIGRP

Router (config) #interface
garial 0/0/0

Fouter (config-if) #ipvé band-

width-percent eigrp 100 75

Moves to interface configuration mode

Configures the percentage of bandwidth (75%) that
may be used by EIGRP for IPv6 on the interface

Configuring Summary Addresses

Router (config) #interface szerial 0/0/0

Moves to interface configuration mode

Router (config-if) #ipvé summary-

address eigrp 100 2001:0DBB:0:1::/64

Configures a summary ageregate
address for a specified interface

REouter (config) #interface serial
0/0/0

Router (config-if) #ipve authenti-
cation mode eigrp 100 md5s

Router(config-if) #ipvé authenti-
cation key-chain eigrp 100 chainl

Configuring EIGRP Route Authentication

Moves to interface configuration mode.

Specifies the type of authentication used in
EIGRP for IPv6 packets: in this case, MDS5.

Enables authentication of EIGRP over IPv6
packets.

Router (config-if) #exit

Returns to global configuration mode.

Router (config) fkey chain chainl

Identifies a group of authentication keys.
chainl matches the name of the key chain
identified in interface configuration mode.

Router (config-keychain) fikey 1

Identifies an authentication key on a key
chain.

Router (config-keychain-key) #keay-

string chainl

Router (config-keychain-
key) #accept-lifetime 14:30:00
Jan 20 2010 duratiom 7200

Router (config-keychain-key) #zend-
lifetime 15:00:00 Jan 20 2010
duratiomn 36000

Configuring EIGRP Timers

Specifies the authentication string for a key.

Sets the time period during which the
authentication key on the key chain i3
received as valid.

Sets the time period during which an
authentication key on a key chain is valid
to be sent.




Router (config) #interface serial 0/0/0 | Moves to interface configuration mode

eigrp 100 10

Router (config-if) #ipveé hold-time
eigrp 100 40

Router (config-if)#ipv6é hello-interval | Configures the hello interval for EIGRP

for IPv6 process 100 to be 10 seconds

Configures the hold timer for EIGRP
for [Pv6 process 100 to be 40 seconds

Logging EIGRP Neighbor Adjacency Changes

Router (config) #ipvé router

eigrp 100

Router (config-router) #eigrp
log-neighbor changes

Enters router configuration mode and creates

an EIGRP IPv6 routing process

Enables the logging of changes in EIGRP for
[Pv6 neighbor adjacencies

Router (config-router) #eigrp
log-neighbor-warnings 300

Configures the logging intervals of EIGRP
neighbor warning messages to 300 seconds

Adjusting the EIGRP for IPv6 Metric Weights

Router (config) #ipveé router eigrp
100

Fouter (config-router) #metric
waights tos k1 k2 k3 k4 k5

Enters router configuration mode and cre-
ates an EIGRP IPv6 routing process.

Changes the default k£ values used in met-
ric calculation.

These are the default values:

tos=0, kl=1, k2=0, k3=1, k4=0, k5=0

Verifying and Troubleshooting EIGRP for IPv6




Routerf#clear ipvé route * Deletes all routes from the IPv6 routing table.

NOTE Clearing all routes from the routing
table will cause high CPU utilization rates as
the routing table is rebuilt.

Routerjclear ipvé route Clears this specific route from the [Pv6 rout-
2001:dbB:clB:3:: /64 ing table.
Router#clear ipvé traffic Resets IPv6 traffic counters.

Routerfshow ipv6 eigrp topology Displays entries in the EIGRP IPv6 topology

table.
Router#show ipvé eigrp Displays the neighbors that are discovered by
neighbors EIGREP for IPv6.
Routerfshow ipvé interface Displays a summarized status of interfaces
brief configured for IPv6.
Routerfshow ipvé neighbors Displays 1Pv6 neighbor discovery cache
information.
Routerfshow ipvé protocols Displays the parameters and current state of
the active IPv6 routing protocol processes.
Router#show ipvé route Displays the current [Pv6 routing table.
Routerfshow ipvé route eigrp Displays the EIGRP routes in the IPv6 rout-
ing table.

Configuration Example: EIGRP for IPv6

Figure 18-1 shows the network topology for the configuration that follows, which demonstrates how
to configure EIGRP for IPv6 using the commands covered in this chapter.

2001:db8:0:3::1/64
Lol

2001:db8:0:11: 3154 2001:de8:0:11::1/64

GIU."U Gi0/0
ﬁ ’
| == ST |
| 2001:db8:0:2::1/64 [ R1 |
2001.db8:0:11::2/64 2001:db8:0:11::1/64 LoD
Gio/0 Gi0/0 2001 :db8:0:1::1/64

Figure 18-1. Network Topology for EIGRP for IPv6 Configuration
R3 Router



Eouter-enable

Routerfconfigure termimnal

| Moves fo privileged mode

- Moves to global configuration mode

FEouter (config) #hostname R3

Assigns a host name to the router

Ri({config) #ipvé unicast-routing

E3 (config)#ipvé router eigrp 1

' Enables the forwarding of IPv6 unicast
datagrams globally on the router

Creates and enters EIGRP router con-
figuration mode with the autonomous
' system being 1

R3 (config-router) #eigrp router-id
10.3.3.3

R3 (config-router) #no shutdown

| Enables the use of a fixed router 1D

Enables the EIGRP for the IPv6 process

R3 (config-router) #exit

- Returns to global configuration mode

R3 (config) #interface
gigabitethernet 0/0

Moves to interface configuration mode

R3 (config-if)#ipvé address
2001:db8:0:11::3/64

Configures a global IPv6 address on the
interface and enables IPv6 processing on
the mterface

Rilconfig-if) #ipv6 eigrp 1

' Enables EIGRP for IPv6 on the interface
and places this interface into autonomous
system |

R3(config-if) #no shutdown

R3 (config-if) #interface loopback 0

: Activates the interface

Moves to interface configuration mode

R3 (config-if)#ipv6é address
2001:db8:0:3::1/64

| Configures a global IPv6 address on the
interface and enables 1Pv6 processing on
 the interface

R3(config-if)#ipve eigrp 1

| Enables EIGRP for IPv6 on the interface
and places this interface into autonomous
| system |

Eilconfig-if)#exit

Moves to global configuration mode

Ri(config) #exit

Rifticopy running-config startup-
config

R2 Router

Moves to privileged mode
Saves the configuration to NVRAM




Router=-enable

Moves to privileged mode

Routerficonfigure terminal

Eouter (config) #hostname R2

‘ Moves to _g_lc:bal mnﬁ_guratiﬂn mode

Assigns a host name to the router

R2Z (config) #ipvé
unicast-routing

E2 (config) #ipvé router
eigrp 1

E2 (config-router) #eigrp
router-id 10.2.2.2

E2 (config-router) #no
shutdown

R2 (config-router) fexit
E2 (config) #interface
gigabitethernet 0/0
thccnfig—ifl#ipvﬁ address
2001:dbB8:0:11::2/64

R2 (config-if)#ipve eigrp 1

R2 (config-if) #nc shutdown

Rz[config—ifl#intarfaca
loopback 0
E2(config-if)#ipvé address
2001:db8:0:2::1/64

R2 (config-if)#ipvé eigrp 1

Enables the forwarding of IPv6 unicast datagrams

 globally on the router

Creates and enters EIGRP router configuration

mode with the autonomous system being 1

Enables the use of a fixed router ID

. Enables the EIGRP for the IPv6 process

_ Returns to _gl_c}ba] cnnﬁguration mode

Moves to interface conliguration mode

Configures a global IPv6 addresses on the inter-
' face and enables 1Pv6 processing on the interface

Enables EIGRP for IPv6 on the interface and

| p]a{:e:-; this interface into autonomous system 1
. Starts _th_c _inb_:rfacc

Moves to interface configuration mode

Configures a global IPv6 address on the interface
| and enables IPv6 processing on the interface

Enables EIGRP for IPv6 on the interface and
places this interface into autonomous system |

RZ (config-if) #exit
R2 (config) #exit

Moves to global configuration mode

EZ2#4copy running-config

startup-config

| Moves to privileged mode

Saves the configuration to NVRAM

R1 Router




Eouter=enable

Moves to privileged mode

Routerfconfigure terminal
Router (config) #hostname R1

Rl (config) #ipve

unicast-routing

Moves to global configuration mode
Assigns a host name to the router

Enables the forwarding of IPv6 unicast data-
grams globally on the router

Rl lconfig) #ipvé unicast-
routing

El(config) #ipvé router

eigrp 1

Rl (config-router) #eigrp
router-id 10.1.1.1

Rl (config-router) #no shutdown

Rl {config) #interface
gigabitethernet 0/0

Rl (config-if)#ipvé address
2001:db8:0:11::1/64

Enables the forwarding of IPv6 unicast data-
grams globally on the router

Creates and enters EIGRP router configuration
mode with the autonomous system being 1

Enables the use of a fixed router 1D

Enables the EIGRP for the IPv6 process

Moves to interface configuration mode

Configures a global IPv6 address on the interface
and enables [Pv6 processing on the interface

Rl (config-if)#ipv6 eigrp 1

Rl {config-if)#no shutdown

Enables EIGRP for IPv6 on the interface and
places this interface into autonomous system |

Starts the interface

Rl (config-if) #interface
loopback 0

Moves to interface configuration mode

Rl{config-if)#ipvé address
2001:db8:0:1::1/64

Rl{config-if)#ipv6 eigrp 1

Conligures a global [Pv6 address on the interface
and enables [Pv6 processing on the interface

Enables EIGRP for 1Pv6 on the interface and
places this interface into autonomous system 1

Rl iconfig-if)#exit
Rl (config) #exit

El#copy running-config
startup-config

Moves to global configuration mode

Moves to privileged mode

Saves the configuration to NVRAM




Part VIII: Network Administration and
Troubleshooting



Chapter 19. Backing Up and Restoring Cisco IOS Software and
Configurations

This chapter provides information and commands concerning the following topics:
= Boot system commands
= The Cisco IOS File System
= Viewing the Cisco IOS file System

» Commonly used URL prefixes for Cisco network devices

= Deciphering IOS image filenames
= Backing up configurations to a TFTP server

= Restoring configurations from a TFTP server

= Backing up the Cisco 10S Software to a TFTP server
= Restoring/upgrading the Cisco 10S Software from a TFTP server
= Restoring the Cisco IOS Software from ROM Monitor mode using Xmodem

= Restoring the Cisco IOS Software using the ROM Monitor environmental variables and
tftpdnld command

Boot System Commands

Router (config) #boot system Loads the Cisco [0S Software with image-
flash image-name Hame.

Router (config) #boot system Loads the Cisco 10S Software with image-
tftp image-name 172.16.10.3 name from a TFTP server.

REouter (config) #boot system rom | [pads the Cisco [0S Software from ROM.
Router (config) fexit
Routerficopy running-config Saves the running configuration to NVRAM.

startup-config The router will execute commands in their
order on the next reload.

Tip
If you enter boot system flash first, that is the first place the router will go to look for

the Cisco 1OS Software. If you want to go to a TFTP server first, make sure that the
boot system tftp command is the first one you enter.

Tip
If there are no boot system commands in the configuration, the router defaults to
loading the first valid Cisco IOS image in flash memory and running it. If no valid



Cisco IOS image 1s found in flash memory, the router attempts to boot from a network
TFTP server. After six unsuccessful attempts of locating a network TFTP server, the
router loads into ROMmon mode.

The Cisco 10S File System

Note

The Cisco 10S File System (IFS) provides a single interface to all the file systems
available on a routing device, including the flash memory file system; network file
systems such as TFTP, Remote Copy Protocol (RCP), and File Transfer Protocol
(FTP); and any other endpoint for reading and writing data, such as NVRAM, or the
running configuration. The Cisco IFS minimizes the required prompting for many
commands. Instead of entering in an EXEC-level copy command and then having the
system prompt you for more information, you can enter a single command on one line
with all necessary information.

| Cisco 10S Software Commands IFS Commands

| copy tftp running-config copy tftp: system:running-config
copy tftp startup-config copy tftp: nvram:startup-config

;shuw startup-config more nvram:startup-config

| erase startup-config erase nVram:

copy running-config startup-config | copy system:running-config
nvram:startup-config

copy running-config tftp copy system:running-config tftp:

show running-config more system:running-config

Viewing the Cisco IOS File System

| Router#show file systems | Displays all the available files systems on the device |

Note

The Cisco IOS File System uses a URL convention to specify files on network devices
and the network. Many of the most commonly used URL prefixes are also available in
the Cisco 1OS File System.

Commonly Used URL Prefixes for Cisco Network Devices



flash: Flash memory. Available on all platforms. An alias for the
flash: prefix is slot0.

ftp: - FTP network server.

http: HTTP network server.

nvram: NVRAM.

rep: RCP network server.

system: | Contains system memory, including the current running con-
figuration.

tftp: TFTP network server.

usbflash0, usbflash1 | USB flash.

Deciphering 10S Image Filenames

Although it looks long and complex, there is a reason that Cisco names its IOS images they way that
they do. It is important to understand the meaning behind an IOS image name so that you can correctly
choose which file to work with.

There are different parts to the image filename, as follows:
c2900-universalk9-mz.SPA.152-4.M1.bin

¢2900 The platform on which the image runs. In this case, it is a Cisco 2900
router.

universal | Specifies the feature set. Universal on a 2900 would include IP Base,
Security, Unified Communication, and Data feature sets. Each router is
activated for [P Base: the others need software activation.

NOTE k9 in an image name means that strong encryption, such as
3DES/AES, is included.

mz Indicates where the image runs and if it 1s compressed. m means the file
runs from RAM. z means the file is compressed.

SPA This software is digitally signed. There are two file extensions possible:
SPA or SSA. The first character S stands for digitally signed software.
The second character P in SPA means that this release is meant for pro-
duction. A second character § in SSA means it is a special image and has
limited use or special conditions. The third character A indicates the key
version used to digitally sign the image.

152-4. M1 | The version number of the software. In this case, we have major
release 15, minor release 2. new feature release 4. M means Extended
Maintenance Release, and 1 is the Maintenance Rebuild Number.

bin This is the file extension. .bin shows that this file is a binary executable
file.

Note

The Cisco IOS naming conventions, meanings, content, and other details are subject to
change.



Backing Up Configurations to a TFTP Server

Denver#copy running-config Saves the running configuration from
startup-config DRAM to NVRAM (locally).

Denverfcopy running-config tftp | Copies the running configuration to the
remote TFTP server.

Address or name of remote The 1P address of the TFTP server.
host[ 17 192.168.119.20

Destination Filename [Denver- The name to use for the file saved on the
confg] 7 ~Enter] TETP server.

plirniiieiliietld Each bang symbol (!) = 1 datagram of data.

624 bytes copied in 7.05 secs

Denverf File has been transferred successfully.
Note
You can also use the preceding sequence for a copy startup-config tftp command
sequence.

Restoring Configurations from a TFTP Server

Denverfcopy tftp running-config Copies the configuration file from
the TFTP server to DRAM.
address or name of remote host[ |7 The IP address of the TFTP server.

192.168.119.20

Source filename [ ]?Denver-confg Enter the name of the file you want
to retrieve.

Destination filename [running-config]?

<Enter

Acrcessing tftp://192.168.119.20/Denver-

confy. ..

Loading Denver-confg from
192.168.119.02 {via Gigabit Ethernet
0/0):

[OK-524 bytes]

624 bytes copied in 9.45 secs

Denverd File has been transferred successfully.

Note

You can also use the preceding sequence for a copy tftp startup-config command



sequence.

Backing Up the Cisco 10S Software to a TFTP Server

Denverfcopy £lash0: tftp:

Source filename [ 17 e2900-universalk9%-mz. Nﬂn-lﬂ {)f thﬂ Cisc[) IOS

SPA.152-4.M1.bin Software image.

address or name of remote host [ 17 -Theadmessgfﬂm'TFTP
192.168.119.20 Server.

Destination filename [c2900-universalk9d- The destination filename is the
mz.SPA.152-4.M1.bin]? ~Enter) same as the source filename, so

just press <Enter],

8206589 bvtes copied in 263.68 seconds

Denvery

Restoring/Upgrading the Cisco IOS Software from a TFTP Server




Denverfcopy tftp: flash:
Address or name of remote host [ ]7?
192.168.119.20

Source filename [ 17 c2900-universalk%-
mz.SPA.152-4.M1.bin

Destination filenams [¢c2900-universalk’-
mz.SPA.152-4.M1.bin] 7 <Enier

Accessing tftp://192.168.119.20/
c2900-universalk9-mz.SPA.152-4.M1.bin

Erase flash: before copying? [confirm] If flash memory is full, erase it

«~Enter) first,

Erasing the flash file system will remove

all files

Continue? [confirm] Enter Press Ctrl)-[C) if you want to
cancel.

Erasing device ecececececeseceses, .. Each e represents data being

erased erased.

Loading c29%00-universalk9-mz.SPA.152-4,.
Ml.bin

from 192.168.119.20

(via) GigabitEthermet 0/0): 1111111111111 | Each bang symbol (!) = | data-
plbtrerrrrrpprbppbprpbtrerrierpirbbrilb it | eram of data.

[OK - 8906589 Bytes]

906589 bytes copied in 277.45 secs

Denverf Success.

Restoring the Cisco 1OS Software from ROM Monitor Mode Using Xmodem

The output that follows was taken from a 1720 router. Some of this output might vary from yours,
depending on the router model that you are using.




rommon 1 >confreg

Shows the configuration

summary. Step through the
questions, answering defaults
until you can change the
console baud rate. Change it
to 115200; it makes transfer
go faster.

Configuration Summary
enabled are:

load rom after netboot fails
conaole baud: 900

boot :
commands

image specified by the boot system

or default to: cisco2-cl1700

do vou wish to change the configuration? v/n

[n]: ¥
enable *diagnostic mode”? v/n [n]: n

enable "use net in IP bcast address"? y/n
nj: n

disable *“locad rom after netboot fails”? y/n

[n]l: n

enable "use all zero broadcast”? v/n [n]l: n
enable “break/abort has effect*? y/n [n]l: n
enable "“ignore system config info"? y/n

[n]l: n

change conscle baud rate? v/n [nl: v

enter rate: 0=3%9600, 1=4800, 2=1200, 3=24400
4=19200, 5=38400, 6=57600, 7=115200 [0]: 7

change the boot characteristics? yv/n [nl: n

Prompts begin to ask a series
of questions that allow you
to change the configuration
register. Answer n to all
questions except the one that
asks you to change the con-
sole baud rate. For the enter
rate, choose 7 because that 1s
the number that represents a
baud rate of 115200.



Configuration Summary
enabled are:

load rom after netboot fails
congcle baud: 115240

boot: image specified by the boot system

commands
or default to: ciscoz-cl700

do you wish to change the configuration? y/n

1] : n

rommone =

After the summary 1s shown
again, choose n to not
change the configuration and
20 to the rommon> prompt
again.

rommon Zxresat

Rommon 1=xmodem cl1700-js-1_121-3.bkbin

Reloads the router at the
new com speed. Change the
HyperTerminal setting to
115200 to match the router’s
new console setting.

Asking to transfer this image
using Xmodem.

.eoutput cuts. ..

Do you wish to continue? v/n [n ]:y

Choose y to continue.

In HyperTerminal, go to
Transfer, then Send File (see
Figure 16-1). Locate the
Cisco 10S Software file on
the hard drive and click Send
(see Figure 16-2).

Router will reload when transfer is

completed.

Reget baud rate on router.

Router (config) #line con 0

Router (config-line) fispeed 9600

Router (config-line) #exit

HyperTerminal will stop
responding. Reconnect Lo
the router using 9600 baud,
8-N-1.




& cisco - HyperTerminal

File Edit View Cal TrunJ':-r Hulp

e &3 Send File...
; Rieceive File,..,
Download al copeureres... request o

rommont 3 > serd Test File...

System Bogi _S®refofin=  hn 12.0(3)T, RELEASE SOFTWARE (fcl)
Bﬂpyrlght {c) 1999 by cis

PC = QufffBbeid, Vector = Ox000, SP = Quffod27h0o

C1700 platforn with 92768 Kbytes of main memory

PC = OxfffObes8, Vector = Oxo080, SP = Ox8000486c

monitor: command “boot” aborted due to user interrupt
rommon 1 > confreg

Configuration Summary
enabled are:
load rom after netboot fails
console baud: 9600
boot: image specified by the boot system commands
or default to: cisco2-C1700

do vou wish to change the configuration? v/n I[nl: n

rommon 2 > Wmodem cl700-y-mz.120-1.XA3
Do not start the sending program vet...
File =size Checksum File name
2042492 hytes (Bx2544fc) Pxcf99 cl700-y-mz.120-1.4¥A3 (deleted)
2442492 bytes (Ox2044Tc) Oxcf99 cl700-y-mz.120-1.KA3

UARMING: A1l existing data in bootflash will be lost!
Invoke this application only for disaster recoverv.
Do vou wish to continue? w/n [nl: _

|5ends a File Lo the remaobe system

- o - r F F =
f; start & ma & 1595 B search Results ol 1595-02-05 - Microsa, ., & clsco - HyperTermingl lt :;u IF!, I:A Hlm 10:04 P

Figure 19-1. Finding the Cisco IOS Software Image File

M Send File =X
Folder: C:\Docurents and Setting:\Dad
Flaname:
(e Nios\e1 7004z, 120-1 XA3
Fiotocol
| Zmodem wilk Crash Recovery *-' |
[ send || Ciose |[ Canes |

Figure 19-2. Sending the Cisco IOS Software Image File to the Router

Restoring the Cisco I0S Software Using the ROM Monitor Environmental
Variables and tftpdnld Command



rommon 1=IP Indicates the IP address for this unit.
ADDRESS=192.168.100.1

rommon 2Z>IP SUBNET Indicates the subnet mask for this umt.
MASK=255.255.255.0

rommon 3 >DEFAULT Indicates the default gateway for this unit.
GATEWAY=192.168.100.1

rommon 4>TFTP_ Indicates the IP address of the TFTP server.
SERVER=192.168.100.2

rommon S5>TFTP_FILE= Indicates the filename to fetch from the TFTP server.
©2600-js-1 121-3.bin

rommon 6>tftpdnld Starts the process.

eEoutput cuts>, L.

Do you wish to continue?
yin: [n]:y

ceesoutput cut=.. .

Rommon 7=i Resets the router. The i stands for initialize.

Note

Commands and environmental variables are case sensitive, so be sure that you have
not accidentally added spaces between variables and answers.




Chapter 20. Password-Recovery Procedures and the Configuration
Register

This chapter provides information and commands concerning the following topics:

= The configuration register
— A visual representation

— What the bits mean

— The boot field
— Console terminal baud rate settings

— Changing the console line speed: CLI

— Changing the console line speed: ROM Monitor mode

» Password-recovery procedures for Cisco routers

= Password-recovery procedures for 2960 series switches

The Configuration Register

routerfshow version The last line of output tells you what
the configuration register is set to.

routerfconfigure terminal Moves to global configuration mode.
router (config) #config-register 0x2142 | Changes the configuration register to
2142,

A Visual Representation

The configuration register is a 16-bit field stored in NVRAM. The bits are numbered from 15 to 0
looking at the bit stream from left to right. Bits are split up into groups of 4, and each group is
represented by a hexadecimal digit.

| 15141312 111098 7654 3210 :Bitp]u{:eh‘
0010 0001 0100 0010 | Register bits
2 | 4 2 _ Bits represented 1n hex

What the Bits Mean



Bit Number - Hexadecimal | Meaning

00-03 0x0000-0x000F | Boot field.

06 0x0040 | lgnore NVRAM contents.

07 0x0080 OEM bit enabled.

OR Ox0100 _ Break disabled.

09 | 0x0200 Causes system to use secondary bootstrap
(typically not used).

10 Ox0400 IP broadcast with all Os.

P 3 o | (}xﬂﬂ'li},_ [}xOSUﬂ,_{lxl{lﬂi} _ Console line speed.

13 0x2000 Boots default ROM software if network boot
fails.

14 _ Ox4000 _ IP broadcasts do not have net numbers.

15 0x8000 Enables diagnostic messages and ignores
NVRAM contents.

The Boot Field

Note

Even though there are 16 possible combinations in the boot field, only 3 are used.

Boot Field | Meaning

00 Stays at the ROM Monitor on a reload or power cycle
01 Boots the first image in flash memory as a system image
02-F Enables default booting from flash memory

Enables boot system commands that override default booting from flash
memory

Tip
Because the default boot field has 14 different ways to represent it, a configuration
register setting of 0x2102 is the same as 0x2109, or 0x210F. The boot system

command is described in Chapter 19, “Backing Up and Restoring Cisco 10S Software
and Configurations.”

Console Terminal Baud Rate Settings



Baud Bit 5 Bit12 | Bit11
115200 |1 | |
57600 | 1 | 0
38400 | 0 E
19200 |1 0 0
9600 0 0 0
4800 0 0 |
2400 0 E E
1200 0 | 0

Changing the Console Line Speed: CLI

routerfconfigure terminal

router (config) #line console 0 Eniers console line mode

router (config-line) #speed 19200 | Changes speed to 19200 baud

Tip

Cisco IOS Software does not allow you to change the console speed bits directly with the
config-register command.

Changing the Console Line Speed: ROM Monitor Mode



rommonl =confreg Shows configuration
summary. Step through
the questions, answer-
ing with the defaults
until you can change
the console baud rate.

Configuration Summary

enabled are:

load rom after netboot fails

conscle baud: 2600

boot: image specified by the boot system commands

or default to: x (name of system image)

do you wish to change the configuration? v/n [nl: v
enable "*diagnostic mode”? v/n [n]: n

enable ™ugse net in IF bcast address"? v/nn [n]l: n
disable *"“load rom after netboot fails*? v/n [nl: n
enakble "use all zero broadcast"? y/n [n]l: n

enable "break/abort has effect"? v/n [n]: n

enable “ignore system config info”? v/n [n]l: n
change conscle baud rate? yw/n [n]: ¥

enter rate: 0=9&00, 1=4B00, 2=1200, 3=2400
4=19200, 5=3B400, &=57600, 7=115200 [0]: 7

Configuration Summary

enabled are:

load rom after netbhoot fails

console baud: 115200

boot: image specified by the boot system commands

or default to: x (name of system image)

change the boot characteristice? v/n [n]: n . After the summary is
shown again. choose n
to not change the con-

figuration and go to the
rommonzprompt again,

rommaorns =

Tip

Make sure that after you change the console baud rate, you change your terminal program to
match the same rate!

Password-Recovery Procedures for Cisco Routers



Step

Step 1: Boot the router
and interrupt the boot
sequence as soon as text
appears on the screen.

The Break sequence dif-
fers depending on the
terminal program you are
using. In HyperTerminal
and PuTTY, the command
is Ctrl)-Break). In TeraTerm,
the command is Alt}-B.
Make sure you know the
correct sequence.

Step 2: Change the
configuration register
to 1gnore contents of
NVRAM.

Step 3: Reload the router.

2500 Series Commands

Press Cirl) - Break

>

=ofr 0x2142

1700/2600/1SR/ISR2 Series
Commands

Pracs @J - Break

rommon 1>

rommon l-confreg 0x2142

>

=i

rommon 2>

rommon 2sreset

Step 4: Enter privileged
EXEC mode. (Do not
enter setup mode.)

Router>enablea

FEouterg

Router=enable

Routerd

Step 5: Copy the startup
configuration into the
running configuration.

Routerficopy startup-
config running-config

Routerficopy startup-
config running-config

s sieomtpa cut>, ..

ceoutput cuts. ..




Denver# Denveri
Step 6: Change the Denverfconfigure Denverficonfigure
password. terminal terminal

Denver (config) #enable
secret newpassword

Denver (config) #

Denver (config) #enable

secret newpassword

Denver (config)#

Step 7: Reset the con-
figuration register back
to its default value.

Step 8: Save the
configuration.

Step 9: Verify the con-
figuration register.

Denver (config) #config-
register 0x2102

Denver {(config) fconfig-
register 0x2102

Denver (config) #

Denver (config) fexit

Denver (configl #

Denver (config) #exit

Denverfcopy running-
config startup-config

Denverficopy running-
config startup-config

Denver#

Denverfshow version

. ..=output cut=...

DenverH
Denverfishow wversion

..=0output cuts...

Configuration regis-
ter is 0x2142 (will be
0x2102 at next reload)

Denvert

Configuration regis-
ter is 0x2142 {(will be
0xz2102 at next reload)

Denverf

Step 10: Reload the
router.

Denvergreload

Password Recovery for 2960 Series Switches

Denverfdraeload




Unplug the power supply from the back of
the switch.

Press and hold the Mode button on the front
of the switch.

Plug the switch back in.

Release the Mode button when the SYST
LED blinks amber and then turns solid green.
When you release the Mode button, the
SYST LED blinks green.

Issue the following commands:

switch: flash init
switch: load helper

gwitch: dir £lash:

Initializes the flash memory.

Do not forget the colon. This displays
which files are in flash memory.

switch: rename flash:config.text
flash:config.old

You are renaming the configuration
file. The config.text file contains the
password.

switch: boot

When asked whether you want to enter the
configuration dialog. enter m to exit out to the
switch prompt.

gwitch-enable

gswitch#rename flash:config.old
flash:config.text

Destination filename [config.text]

switch#copy flash:config.text

system: running-config

Boots the switch.

Takes you to user mode.

Enters privileged mode.

Renames the configuration file back to
the original name.

Press <Enter],

Copies the configuration file into
memory.

768 bytes copied in 0.624 seconds

2960Switch#

25608witchfconfigure terminal

The configuration file is now reload-

ed. Notice the new prompt.

Enters global configuration mode.

29608witchi{config) #

Proceed to change the passwords as
needed

28608witch (config) #exit

2%605witch#copy running-config
startup-config

Saves the configuration into NVRAM
with new passwords.




Chapter 21. Cisco Discovery Protocol (CDP)

This chapter provides information and commands concerning the following topic:

= Cisco Discovery Protocol (CDP)

Cisco Discovery Protocol

Router#ishow cdp Displays global CDP information (such as
Limers)

Routerfshow cdp neighbors Displays information about neighbors

Routerfishow cdp neighbors Displays more detail about the neighbor

detail device

Router#show cdp entry word Displays information about the device named
word

Router#show cdp entry * Displays information about all devices

Router#show cdp interface Displays information about interfaces that
have CDP running

Routerfishow cdp interface x Displays information about specific interface
x running CDP

Routerfishow cdp traffic Displays traffic information—packets infout/
Version

Router (config) #cdp holdtime x Changes the length of time to keep CDP

packets
Router (config) fedp timer x Changes how often CDP updates are sent
Router (config) #cdp run Enables CDP globally (on by default)
Router (config)#no cdp run | Turns oft CDP globally
Router (config-if) #edp enable Enables CDP on a specific interface

Router (config-if)#no cdp enable | Turns off CDP on a specific interface

Routerf#iclear cdp counters ‘ Resets traffic counters to 0

Router#clear ecdp table Deletes the CDP table

Routerifdebug cdp adjacency Monitors CDP neighbor information

Routerfidebug cdp events Monitors all CDP events

Routerf#debug cdp ip | Monitors CDP events specifically for IP

Router#debug cdp packets Monitors CDP packet-related information
Caution

Although CDP is necessary for some management applications, CDP should still be
disabled in some instances.

Disable CDP globally if



= CDP is not required at all.

* The device is located in an insecure environment.

Use the command no cdp run to disable CDP globally:
RouterOrSwitch (config) #no cdp run

Disable CDP on any interface if
» Management is not being performed.
* The switch interface is a nontrunk interface.

= The interface is connected to a nontrusted network.
Use the interface configuration command no cdp enable to disable CDP on a specific interface:

Click here to view code image

RouterOrSwitch (config) #interface fastethernet 0/1

RouterOrSwitch (config-if) #no cdp enable



Chapter 22. Remote Connectivity Using Telnet or SSH

This chapter provides information and commands concerning the following topics:
= Configuring a device to accept a remote Telnet connection

= Using Telnet to remotely connect to other devices
= Verifying Telnet

» Configuring the Secure Shell protocol (SSH)
= Verifying SSH

Configuring a Device to Accept a Remote Telnet Connection

Note

The ability to telnet into a Cisco device is part of every Cisco IOS. You only need to
assign passwords to allow a remote connection into a device.

Router (config) #line vty 0 4 Enters vty line mode for 5 vty lines
numbered () through 4.

NOTE An ISR2 router has 5

viy lines numbered (0 through 4. A
2960/3560 switch has 16 vty lines
numbered 0 through 15. Make sure
that you assign a password to all vty
lines of your devices.

Router (config-line)#password letmein | Sets vty password to letmein.

| Boutericontig-ino)wlogla Enables password checking at login.
Note
A device must have two passwords for a remote user to be able to make changes to the
configuration:

= Line vty password

= enable or enable secret password

Without the enable or enable secret password, a remote user will only be able to get
to user mode, not to privileged EXEC mode. Remember that without an enable or
enable secret password set, a user logged in through the console will still access
privileged EXEC mode. But a remote user needs one of these passwords to gain
access. This is extra security.

Using Telnet to Remotely Connect to Other Devices

The following five commands all achieve the same result: the attempt to connect remotely to the



router named Paris at IP address 172.16.20.1.

Any of the

Denver>telnet paris

Enter if ip host command was used previously to create
a mapping of an IP address to the word paris.

NOTE The ip host command is covered in Chapter 6,
“Configuring a Single Cisco Router.” in the “Assigning a

Denver=telnet
172.16.20.1

Local Hostname to an IP Address™ section.

Denver>paris

: Enter if ip host command is using a default port number.

Denver-connect paris

Denver=172.16.20.1

FParis= Eﬁﬂ-iSh”ﬂ—jﬂ,
release, then press
xJ

Denver:s

preceding commands lead to the following configuration sequence:

Paris= As long as vty password 1s set. See the Caution following
this table.

Paris=exit Terminates the Telnet session and returns you to the

| Denver prompt.

Denver:

OR

Paris=logout Terminates the Telnet session and returns you to the
Denver prompt.

Denver:

Suspends the Telnet session but does not terminate it, and
returns you to the Denver promplt.

Denvers> [Enter)

Resumes the connection Lo Paris.

Paris=
Denver-resume

Paris=

Resumes the connection to Paris.

Denver>disconnect
paris

Denvers

Terminates the session to Paris.

Verifying Telnet




Denverfishow sessions Displays connections you opened to other sites.

Denverfishow users Displays who 1s connected remotely to you.
Denverficlear line x Disconnects the remote user connected to you on line x.

The line number is listed in the output gained from the
show users command.

Denver (config) #line Moves to line configuration mode for vty lines 0-4.
vey 0 4
Denver (config-line) Limits the number of simultaneous sessions per vty line
session-limit x to x number.

Caution

The following configuration creates a big security hole. Never use it in a live
production environment. Use it in the lab only!

Denver (config) #line vty 0 4 Moves you to line configuration mode for viy
lines 0.

Denver (config-line)#no password The remote user is not challenged when
telnetting to this device.

Denver (config-line)#no login The remote user moves straight 1o user mode.
Note
A device must have two passwords for a remote user to be able to make changes to the
configuration:

= Line vty password (or have it explicitly turned off; see the preceding Caution)

» Enable or enable secret password

Without the enable or enable secret password, a remote user will only be able to get
to user mode, not to privileged mode. This is extra security.

Configuring the Secure Shell Protocol (SSH)

Caution

SSH Version 1 implementations have known security issues. It is recommended to use
SSH Version 2 whenever possible.

Note

The device name cannot be the default switch (on a switch) or router (on a router).
Use the hostname command to configure a new host name of the device

The Cisco implementation of SSH requires Cisco IOS Software to support Rivest-Shamir-Adleman



(RSA) authentication and minimum Data Encryption Standard (DES) encryption—a cryptographic
software image.

Denver (conflg) fusername Roland | (Creates a locally significant username/pass-

password tower word combination. These are the credentials
needed to be entered when connecting to the
router with SSH client software.

Denver (config) #ip domain-name Creates a host domain for the router.
taeat.lab

Denver (config) #crypto key Enables the SSH server for local and remote
generate rsa authentication on the router and generates an

RSA key pair.

Denver (config) #ip ssh version 2 | Enables SSH Version 2 on the device.

Note

To work, SSH requires a local username database, a local IP domain, and an RSA key
to be generated.

Denver (config) #line vty 0 4 Move to vty configuration mode for all 5 vty
lines of the router.

Denver (config-line)#login Enables password checking on a per-user

local basis. Username and password will be checked

against the data entered with the username
global configuration command.

Denver (config-line) #transport | Limits remote connectivity to SSH connections
input ssh only; disables Telnet.

Verifying SSH

Denver#show ip ssh Verifies that SSH is enabled

Denver#show ssh Checks the SSH connection to the device




Chapter 23. Verifying End-to-End Connectivity

This chapter provides information and commands concerning the following topics:

» [CMP redirect messages
= The ping command

= Examples of using the ping and the extended ping commands

* The traceroute command

ICMP Redirect Messages

Router (config-if) #neo ip
redirects

Router({config-if) #ip
redirects

Disables ICMP redirects from this specific interface

Reenables ICMP redirects from this specific
interface

The ping Command

Router#iping w.x.v.z

Checks for Layer 3 connectivity with device at 1Pv4
address w.x.y.z

Fouterfping aaaa:aaaa:a
aaa:aaaa:aaaa:aaaa:aaaa

raaaa

Router#ping

Checks for Layer 3 connectivity with device at [Pv6
address aana:aaaa:aaaa:aaaa:aaaa:aaaa;aaaa;aaaa

Enters extended ping mode, which provides more
options

The following table describes the possible ping output characters.

Character | Meaning

! Successtul receipt of a reply.

Device timed out while waiting for a reply.

U A destination unreachable error protocol data unit (PDU) was received.
Q Source quench (destination too busy).

M Could not fragment.

? Unknown packet type.

& Packet lifetime exceeded.

Examples of Using the ping and the Extended ping Commands




Routerfping 172.16.20.1

Performs a basic Layer 3 test to IPv4
address 172.16.20.1.

Fouterfping paris

Same as above but through the IP host name.

Routerfiping 2001:dbB:D1AS:C900::2

Checks for Layer 3 connectiv-
ity with device at IPv6 address
2001:db8:D1AS:C900::2.

Router#ping

Enters extended ping mode; can now
change parameters of ping test.

Protocol [ip]:

Press («Return) to use ping for IP.

Target IP address: 172.16.20.1

Repeat count [S5]: 100

Enter the target [P address.

Enter the number of echo requests vou
want to send. The default 1s 5.

Datagram size [100]: [«Retum)

Enter the size of datagrams being sent.
The default is 100,

Timeout in Seconds [2]: [«Beturn)
Extended commands [n]: yes

Enter the timeout delay between sending

echo requests.

Allows you to configure extended
commands.

Source address or interface:
10.0.10.1

Type of Serviece [0]

Allows you to explicitly set where the
pings are originating from.

Allows you to set the TOS field in the 1P
header.




Set DF bit in IP header [no] Allows you to set the DF bit in the IP
header.

Validate reply data? [no] Allows you to set whether you want
validation.

Data Pattern [0xABCD] Allows you to change the data pattern in the
data field of the ICMP echo request packet.

Loose, Strict, Record, Timestamp,
Verbose [none] : [«Return]

Sweep range of sizes [no]: [<Rsturn)
Type escape seguence to abort

Sending 100, 100-byte ICMP Echos
to 172.16.20.1, timeout is 2
geconds :

---------------------------------

Success rate is 100 percent
(100/100) round-trip min/avg/max
= 1/1/4 ms

The traceroute Command

The traceroute command (or tracert in Windows) is a utility that allows observation of the path
between two hosts.

Routerfitraceroute Discovers the route taken to travel to the 1Pv4 destina-

172.16.20.1 tion of 172.16.20.1

Routerfitraceroute Command with IP host name rather than [P address
paris

Routerftraceroute Discovers the route taken to travel to the IPv6 destina-

2001:db8:D1A5:C900::2 tion of 2001:db8:D1AS5:C900::2

Routerstrace Common shortcut spelling of the traceroute command
172.16.20.1

Note

In Windows operating systems, the command to allow observation between two hosts
is tracert:

C:\Windows\system32>tracert 172.16.20.1




Chapter 24. Configuring Network Management Protocols

This chapter provides information and commands concerning the following topics:

» Configuring SNMP

= Configuring syslog

» Syslog message format

= Severity levels

» Syslog message example

= Configuring NetFlow
= Verifying NetFlow

Configuring SNMP

Router (config) #snmp-server Sets a read-only (ro) community string called |
community academy ro academy
Router (config) #snmp-server Sets a read-write (rw) community string

| community academy rw called academy
Router (config) #enmp-server Defines an SNMP string that describes the
location 2nd Floor IDF physical location of the SNMP server
Router (config) #snmp-server Defines an SNMP string that describes the

contact Scott Empson 555-5243 sysContact information

Note

A community string is like a password. In the case of the first command, the community
string grants you access to SNMP.

Configuring Syslog



Router (config) floegging on | Enables logging to all supported destinations.

Router (config) #logging Logging messages will be sent to a syslog server

192.168.10.53 host at address 192.168.10.53.

Router (config) #logging Logging messages will be sent to a syslog server

sysadmin host named sysadmin.

Router (config) #logging Sets the syslog server logging level to value x, where

trap x x 18 a number between 0 and 7 or a word delin-
ing the level. The table that follows provides more
details.

Router (config) fservice Stamps syslog messages with a sequence number.

gagquence-numbears

Router (config) #service Syslog messages will now have a time stamp

timestamps log datetime included.

Syslog Message Format

Note
The general format of syslog messages generated on Cisco IOS Software is as follows:

seq no:timestamp: %facility-severity-
MNEMONIC:description

Item in Syslog Definition

Message

seq no Sequence number. Stamped only if the service sequence-numbers
global configuration command is configured.

timestamp Date and time of the message. Appears only 1f the service timestamps
log datetime global configuration command is configured.

facility The facility to which the message refers: SNMP, SYS, and so on.

severity Single-digit code from 0 to 7 that defines the severity of the message.

See the Syslog Severity Levels Table for descriptions of the levels.
MNEMONIC | String of text that uniquely defines the message.

description String of text that contains detailed information about the event being
reported.

Syslog Severity Levels

There are eight levels of severity in logging messages, as follows:



| 0 | Emergencies | System 15 unusable

| 1 | Alerts Immediate action needed
2 Critical | Critical conditions
3 Errors Error conditions
4 Warnings - Warning conditions
5 Notifications Normal but significant conditions
| 6 | Informational Informational messages (default level)
4 Debugging Debugeing messages

Setting a level means you will get that level and everything numerically below it. Level 6 means you
will receive messages for levels 0 through 6.

Syslog Message Example

The easiest syslog message to use as an example is the one that shows up every time you exit from
global configuration back to privileged EXEC mode. You have just finished entering a command and
you want to save your work, but after you type in exit you see something like this:

(Your output will differ depending on whether you have sequence numbers or time/date stamps
configured.)

Click here to view code image

Router (config) #exit
Router#
*Feb 18:22:45:20.878: %SYS-5-CONFIG I: Configured from
console by
console
Router#

So, what does this all mean?
* No sequence number is part of this message.
» The message occurred at Feb 18, at 22:45:20.878 (or 10:45 PM, and 20.878 seconds).
= [tis a SYS Message, and it is level 5 notification.

= It is a CONFIG message, and specifically we are being told that the configuration occurred
from the console.

Configuring NetFlow

NetFlow is an application for collecting IP traffic information. It is used for network accounting and
security auditing.

Caution

NetFlow consumes additional memory. If you have limited memory, you might want to
preset the size of the NetFlow cache to contain a smaller number of entries. The default
cache size depends on the platform of the device.



Router (config) #interface Moves to interface configuration mode.
gigabitethernet 0/0

Router (config-if)#ip flow | Epables NetFlow on the interface. Captures traffic

ingress that is being received by the interface.

Router (config-if)#ip flow | Enables NetFlow on the interface. Captures traffic

egress that is being transmitted by the interface.

Router (config-if) #exit Returns to global configuration mode.

Router (config) #ip flow- Defines the IP address of the workstation to which

export destination you want to send the NetFlow information and the

ip address udp port UDP port on which the workstation is listening for
the information.

Router (config) #ip flow- Specifies the version format that the export packets

export version x used.

Note

NetFlow exports data in UDP in one of five formats: 1, 5, 7, 8, 9. Version 9 1s the most
versatile, but is not backward compatible with Versions 5 or 8.

Verifying NetFlow
Routerfishow ip interface | Displays information about the interface. including
gigabitethernet 0/0 NetFlow, as being either ingress or egress enabled.
Router#show ip flow Verifies status and statistics for NetFlow accounting
export data export.
Routerfishow ip cache Displays a summary of NetFlow statistics on a Cisco
flow [OS router.

Note

The show ip cache flow command is useful for seeing which protocols use the highest
volume of traffic, and between which hosts this traffic flows.




Chapter 25. Basic Troubleshooting

This chapter provides information and commands concerning the following topics:

» Viewing the routing table

= Clearing the routing table
= Determining the gateway of last resort

» Determining the last routing update

= OSI Layer 3 testing

= OSI Layer 7 testing

= Interpreting the show interface command
= Clearing interface counters

= Using CDP to troubleshoot

* The traceroute command

* The show controllers command

* debug commands
= Using time stamps

= Operating system IP verification commands

= The ip http server command
* The netstat command

= The arp command

Viewing the Routing Table

:Rauter#shcw

Routerfshow

'Router#shcw
Routerfshow
Routertishow

Fouter#show

ip

ip

ip
ip
ip

ip

route

route

route

route

route

route

Clearing the Routing Table

protocol

w.X.V.Z
connactead
static

summary

Routerfclear ip route *

Displays the entire routing table

Displays a table about a specific protocol
(for example, RIP or IGRP)

Displays information about route w.x.y.z
Displays a table of connected routes
Displays a table of static routes

Displays a summary of all routes

Clears entire routing table, forcing it to rebuild

Routergelear ip route a.b.c.d Clears gpccjﬁc route to network ab.c.d

Determining the Gateway of Last Resort



Router (config) ffip Sets network w.x.y.z to be the default route. All routes

default-network not in the routing table will be sent to this network.
W.X.V.Z
Router (config) #ip Specifies that all routes not in the routing table will be

route 0.0.0.0 0.0.0.0 sentto 172.16.20.1.
172.16.20.1

Note

The ip default-network command is for use with the deprecated Cisco proprietary
Interior Gateway Routing Protocol (IGRP). Although you can use it with Enhanced
Interior Gateway Routing Protocol (EIGRP) or RIP, it is not recommended. Use the ip
route 0.0.0.0 0.0.0.0 command instead.

Routers that use the ip default-network command must have either a specific route to
that network or a 0.0.0.0 /0 default route.

Determining the Last Routing Update

Routerf#show ip route Displays the entire routing table

Routerf#show ip route Displays information about route w.x.y.z

W.X.VZ

Routerfishow ip protocols Displays the IP routing protocol parameters and
statistics

OSI Layer 3 Testing

Router#ping w.x.y.z Checks for Layer 3 connectivity with the device at
[Pv4 address wax.y.z
Routerfiping aaaa:aaaa: Checks for Layer 3 connectivity with device at [IPv6
dddd:dddd:dddd:rdadadaa address aaaa:aaaa:aaaa:aaaa:aaaa:aaaa: adada.: aaaa
araadd
Router#ping Enters extended ping mode, which provides more
options
Note
See Chapter 23, “Verifying End-to-End Connectivity” for all applicable ping
commands.

OSI Layer 7 Testing

Note

See Chapter 22, “Remote Connectivity Using Telnet or SSH,” for all applicable Telnet
and SSH commands.




| Router#debug telnet Displays the Telnet negotiation process

Interpreting the show interface Command

Routerfishow interface serial Displays the status and stats of the

0/0/0 interface.

Serial 0/0/0 is up, line The first part refers to the physical status.
protocol is up The second part refers to the logical status.

. .=output cuts, .-

Possible output results:

Serial 0/0/0 is up, line The interface is up and working.

protocol is up

Serial 0/0/0 is up, line Keepalive or connection problem (no clock
protocol is down rate. bad encapsulation).

Serial 0/0/0 is down, line Interface problem. or other end has not been
protocol is down configured.

Serial 0/0/0 is administratively | Interface is disabled—shut down.
down, line protocol is down

Clearing Interface Counters

Routerficlear counters Resets all interface counters to 0

Routerf#clear counters interface type/ | Resets specific interface counters to 0
slot

Using CDP to Troubleshoot

Note

See Chapter 21, “Cisco Discovery Protocol (CDP),” for all applicable CDP
commands.

The traceroute Command

Eouterftraceroute Displays all routes used to reach the destination of w.x.v.z

W.X.V.ZE

Note
See Chapter 23 for all applicable traceroute commands.

The show controllers Command

Routersishow controllers | Displays the type of cable plugged into the serial interface
serial 0/0/0 (DCE or DTE) and what the clock rate is, if it was set

Anl‘\“l\' anmnnl‘n



uctvug vviliiiainud

Routersidebug all Turns on all possible debugging.

(short form of undebug all)

Router#u all Turns off all possible debugging.

Routersishow debug Lists what debug commands are on.

Routerf#terminal monitor Debug output will now be seen through a Telnet
session (default is to only send output on the con-
sole screen).

Caution

Turning all possible debugging on is extremely CPU intensive and will probably cause

your router to crash. Use extreme caution if you try this on a production device.
Instead, be selective about which debug commands you turn on.

Do not leave debugging turned on. After you have gathered the necessary information
from debugging, turn all debugging off. If you want to turn off only one specific debug
command and leave others on, issue the no debug x command, where x is the specific

debug command you want to disable.

Using Time Stamps

Router (config) iservice timestamps

Adds a time stamp to all system
logging messages

Router (config) #service timestamps
debug

Router (config) #service timestamps
debug uptima

Router (config) #service timestamps
debug datetime localtime

Router (config) #no service timestamps

Adds a time stamp to all debugging

messages

Adds a time stamp along with the total
uptime of the router to all debugging

messages

Adds a time stamp displaying the local
time and the date to all debugging

messages

Disables all time stamps

Tip

Make sure you have the date and time set with the clock command at privileged mode

so that the time stamps are more meaningful.

Operating System IP Verification Commands

The following are commands that you should use to verify what your IP settings are. Different

operating systems have different commands.
= ipconfig (Windows 8/7/Vista/2000/XP):




Click Start > Run > Command > ipconfig or ipconfig/all.
= winipcfg (Windows 95/98/Me):

Click Start > Run > winipcfg.
= ifconfig (Mac/Linux):

#ifconfig
The ip http server Command

Router (config) #ip http server Enables the HTTP server, including
_ the Cisco web browser user interface
- Router (config-if)#no ip http server | Disables the HTTP server
Caution

The HTTP server was introduced in Cisco IOS Software Release 11.0 to extend router
management to the web. You have limited management capabilities to your router
through a web browser if the ip http server command is turned on.

Do not turn on the ip http server command unless you plan to use the browser
interface for the router. Having it on creates a potential security hole because another
port is open.

The netstat Command

Ch-netstat | Used in Windows and UNIX/Linux to display TCP/IP connection and
protocol information; used at the command prompt in Windows

The arp Command

The arp Windows command displays and modifies entries in the ARP cache that are used to store IP
addresses and their resolved Ethernet (MAC) addresses.

| C:\Windows\systems32>arp -a Displays the entire ARP cache

'l

:\Windows\system32>arp -4 Clears the ARP cache, forcing the machine to
repopulate with updated information



Chapter 26. Cisco 10S Licensing

This chapter provides information and commands concerning the following topics:

= Cisco licensing earlier than IOS 15.0
= Cisco licensing for the ISR G2 platforms: 10S 15.0 and later
= Verifying licenses
= Cisco License Manager
= Installing a permanent license
= Installing an evaluation license
= Backing up a license
= Uninstalling a license
Cisco Licensing Earlier Than 10S 15.0

Before IOS Version 15.0, the software image was selected based on the required needs of the
customer.

There are eight different images that satisfy different requirements in different service areas, see
Figure 26-1.



Advanced Enterprise Services
{Merges Advanced IF Services and
Enterprise Services)

Full Cisco 1OS Software

Advanced IP Services
(Merge Advanced Security and SP
Services)

IPvE

Advanced Security
{Adds Security/VPN to Data)

Enterprise Services
Enterprise Services without Crypto
(Merge Enterprise Base and SP
Services)

A

SP Services
{Adds SP services to Vioice and Data)

1

Enterprise Base
Enterprise Base without Crypto
{Adds Multiprotocol Services to Data)

IP Voice
IP Voice without Crypto
{Adds Voice to Data)

1

IP Base
IP Base without Crypto
(Entry Level Cisco 105)

A

Figure 26-1. Cisco IOS Images Before I0OS 15.0




Software Image/Package Features

IP Base/IP Base without Crypto | IP Data. This is the entry-level Cisco 108
Software image.

1P Voice/lP Voice without Crypto | Adds Voice to Data: VolP, VoFR, IP telephony.

Advanced Security Adds Security to Data: Security and VPN fea-
tures, including Cisco I0OS Firewall, IDS/IPS,
IPsec, 3DES, and VPN.

SP Services Adds SP Services to Voice and Data: SSH/SSL,
ATM, VoATM, MPLS.
Enterprise Base Adds Multiprotocol Services to Data: AT, IPX,

limited IBM support.

Enterprise Services Merees Enterprise Base and SP Services.
Adds full IBM support.

Advanced IP Services Merges Advanced Security and SP Services.
| Adds IPv6.
Advanced Enterprise Services Merees Advanced IP Services and Enterprise
Services.

Full Cisco [0S Software.

Cisco Licensing for the ISR G2 Platforms: 10S 15.0 and Later

Beginning with the ISR G2 platform (1900, 2900, and 3900 series), the router now ships with a single
universal IOS image and corresponding feature set packages as shown in Figure 26-2.

Security Unified Communications Data
(105 Firewall, IPSec, 3DES, VPN) {(VolP, IP Telephany) (MPLS, ATM, Multi-Protocol Support)
IP Base

(Entry Level 10S Functionality)

Figure 26-2. IOS Licensing for ISR G2 Platforms: I0S 15.0 and Later

Routers come with IP Base installed, and additional feature pack licenses can be installed as an
addition to expand the feature set of the device.



: Software Image/Package Features

[P Base (ipbasek9) Entry-level I0S functionality
Data (datak9) Adds MPLS, ATM, multiprotocol support to 1P B:.lfiﬂm
| Unified Communication (uck9) | Adds VolP and IP telephony to IP Base |
| Security (securityk9) | Adds 10S Firewall, TIPS, IPsec, 3DES, and VPN to
IP Base
Note

The IP Base License is the prerequisite for installing any or all of the Data, Unified
Communications, or Security Package Licenses

Verifying Licenses

Routerfishow license Displays information about all Cisco 108
Software licenses

Routerfishow license feature Views the technology package licenses and
features licenses supported on this router

Cisco License Manager

If you work in a large environment with a lot of Cisco routers, you might want to implement the Cisco
License Manager in your workplace. This software can help you manage all your software licenses,
including the following:

* Discovering your network
= Inventories license features

= Given a product authorization key (PAK), securely obtains device licenses from the Cisco.com
license server

= Securely deploys licenses to activate the software features on your managed devices
* Enhances security using role-based access control

= Integrates Cisco licenses into existing license or asset management applications (if you have
these installed)

* Provides detailed reporting capabilities
= Reduces failure recovery time by deploying licenses stores in its local database

= Automatically retrieves and deploys licenses for a given device

Note
Cisco License Manager is a free software tool available at Cisco.com.

Installing a Permanent License



http://www.Cisco.com
http://www.Cisco.com

Note

If you purchase a router and identify and purchase a permanent license at the time of
ordering, Cisco will preinstall the appropriate license for you. You use the following
commands if you want to update your router with new technology packages after
purchase.

Note

To install a permanent license, you must have purchased that license from Cisco, and
your license file must be stored on the flash of your router.

Note

Permanent licenses are perpetual; no end date is associated with them. After you have
installed the license onto your router, the license never expires.

Router#license install Installs a license file stored in the location

stored-location-url identified by the stored-location-url

| Routergraload | Reloads the router |

Note

A reload is not required if an evaluation license is already active on the router. A
reload is required only to activate a technology package license when the evaluation
license for that technology package is not active.

| Router#show version | Verifies that the new license has been installed |
Note
Perform the show version command after a reboot to confirm that your license has
been installed.

Installing an Evaluation License

Note

Evaluation licenses are temporary licenses, allowing you to evaluate a feature set on
new hardware. These temporary licenses are limited to a specific usage period of 60
days. The 60-day limit may be extended through the Cisco Technical Assistance Center
(TAC) under certain circumstances.

Note



Depending on the hardware on your router, some evaluation licenses might not be
available on your router; the UC Technology Package License is not available to
install on any of the 1900 series devices, for example.

Router (config) #license boot module Enables the evaluation license

module-name technology-package package-

names

Router (config) flexit Returns to privileged EXEC mode
Routerf#ireload Reloads the router to allow acti-

vation of the software package

Note

Use the ? to determine the module-name of your device. It should look like ¢1900 or
¢2900 or ¢3900 depending on the platform.

Note

Use the ? to determine which package-names are supported on your router.

| Router#show license | Verifies that the new license has been installed

Backing Up a License

Routerflicense save Saves a copy of all licenses in a device. The location
file-sys://lic-location | can be a directory or a URL that points to a file system.

Routerflicense save Saves a copy of all licenses to the flash memory of the
flash:all licenses.lic device under the name all_licenses.lic.

Note

Use the ? to see the storage locations supported by your device.

Note

Saved licenses are restored by using the license install command.

Uninstalling a License

To uninstall an active permanent license from an ISR G2 router, you must perform two tasks: Disable
the technology package, and then clear the license.

Note
Built-in licenses cannot be uninstalled. Only licenses that have been added by using the



license install command can be removed.

Router (config) #license boot
module module-name technology-

package package-name disable
Router (config) #exit

Eoutergreload

Routerfishow version

Disables the active license.

Returns to privileged EXEC mode.

Reloads the router to make the software

package inactive.

Verifies that the technology package has
been disabled.

Eouterflicense clear featurs-name

Routerf#configure terminal

Clears the technology package license

from license storage.

Moves to global configuration mode.

Eouter (config) #no license boot
module module-name techneology-
package package-name disable

Router (config) #exit

Fouter#releoad

Clears the license boot module module-
name technology-package package-
name disable command that was used

for disabling the active license.

Returns to privileged EXEC mode.

Reloads the router. This is required to
make the software package inactive.

Routerfishow version

Verifies that the license has been cleared.




Part IX: Managing IP Services



Chapter 27. Network Address Translation

This chapter provides information and commands concerning the following topics:
= Private IP addresses: RFC 1918

» Configuring dynamic NAT: One private to one public address translation
= Configuring Port Address Translation (PAT): Many private to one public address translation
= Configuring static NAT: One private to one permanent public address translation

= Verifying NAT and PAT configurations
= Troubleshooting NAT and PAT configurations

= Configuration example: PAT
* Private IP Addresses: RFC 1918

The following table lists the address ranges as specified in RFC 1918 that can be used by anyone as
internal private addresses. These will be your “inside-the-LAN” addresses that will have to be
translated into public addresses that can be routed across the Internet. Any network is allowed to use
these addresses; however, these addresses are not allowed to be routed onto the public Internet.

Private Addresses

. Class RFC 1918 Internal Address Range | CIDR Prefix

| A | 10.0.0.0-10.255.255.255 10.0.0.0/8

“.B 172.16.0.0-172.31.255.255 172.16.0.0/12
lc | 192.168.0.0-192.168.255.255 | 192.168.0.0/16

Configuring Dynamic NAT: One Private to One Public Address Translation

Note

For a complete configuration of NAT/PAT with a diagram for visual assistance, see
the sample configuration at the end of this chapter.




Step 1: Define a
static route on the
remote router stat-
ing where the public
addresses should be
routed.

Step 2: Define a pool
of usable public IP
addresses on your
router that will per-
form NAT.

Step 3: Create an
access control list
(ACL) that will iden-
tify which private

[P addresses will be
translated.

ISP (configl #ip
route 64.64.64.64
255.255,.255.128 =0/0/0

Corp{config) #ip nat
poocl scott 64.64.64.70
64.64.64.126 netmask
255.255.255.128

Corp({config) #access-list
1 permit 172.16.10.0
0.0.0.255

Informs the ISP router where
to send packets with addresses
destined for 64.64.64.64
255.255.255.128.

The private address will
receive the first available pub-
lic address in the pool.

Defines the following:

The name of the pool is scott.
(The name of the pool can be
anything.)

The start of the pool is
64.64.64.70.

The end of the pool is
64.64.64.126.

The subnet mask is
255.255.255.128.




Step 4: Link the
ACL to the pool of
addresses (create the
translation).

Corplconfig) #ip nat
inside source list 1
pool scott

Defines the following:

The source of the private
addresses is from ACL 1.

The pool of available public
addresses 1s named scolt.

Step 5: Define which
interfaces are inside
(contain the private
addresses).

Eouter (config) #interface
gigabitethernet 0/0

Router (config-if) #ip

nat inside

Moves to interface
configuration mode.

You can have more than one
inside interface on a router.
Addresses from each inside
mterface are then allowed to
be translated into a public
address.

Step 6: Define the
outside interface (the
interface leading to
the public network).

Eouter (config-if) fexit

Eouter (config) #interface
gerial 0/0/0

Returns to global
configuration mode.

Moves to interface
configuration mode

Router (config-if) #ip
nat outside

Defines which interface is the
outside interface for NAT

Configuring PAT: Many Private to One Public Address Translation

All private addresses use a single public IP address and numerous port numbers for translation. This
is also known as overloading or overload translations.



Step 1: Define a
static route on the
remote router stat-
ing where public
addresses should be
routed.

Step 2: Define

a pool of usable
public IP addresses
on your router that
will perform NAT
(optional).

Step 3: Create an
ACL that will iden-
tify which private
IP addresses will be
translated.

ISP (config) #ip
route 64.64.64.64
255.255.255.128 s0/0/0

Corp (config) #ip mnat
pocl scott 64.64.64.70
64.64.64.70 netmask
255.255.255.128

Corplconfig) #access-list
1 permit 172.16.10.0
0.0.0.255

Informs the Internet service

provider (ISP) where to
send packets with addresses
destined for 64.64.64.64
255.255.255.128.

Use this step if you have many
private addresses to translate.
A single public IP address can
handle thousands of private
addresses. Without using a pool
of addresses, you can translate
all private addresses into the

[P address of the exit interface
(the serial link to the ISP, for
example).

Defines the following:

The name of the pool is scott.
(The name of the pool can be
anything.)

The start of the pool is
64.64.64,70.

The end of the pool is
64.64.64.70.

The subnet mask 1s
255.255.255.128.




Step 4 (Option 1):
Link the ACL to
the outside public

Corpl{configl #ip nat
inside source list 1

interface serial 0/0/0

The source of the private
addresses is from ACL 1.

The public address to be trans-

interface (create the | overload lated into is the one assigned to
tl‘anﬂlﬂllﬂﬂ}. serial 0/0/0.
The overload keyword states
that port numbers will be used
to handle many translations.
Step 4 (Option If using the pool created in Step

2): Link the ACL
to the pool of
addresses (create
the translation).

Step 5: Define
which interfaces are
inside (contain the
private addresses).

Corplconfig) #ip nat
ingide source list 1

pool scott overload

Corp (config)#interface
gigabitethernet 0/0

Corplconfig-if) #ip nat
inside

1

The source of the private
addresses 1s from ACL 1.

The pool of the available
addresses is named scott.

The overload keyword states
that port numbers will be used
to handle many translations.

Moves to interface configura-
tion mode.

You can have more than one
inside interface on a router.

Step 6: Define the
outside interface
(the interface lead-
ing to the public
network).

Corplconfig-if) fexit

Corp (config) #interface
gerial 0/0/0

Corplconfig-if) #ip nat
outside

Returns to global configuration
mode.

Moves to interface configura-
tion mode.

Defines which interface is the
outside interface for NAT.

Note

You can have an IP NAT pool of more than one address, if needed. The syntax for this

1s as follows:

Click here to view code image

Corp (config) #ip nat pool scott 64.64.64.70 64.64.64.75

netmask

255.255.255.128

You would then have a pool of 5 addresses (and all of their ports) available for
translation.

Note

The theoretical maximum number of translations between internal addresses and a




single outside address using PAT is 65,536. Port numbers are encoded in a 16-bit

field, so 21¢=65,536.

Configuring Static NAT: One Private to One Permanent Public Address
Translation

Step 1: Define a static
route on the remote
router stating where the
public addresses should
be routed.

ISP (config) #ip
route 64.64.64.64
255.25855.255.128 =s0/0

Informs the ISP where to
send packets with addresses
destined for 64.64.64.64
255.255.255.128.

Step 2: Creale a static
mapping on your router
that will perform NAT.

Step 3: Define which
interfaces are inside
(contain the private
addresses).

Corplconfig) #ip nat
inside scurce static
172.16.10.5 A4.64.64.65

Corp (config) #interface
gigabitethernet 0/0

Corplconfig-if) #ip nat
inside

Permanently translates
the inside address of

172.16.10.5 to a public
address of 64.64.64.65.

Use the command for each
of the private IP addresses
you want to statically map

to a public address.

Moves to interface

configuration mode.

You can have more than one
inside interface on a router.

Step 4: Define the
outside interface (the
interface leading to the
public network).

Corplconfig-
if)#interface serial
o/0/0

Moves to interface
configuration mode.

Corplconfig-if) #ip nat
outside

Defines which interface is the
outside interface for NAT.

Caution

Make sure that you have in your router configurations a way for packets to travel back
to your NAT router. Include a static route on the ISP router advertising your NAT pool
and how to travel back to your internal network.

Without this in place, a packet can leave your network with a public address, but it
will not be able to return if your ISP router does not know where the pool of public
addresses exists in the network. You should be advertising the pool of public
addresses, not your private addresses.

Verifying NAT and PAT Configurations



Routergshow access-list Displays access lists

FEouterf#iclear ip nat
a.b.c.d outgide e.f

Routerfshow ip nat translations Displays the translation table

Routerfishow ip nat statistics Displays NAT statistics

translations inside | Clears a specific translation from
-g.h the table before it times out

Routerfclear ip nat

translations* Clears the entire translation table
before entries time out

Note

The default time for a translation entry in a NAT table is 24 hours.

Troubleshooting NAT and

PAT Configurations

Routerf#debug ip
nat

Displays information about every packet that 1s translated.

Be careful with this command. The router’s CPU might not be
able to handle this amount of output and might therefore hang
the system.

Routerfdebug ip
nat detailed

Displays greater detail about packets being translated.

Configuration Example: PAT

Figure 27-1 shows the network topology for the PAT configuration that follows using the commands

covered in this chapter.

172.16.10.10
giol0 N i 50/0/0
E 172.16.10.1 NP dhany, 7 198.133.219.1/30 DCE
”ﬂ—' T — T s0/0M1
— ] Company DCE

Network 172.16.10.0/24

198.133.219.2/30

Network 198.133.219.0/30

IP NAT | IP NAT
Inside | Outside

Figure 27-1. Port Address Translation Configuration

ISP Router

Lo0
192.31.7.1/24



router-enable

Moves to privileged mode.

routerfconfigure terminal

Moves to global configuration mode.

router (config) fhostname ISP

ISP (config) #fnoe ip domain-lookup

I5P (config) #fenable secret cisco

ISP (config)#line conscle 0

Sets the host name.

Turns off Domain Name System (DNS)
resolution to avoid wait time due o
DNS lookup of spelling errors.

Sets the encrypted password to cisco.

Moves to line console mode.

IsPiconfig-line)l#login

ISP(config-line) #password class

User must log in to be able to access
the console port.

Sets the console line password to class.

Ispiconfig-line}#logging
synchronous

ISP (config-line} #exit

ISP (config) #interface serial 0/0/1

Commands will be appended to a new
line.

Returns to global configuration mode.

Moves to interface configuration mode.

ISFiconfig-if) #ip address
198.133.219.2 255.255.255.252

Assigns an IP address and netmask.

ISP(config-if)#eclock rate 56000

ISPiconfig-if) #no shutdown

ISP (config-if) #interface loopback 0

ISP (config-if) #ip address
192.31.7.1255.2585.255.255

ISP config-if) #exit
ISP (config) #exit

I5P#copy running-config

getartup-config

Company Router

Assigns the clock rate to the DCE cable
on this side of the link.

Enables the interface.

Creates loopback interface 0 and moves
to interface configuration mode.

Assigns an IP address and netmask.

Returns to global configuration mode.
Returns to privileged mode.

Saves the configuration to NVRAM.




router-enable

Moves to privileged mode.

routerfconfigure terminal

Moves to global configuration mode.

router (config) fhostname Company

Company (config) #fne ip
domain-lookup

Sets the host name.

Turns off DNS resolution to avoid wait
time due to DNS lookup of spelling errors.

Company (config) fenable secret
cisco

Sets the secret password to cisco.

Company (config)#line conscle 0

Moves to line console mode.

Company (config-linel#login

Company (config-line) #password
class

Company (config-line) #logging
synchronous

Company (config-line) $exit

Company (config) #interface
gigabitethernet 0/0

Company (config-if)#ip address
172.16.10.1 255.255.255.0

Company (config-if) #no shutdown

User must log in to be able to access the
console port.

Sets the console line password to class.
Commands will be appended to a new line.

Returns to global configuration mode.

Moves to interface configuration mode.
Assigns an IP address and netmask.

Enables the interface.

Company (config-if) #interface
serial 0/0/0

Company (config-if) #ip address
198,133,219.1 255.255,255,252

Moves to interface configuration mode.

Assigns an IP address and netmask.



Company (config-1if) #no shutdown

Enables the interface.

Company (config-if) fexit

Returns to global configuration mode.

Company (config) #ip route 0.0.0.0
0.0.0.0 1988.133.215.2

Company (config) faccess-list 1
permit 172.16.10.0 0.0.0.255

Sends all packets not defined in the routing

table to the ISP router.

Defines which addresses are permitted
through: these addresses are those that will
be allowed to be translated with NAT.

Company (config) #ip nat inaide
source list 1 interface serial
0/0/0 everload

Creates NAT by combining hist 1 with the
interface serial 0/0/0. Overloading will take
place.

Company (config) #interface
gigabitethernet 0/0

Company (config-if)#ip nat inside

Moves to interface configuration mode.

Location of private inside addresses.

Company (config-if) #interface
serial 0/0/0

Moves to interface configuration mode.

Company (config-i£)#ip nat
outside

Company (config-if)#Ctl)-(z)

Location of public outside addresses.

Returns to privileged mode.

Companyfcopy running-config
startup-config

Saves the configuration to NVRAM.




Chapter 28. Dynamic Host Configuration Protocol (DHCP)

This chapter provides information and commands concerning the following topics:
= Configuring a DHCP server on an IOS router
= Verifying and troubleshooting DHCP configuration

= Configuring a DHCP helper address
* DHCP client on a Cisco 10S Software Ethernet interface

= Configuration example: DHCP
Configuring a DHCP Server on an 10S Router

Router (config) #ip dhep pool
internal

Creates a DHCP pool named internal. The
name can be anything of your choosing.

Router (dhop-config) #network
172.16.10.0 255.255.255.0

Defines the range of addresses to be leased.

Router (dhep-config) idefault-
router 172.16.10.1

Router (dhep-config) idns-server
172.16.10.10

Router (dhep-config) inetbios-
name-gerver 172.16.10.10

Defines the address of the default router for

the client.

Defines the address of the Domain Name

System (DNS) server for the client

Defines the address of the NetBIOS server
for the client.

Router (dhop-config) idomain-name
fakedomainname.com

Defines the domain name for the client.

Fouter (dhep-configl # lease 14
12 23

Router (dhep-config) #lease

infinite

Defines the lease time to be 14 days, 12

hours, 23 minutes.

Sets the lease time to infinity; the default
time 15 1 day.

Router (dhep-config) fexit

Router (config) #ip dhep
excluded-address 172.16.10.1
172.16.10.9

Router (config) #service dhep

Router (config) ino service dhep

Returns to global configuration mode.

Specifies the range of addresses not to be
leased out to clients.

Enables the DHCP service and relay features
on a Cisco 10OS router.

Turns the DHCP service off. DHCP service
is on by default in Cisco 10S Software.

Verifying and Troubleshooting DHCP Configuration




Routerfishow ip dhep binding Displays a list of all bindings created

Routerfishow ip dhcp binding Displays the bindings for a specific DHCP
WXL Y. Z client with an IP address of w.x.y.z
Routerficlear ip dhep binding Clears an automatic address binding from the
a.b.c.d DHCP server database

Routerficlear ip dhep binding *  (Clears all automatic DHCP bindings

Routerfishow ip dhcp conflict Displays a list of all address conflicts record-
ed by the DHCP server

Routerficlear ip dhcp conflict Clears address conflict from the database
a.b.c.d

Routerficlear ip dhcp conflict *  (Clears conflicts for all addresses

Routersshow ip dhep database Displays recent activity on the DHCP
database

Router#show ip dhcp server Displays a list of the number of messages

statistics sent and received by the DHCP server

Routerfclear ip dhecp server Resets all DHCP server counters to 0

statistics

Routerfdebug ip dhcp server Misplays the DHCP process of addresses

{events | packets | linkage | being leased and returned

class}

Configuring a DHCP Helper Address

Router (config) #interface Moves to interface configuration mode.

gigabitethernet 0/0

Router (config-if) #ip DHCP broadcasts will be forwarded as a unicast to

helper-address 172.16.20.2  this specific address rather than be dropped by the
TOuter.

Note

The ip helper-address command will forward broadcast packets as a unicast to eight
different UDP ports by default:

= TFTP (port 69)

= DNS (port 53)

» Time service (port 37)

* NetBIOS name server (port 137)

» NetBIOS datagram server (port 138)

* Boot Protocol (BOOTP) client and server datagrams (ports 67 and 68)

= TACACS service (port 49)
If you want to close some of these ports, use the no ip forward-protocol udp x



command at the global configuration prompt, where x is the port number you want to
close. The following command stops the forwarding of broadcasts to port 49:

Router (config) #no ip forward-protocol udp 49

If you want to open other UDP ports, use the ip forward-helper udp x command,
where x is the port number you want to open:

Router (confiqg) #ip forward-protocol udp 517

DHCP Client on a Cisco 10S Software Ethernet Interface

Router (configl finterface Moves to interface configuration mode
gigabitethernet 0,0

Router (config-if)#ip address dhep | Specifies that the interface acquire an IP
address through DHCP

Configuration Example: DHCP

Figure 28-1 illustrates the network topology for the configuration that follows, which shows how to

configure DHCP services on a Cisco 1OS router using the commands covered in this chapter.

NetBIOS Server DNS Server
10.0.0.2/8 10.0.0.3/8
E‘- E1 Edmonton
-l Is an 10S
= DHCP
Server
DHCP Client DHCP Client

192.168.1.1/30

EL i ‘ 192 16B8.1.2/30 git/o
—— Iﬁce s00/1 g _‘ 1000124 gy m
Glbbcns

Network 10.0.0.0/8 Network 192.168.1.0/30 Network 192.168.3.0/24

gin/d
192.168.3.1/24

Figure 28-1. Network Topology for DHCP Configuration
Edmonton Router




router=enable

Moves to Privilc.gcd mode

routerffconfigure terminal

Moves to global configuration mode

router (config) #hostname Edmonton

Sets the host name

Edmonton {config) #intaerface
gigabitethernet 0/0

Moves to interface conliguration mode

Edmonton (config-if) #description LAN

Interface

Sets the local description of the
interface

Edmonton (config-if) #ip address
10.0.0.1 255.0.0.0

Assigns an IP address and netmask

Edmonton (config-if) ino shutdown

Enables the interface

Edmenton (config-if) #interface serial
0/0/0

Moves to interface configuration mode

Edmenton (config-if) #description Link

to Gibbons Router

Sets the local description of the
interface

Edmonton (config-if) ##iip address
192.168.1.2 255.255.255.252

Assigns an [P address and netmask

Edmonton (config-1if) #clock rate 56000

Assigns the clock rate to the DCE
cable on this side of link

Edmonton {config-if) #no shutdown

Enables the interface

Edmonton {config-1i£) fexit

| Returns to global configuration mode

Edmonton (config) #router eigrp 10

Enables the EIGRP routing process for
autonomous system 10

Edmonton {config-router) #network
10.0.0.0

Advertises the 10.0.0.0 network

Edmonton {config-router) #network
192.168.1.0

Advertises the 192.168.1.0 network

Edmonton (config-router) fexit

Returns to global configuration mode

Edmonton (config) #gervice dhep

Verifies that the router can use DHCP

services and that DHCP is enabled




Edmonton (config) #ip dhep pool ' Creates a DHCP pool called 10network

l0network
Edmonton {dhep-config) #network ' Defines the range of addresses to be
10.0.0.0 255.0.0.0 leased

Edmonton (dhep-config) #default-router | Defines the address of the default
10061 router for clients

Edmonton (dhcp-config) #netbios-name- Defines the address of the NetBIOS

server 10.0.0.2 server for clients

Edmonton (dhep-config) #dns-server . Defines the address of the DNS server
10.0.0.3 for clients

Edmonton {dhep-config) #domain-name Defines the domain name for clients

fakedomainname.com

Edmonton (dhep-config)#lease 12 14 30 | Sets the lease time to be 12 days, 14
hours, 30 minutes

Edmonton (dhecp-config) #exit Returns to global configuration mode
Edmonton (config) #ip dhep excluded- Specifies the range of addresses not to
address 10.0.0.1 10.0.0.5 | be leased out to clients

Edmenton (config) #ip dhep pool Creates a DHCP pool called the
192.168.3network 192.168.3network

Edmonton (dhep-config) #network ' Defines the range of addresses to be
192.168.3.0 255.255.255.0 leased

Edmonton (dhep-config) #default-router | Defines the address of the default

192.168.3.1 router for clients

Edmonton {dhep-config) #netbios-name- | Defines the address of the NetBIOS
server 10.0.0.2 server for clients

Edmonton (dhocp-config) #dns-server Defines the address of the DNS server
10.0.0.3 for clients

Edmonton {dhep-config) #domain-name ' Defines the domain name for clients

fakedomainname.com

Edmonton (dhcp-config) #lease 12 14 30 | Sets the lease time to be 12 days, 14
hours, 30 minutes

Edmonton (dhcp-config) #exit Returns to global configuration mode
Edmonton (config) #exit ' Returns to privileged mode
Edmonton#copy running-config Saves the configuration to NVRAM

startup-config

Gibbons Router



router-anable

Moves to privileged mode.

routerfconfigure terminal
router (config) thostname Gibbons

Gibbons (config) #interface
gigabitethernet 0/0

Gibbons (config-if) #deseription
LAN Interface

Gibbons iconfig-if) #ip address
192.168.3.1 255.255.255.0

Moves to global configuration mode.
Sets the host name.

Moves to interface configuration mode.
Sets the local description of the interface.

Assigns an IP address and netmask.

Gibbons (config-if) #ip helper-
address 192.168.1.2

Gibbons iconfig-if) #no shutdown

Gibbons (config-if) #interface
serial 0/0/1

Gibbons (config-if) #description
Link to Edmonton Router

Gibbons (config-if) #ip address
1%2.168.1.1 255.255.255.252

DHCP broadcasts will be forwarded as
a unicast to this address rather than be

dropped.

Enables the interface.

Moves to interface configuration mode.
Sets the local description of the interface.

Assigns an 1P address and netmask.

Gibbons (config-if) #no shutdown

Enables the interface.

Gibbons (config-1if) fexit

Returns to global configuration mode.

Gibbons (config) #router aigrp 10

Gibbons (config-router) fnetwork
192,168.3.0

Gibbons (config-router) #network
1%2.168.1.0

Gibbons (config-router) #exit

Gibbons (config) #exit

Enables the EIGRP routing process for
autonomous system 10.

Advertises the 192.168.3.0 network.
Advertises the 192.168.1.0 network.

Returns to global configuration mode.

Returns to privileged mode.

Gibbonsfcopy running-config
startup-config

Saves the configuration to NVRAM.




Part X: WANSs



Chapter 29. Configuring Serial Encapsulation: HDLC and PPP

This chapter provides information and commands concerning the following topics:
» Configuring HDLC encapsulation on a serial line
= Configuring Point-to-Point Protocol (PPP) on a serial line (mandatory commands)

= Configuring Point-to-Point Protocol (PPP) on a serial line (optional commands), including
those commands concerning the following

— Compression
— Link quality
— Multilink

— Authentication

= Verifying and troubleshooting a serial link/PPP encapsulation

= Configuration example: PPP with CHAP authentication

Configuring HDLC Encapsulation on a Serial Line

Routerficonfigure terminal Moves to global configuration mode
Router (config) #interface serial 0/0/0 | Moves to interface configuration mode

Eouter (config-if) #encapsulation hdlec Sets the engapgu[mjgn mode for this
interface to HDLC

Note

HDLC is the default encapsulation for synchronous serial links on Cisco routers. You
would only use the encapsulation hdlc command to return the link to its default state.

Caution

Although HDLC is an open standard protocol, Cisco has modified HDLC as part of
their implementation. This allowed for multiprotocol support before PPP was
specified. Therefore you should only use HDLC between Cisco devices. If you are
connecting to a non-Cisco device, use synchronous PPP.

Configuring Point-to-Point Protocol (PPP) on a Serial Line (Mandatory
Commands)

| Routerficonfigure terminal Moves to global configuration mode
| Router (config) #interface serial 0/0/0 | Moves to interface configuration mode

| Router (config-if) #encapsulation ppp | Changes encapsulation from default
| HDLC to PPP




Note

You must execute the encapsulation ppp command on both sides of the serial link for
the link to become active.

Configuring PPP on a Serial Line (Optional Commands): Compression
| Router (config-if) #compress Enables the predictor compression algorithm
predictor

| Router (config-if) #icompress stac | Enables the stac comprggsign alggri[hm |
L | 1}

Configuring PPP on a Serial Line (Optional Commands): Link Quality
| Router (config-if) #ppp Ensures the link has a quality of x percent. |
quality x Otherwise, the link will shut down.

Note

In PPP, the Link Control Protocol allows for an optional link-quality determination
phase. In this phase, the link is tested to determine whether the link quality is sufficient
to bring up any Layer 3 protocols. If you use the command ppp quality x, where x is
equal to a certain percent, you must meet that percentage of quality on the link. If the
link does not meet that percentage level, the link cannot be created and will shut down.

Configuring PPP on a Serial Line (Optional Commands): Multilink

| Router (config-if) #ppp multilink | Enables load balancing across multiple links |

Configuring PPP on a Serial Line (Optional Commands): Authentication

Router (config) #username | Sets a username of routerb and a password of cisco for

routerb password cisco authentication from the other side of the PPP serial link.
This is used by the local router to authenticate the PPP
peer.

Router (config) #interface | Moves to interface configuration mode.
| serial 0/0/0

Router (config-if) #ppp Turns on Password Authentication Protocol (PAP)
authentication pap authentication only.
Router (config-if) #ppp Turns on Challenge Handshake Authentication Protocol
| authentication chap ' (CHAP) authentication only.
| Router (config-if) #ppp Defines that the link will use PAP authentication, but
authentication pap chap | will try CHAP if PAP fails or is rejected by other side.
Router (config-if) #ppp Defines that the link will use CHAP authentication, but

authentication chap pap |will try PAP if CHAP fails or is rejected by other side.

Tip
When setting authentication, make sure that your usernames match the name of the



router on the other side of the link, and that the passwords on each router match the

other. Usernames and passwords are case sensitive. Consider the following example:

Edmonton (config) fusername Calgary

password cisco

Calgary{config) #fusername Edmonton

password cisco

Edmonton (config) #interface serial
0/0/0

Calgary {config) #interface serial
o0/0/0

Edmonton{config-if) #encapsulation
PEP

Calgary ({config-if} flencapsulation
PPP

Edmonton (config-if) #ppp

authentication chap

Calgary (config-if) #ppp

authentication chap

Note

Because PAP does not encrypt its password as it is sent across the link, recommended

practice is that you use CHAP as your authentication method.

Verifying and Troubleshooting a Serial Link/PPP Encapsulation

Fouterf#ishow interfaces serial x/x/x

Eouterfishow contrellers serial x/x/x

REouterfdebug serial interface

Lists information for serial interface x/v/x
Tells you what type of cable (DCE/
DTE) is plugged into your interface and
- whether a clock rate has been set

Displays whether serial keepalive coun-
| ters are incrementing

Routerfdebug ppp Displays any traffic related to PPP

Routersidebug ppp packet Displays PPP packets that are being
' sent and received

Routerfdebug ppp negotiation Displays PPP packets related to the
| negotiation of the PPP link

Routerfidebug ppp error | Displays PPP error packets

Routerfidebug ppp authenticatien Displays PPP packets related to the
| authentication of the PPP link

kRouterfdebug ppp compression Displays PPP packets related to the

compression of packets across the link

Tip

With frequent lab use, serial cable pins often get bent, which might prevent the router
from seeing the cable. The output from the command show controllers interface serial

x/x/x shows no cable even though a cable is physically present.

Configuration Example: PPP with CHAP Authentication

Figure 29-1 illustrates the network topology for the configuration that follows, which shows how to



configure PPP using the commands covered in this chapter.
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Figure 29-1. Network Topology for PPP Configuration

Note

The host name, password, and interfaces have all been configured as per the
configuration example in Chapter 6, “Configuring a Single Cisco Router.”

Boston Router

Bostonsenable Moves to privileged mode

Bostonficonfigure terminal Moves to global configuration mode

Boston(config) fusername Buffalo Sets the local username and password

password academy for PPP authentication of the PPP peer

Boston({config-if) #interface serial
ofo0/0

Moves to interface configuration mode

Boston (config-if) #description Link
to Buffalo Router

Defines the locally significant link
description

Bostoni{config-if) #ip address
172.16.20.1 255.255.255,252

Assigns an [P address and netmask

Boston (config-if) #cleck rate 56000

Boston(config-if) #encapsulation ppp

Boston (config-if) #ppp authentication

chap

Boston(config-if) #no shutdown

Sets the clock rate to the data commu-
nications equipment (DCE) side of link

Turns on PPP encapsulation

Turns on CHAP authentication

Turns on the interface

Boston({config-1if) #exit

Returns to global configuration mode

Boston (config) #exit

Bostonficopy running-config
startup-config

Returns to privileged mode

Saves the configuration to NVRAM

Buffalo Router



Buffalo-enable Moves to privileged mode

Buffalofconfigure terminal Moves to global configuration mode
Buffalo (config) fusername Boston @ Sets the username and password for PPP
password academy authentication
Buffalo(config-if)#interface Moves to interface configuration mode

gerial 0/0/1

Buffalo(config-if)#description | Defines the locally significant link description
Link to Beoston Router

Buffalo(config-if)#ip address Assigns an P address and netmask
172.16.20.2 255.255.255,252

Buffalo(config-if) Turns on PPP encapsulation
#encapsulation ppp

Buffalo (config-if) #ppp Turns on CHAP authentication
authentication chap

Buffalo{config-if) #no shutdown Turns on the interface

Buffalo(config-if)# <Ctrls <Z= | Exits back to privileged mode

Buffaloficopy running-config Saves the configuration to NVRAM
startup-config




Chapter 30. Establishing WAN Connectivity Using Frame Relay

This chapter provides information and commands concerning the following topics:

» Configuring Frame Relay
— Setting the Frame Relay encapsulation type
— Setting the Frame Relay encapsulation LMI type
— Setting the Frame Relay DLCI number
— Configuring a Frame Relay map statement
— Configuring a description of the interface (optional)
— Configuring Frame Relay using subinterfaces

= Verifying Frame Relay
* Troubleshooting Frame Relay

= Configuration example: Point-to-point Frame Relay using subinterfaces and OSPF
= Configuration example: Point-to-multipoint Frame Relay using subinterfaces and EIGRP

Configuring Frame Relay
Setting the Frame Relay Encapsulation Type

Router (config) #interface serial Moves to interface configuration mode.

o/0/0

Router (config-if) #encapsulation Turns on Frame Relay encapsulation with

frame-relay the default encapsulation type of cisco.

Or

Router (config-if) #encapsulation Turns on Frame Relay encapsulation

frame-relay ietf with the encapsulation type of ietf (RFC
1490). Use the ietf encapsulation method

| if connecting to a non-Cisco router.

Setting the Frame Relay Encapsulation LMI Type

| Router (config-if) #frame-relay Depending on the option you select, this
lmi-type {ansi | cisco | g933a} | command sets the LMI type to the ANSI
standard, the Cisco standard, or the ITU-T
| Q.933 Annex A standard.

Note

As of Cisco IOS Software Release 11.2, the LMI type is auto-sensed, making this command
optional.

Setting the Frame Relay DLCI Number



Foutericonfig-if) #frame-
relay interface-dlci 110

Sets the DLCI number of 110 on the local interface

and enters Frame Relay DLCI configuration mode

Eouter(config-fr-dlci)f#exit

Returns to interface configuration mode

Router(config-if) #exit

Fouter{config) #

Returns to global configuration mode

Configuring a Frame Relay map Statement

Fouter (config-if) #frame-
relay map ip 192.168.100.1
110 breoadcast

Fouter (config-if) #no

frame-relay inverse arp

Maps the remote IP address (192.168.100.1) to the
local DLCI number (110).

The optional broadcast keyword specifies that
broadcasts across IP should be forwarded to this
address. This 1s necessary when using dynamic

routing protocols.

Turns off Inverse ARP.,

Note

Cisco routers have Inverse Address Resolution Protocol (IARP) turned on by default. This
means that the router will go out and create the mapping for you. If the remote router does not

support IARP, or you want to control broadcast traffic over the permanent virtual circuit
(PVC), you must statically set the DLCI/IP mappings and turn off IARP.

You need to issue the no frame-relay inverse-arp command before you issue the no shutdown

command; otherwise, the interface performs IARP before you can turn it off.

Configuring a Description of the Interface (Optional)

Router (config-if)#ideseription Optional command to allow you to enter
Connection to the Branch office in additional information such as contact

name, PVC description, and so on

Configuring Frame Relay Using Subinterfaces

Subinterfaces enable you to solve split-horizon problems and to create multiple PVCs on a single

physical connection to the Frame Relay cloud.




Router (config) #interface serial
0/0/0

Router (config-if) #encapsulation
frame-relay ietf

Sets the Frame Relay encapsulation type
for all subinterfaces on this interface

Router (config-if) #frame-relay
lmi-type ansi

Router (config-if)#no ip address

Sets the LMI type for all subinterfaces

on this interface

Ensures there is no 1P address set to this
interface

Router (config-if) #no shutdown

Router (config-if) #interface serial
0/0/0.102 point-to-point

Enables the interface

Creates a point-to-point subinterface
numbered 102

Router (config-subif)l#ip address
1%2.168.10.1 255.255.255.0

Fouter (config-subif)#frame-relay
interface-dlei 102

Fouter (config-subifl#interface
serial 0/0/0.103 point-to-point

Assigns an IP address and netmask to

the subinterface

Assigns a DLCI to the subinterface

Creates a point-to-point subinterface
numbered 103

Router (config-subifl#iip address
192.168.20.1 255.255.255.0

Assigns an IP address and netmask to
the subinterface

Router (config-subif) #frame-relay

interface-dlci 103

Router (config-subif) #exit

Assigns a DLCI to the subinterface

Returns to interface conliguration mode

Router (config-if) #exit

Returns to global configuration mode

Router (config) #

Note

There are two types of subinterfaces:

= Point-to-point, where a single PVC connects one router to another and each
subinterface 1s in its own IP subnet.

= Multipoint, where the router is the middle point of a group of routers. All other routers

connect to each other through this router, and all routers are in the same subnet.

Note

Use the no ip split-horizon command to turn off split-horizon commands on multipoint

interfaces so that remote sites can see each other.

Verifying Frame Relay



Router#show frame-relay map Displays IP/DLCI map entries
Routerfishow frame-relay pvc Displays the status of all PVCs configured

Router#show frame-relay lmi Displays LMI statistics

Routerfelear frame-relay Clears and resets all Frame Relay counters
counters

Routerfelear frame-relay Clears all Inverse ARP entries from the map table
inarp

Tip

If the clear frame-relay inarp command does not clear Frame Relay maps, you might need to
reload the router.

Troubleshooting Frame Relay

Routerfdebug frame- Used to help determine whether a router and Frame
relay lmi Relay switch are exchanging LMI packets properly

Configuration Example: Point-to-Point Frame Relay Using Subinterfaces and
OSPF

Figure 30-1 shows the network topology for the configuration that follows, which demonstrates how
to use OSPF on a point-to-point Frame Relay network.
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Figure 30-1. Network Topology for Point-to-Point Frame Relay Using Subinterfaces and OSPF

Eouter=enable

Moves to privileged mode.

Fouterficonfigure terminal
Router(config) ffhostname Houston

Houston (config) #interface serial
0/0/0

Houston (config-if) #encapsulation

frame-relay

Houston (config-if) #no shutdown

Moves to global configuration mode.
Sets the router host name.

Enters interface configuration mode.
Enables Frame Relay encapsulation.

Enables the interface.

Houston (config-if) #interface serial
0/0/0.50 point-to-point

Houston (config-subif) #description

Link to RAustin

Houston (config-subif) #ip address
172.16.2.1 255.255.255.252

Houston (config-subif) #frame-relay
interface-dlei 50

Creates a subinterface.

Creates a locally significant
description of the interface.

Assigns an IP address and netmask.

Assigns a DLCI to the subinterface.

Houston (config-subif) #exit

Returns to interface configuration
mode.

Houston (config-if) #4interface serial
0/0/0.51 point-to-point
Houston (config-subif) #description

Link to Galveston

Houston(config-subif) #ip address
172.16.3.1 255_.255_.255_ 252

Creates a subinterface.

Creates a locally significant descrip-

tion of the interface.

Assigns an IP address and netmask.

Houstoniconfig-subif) #frame-relay
interface-dlei 51

Assigns a DLCI to the subinterface.




Houston (config-subif)fexit Returns to interface configuration
mode.

Houston (config-if)#interface serial Creates a subinterface.
0/0/0.52 point-to-point

Houston (config-subif)#description Creates a locally significant descrip-

Link to Laredo tion of the interface.

Houston (config-subif) #ip address Assigns an [P address and netmask.

172.16.4.1 255.255.255.252

Houston (config-subif) #frame-relay Assigns a DLCI to the subinterface.

interface-dlei 52

Houston (config-subif) #exit Returns to interface configuration
mode.

Houston (config-if)#exit Returns to global configuration mode.

Houston (config) #router ospf 1 Starts OSPF process 1.

Houston (config-router) #network Read this line to say, “Any interface

172.16.0.0 0.0.255.255 area 0 with an IP address of 172.16.x.x will
be placed into area (.”

Houston (config-router) #exit Returns to global configuration mode.

Houston (config) #exit Returns to privileged mode.

Houston#copy running-config Saves the configuration to NVRAM.

getartup-config

Austin Router




Eouter=anable

Moves to privileged mode.

Routerfconfigure terminal

Moves to global configuration mode.

Router (config) #hostname Austin

Austiniconfig)#interface serial 0/0/0

Sets the router host name.
Enters interface configuration mode.

Austin(config-if) #encapsulation

frame-relay

Zustin(config-if)#no shutdown

Enables Frame Relay encapsulation.

Enables the interface.

Austini(config-if) #interface serial
0/0/0.150 point-to-point

Creates a subinterface.

Austiniconfig-subif) #description Link
to Houston

.Austintccnfig—subifl#ip address
172.16.2.2 255.255.255.252

Austin(config-subif)#frame-relay
interface-dlei 150

Austini{config-subif) #exit

Creates a locally significant descrip-

tion of the interface.

Assigns an IP address and netmask.

Assigns a DLCI to the subinterface.

Returns to interface configuration mode.

Austiniconfig-if) #exit

Returns to global configuration mode.

ABustiniconfiqg) #router ospf 1

PBustiniconfig-router) #network
172.16.0.0 0.0.255.255 area 0

Austini{config-router) #exit

Starts OSPF process 1.

Read this line to say, “Any interface
with an [P address of 172.16.x.x will be

placed into area (.”

Returns to global configuration mode.

Austiniconfig) fexit

Returns to privileged mode.

Austinficopy running-config
startup-config

Saves the configuration to NVRAM.

Galveston Router



Router=enabla Moves to privileged mode.

Routerfconfigure terminal Moves to global configuration mode.
Router (config) #hostname Galveston ' Sets the router host name.
Galveston(config) #interface serial Enters interface configuration mode.
0/0/0

Galveston(config-if) #encapsulation Enables Frame Relay encapsulation.

frame-relay

Galveston{config-if) #no shutdown | Enables the interface.
Galveston{config-if}#interface serial - Creates a subinterface.

070 05 T6R peitresiposal ]

Galveston (config-subif) #description Creates a locally significant descrip-
Link to Houston ' tion of the interface.

Galveston{config-subif) #ip address Assigns an IP address and netmask.
172.16.3.2 255.255.255.252

Galveston(config-subif)#frame-relay | Assigns a DLCI to the subinterface.
interface-dleci 151

_ Galveston (config-subif) #exit | Returns to interface {:tmﬁgumtinn maode. |
Galveston{config-if) Hexit Returns to global configuration mode.

. Falveston (config) #router ospf 1 S[am USPF]JI‘DCESS |._ - :
Galveston{config-router) #network Read this line to say. “Any interface
172.16.0.0 0.0.255.255 area 0 with an IP address of 172.16.x.x will

be placed into area 0.7

.Galveston {config-router) ffexit Returns to .g_lgbal conﬂguraﬁgn mode.
Galveston(config) #exit ' Returns to privileged mode.
Galveston#copy running-config ' Saves the configuration to NVRAM.

startup-config

Laredo Router



Router=enablae
Routerficonfigure terminal

Router (config) #hostname Laredo

' Moves to privileged mode.
' Moves to global configuration mode.
| Sets the router host name.

Laredo (config) #interface serial
0s0/0

Enters interface configuration mode.

Laredo(config-if) #encapsulation
frame-relay

Enables Frame Relay encapsulation.

Laredo{config-if) #no shutdown
Laredoiconfig-if) #interface serial
0/0/0,152 point-to-point
Laredo(config-subif) #description
Link to Houston

_ Enables the interface.

Creates a subinterface.

Creates a locally significant description

of the interface.

Laredo(config-subif) #ip address
172.16.4.2 255.255.255.252

Laredo(config-subif) #frame-relay
interface-dleci 152

Laredo (config-subif) #exit

Laredo(config-if) #exit

Assigns an [P address and netmask.

Assigns a DLCI to the subinterface.

' Returns to interface configuration mode. |
| Returns to global configuration mode.

Laredo{config) frouter ospf 1

Laredo(config-router) #network
172.16.0.0 0.0.255.255 area 0

Laredo (config-router) #exit

| Starts OSPF process 1.

Read this line to say. “Any interface with |
an IP address of 172.16.xx will be placed

into area 0.”

Returns to global configuration mode.

Laredo (config) fexit

Laredoficopy running-config
setartup-config

Configuration Example: Point-to-Multipoint Frame Relay Using Subinterfaces

and EIGRP

Figure 30-2 shows the network topology for the configuration that follows, which demonstrates how

' Returns to privileged mode.

Saves the configuration to NVRAM.

to use EIGRP on a point-to-multipoint Frame Relay network.
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Figure 30-2. EIGRP over Frame Relay Using Multipoint Subinterfaces

Rliconfig) #interface serial
o/0/0

Enters interface configuration mode.

El({config-if)#no ip address

Removes any previous [P address and
mask information assigned to this interface.
Address now has no address or mask.

El{config-if) #encapsulation

frame-relay

Enables Frame Relay on this interface.

El({config-if)#no frame-relay

inverse-arp eigrp 100

Ellconfig-if)#exit

Turns off dynamic mapping for EIGRP 100.

Returns to global configuration mode.

El{config)#interface serial
0/0/0.1 multipoint

El(config-subif)#ip address
192.168.1.101 255.255.255.0

El{config-subif)#no ip
eplithorizon eigrp 100

Enables subinterface configuration mode.
Multipoint behavior is also enabled.

Assigns IP address and mask information.

Disables split horizon for EIGRP on this

interface. This 1s to allow B2 and R3 to
have connectivity between their connected
networks.

El{config-subif)#frame-relay map
ip 192.168.1.101 101

Maps the IP address of 192.168.1.101 to

DLCI 101.

NOTE The router includes this map to its
own [P address so that the router can ping
the local address from itself.

Rl{config-subif)#frame-relay map
ip 192.168.1.102 102 broadcast

Rl (config-subif) #frame-relay map

ip 192.168.1.103 103 broadcast

El(config-subif) #exit

Maps the remote IP address 192.168.1.102
to DLCI 102, The broadcast keyword
means that broadcasts will now be forward-
ed as well.

Maps the remote IP address 192.168.1.103
to DLCT 103, The broadcast keyword
means that broadcasts will now be forward-
ed as well.

Returns to global configuration mode.

Rl (config) #router eigrp 100

Creates routing process 100.

Rl (config-router) #inetwork
172.16.1.0 0.0.0.255

Advertises the network in EIGRP.

Rl (config-router) #network
192.168.1.0

Advertises the network in EIGRP.

Note




To deploy EIGRP over multipoint subinterfaces, no changes are needed to the basic EIGRP

configuration.

R2 Router

E2 (config)#interface serial 0/0/0

Moves to interface configuration mode.

E2 (config-if) #encapsulation

frame-relay

Enables Frame Relay on this interface.

E2 (config-if) #ip address

192.168.1.102 255.255.255.0

R2 (config-if)#frame-relay map ip
1%2.,168.1.102 102

R2 (config-if)#frame-relay map ip

192,1668.1.101 201 broadcast

Assigns IP address and mask information.

Maps the local IP address 192.168.1.102
to DLCI 102. This map will allow the
router to ping the local address from itself.

Maps the remote IP address 192.168.1.101
to DLCI 201. The broadcast keyword
means that broadcasts will now be for-
warded as well.

R2({config-if) #no shutdown

R2 (config-if) #exit

E2 (config) #router eigrp 100

Enables the interface.
Returns to global configuration mode.

Creates EIGRP routing process 100.

E2 (config-router) #network
172.17.2.0 0.0.0.255

E2 (config-router) #network
1%92.,168.1.0

R2 (config-router) #exit

Advertises the network in EIGRP.
Advertises the network in EIGRP.

Returns to global configuration mode.

R2 (config) #exit

Returns to privileged EXEC mode.

EZ2#copy running-config startup-
config

Saves the configuration to NVRAM.

R3 Router




E3 (config)#interface serial Ufﬂfﬂ.

Moves to interface configuration mode.

E3 (config-if) #encapsulation
frame-relay

E3 (config-if) #ip address
192,168.1.103 255.255,255.0

Ri(config-if)#frame-relay map ip
1%2.168.1.103 103

Ri(config-if)#frame-relay map ip
192,168.1.101 301 broadcast

Enables Frame Relay on this interface.

Assigns IP address and mask information.

Maps the local IP address 192.168.1.103 to

DLCI 103. This map will allow the router

to ping the local address from itself.

Maps the remote IP address 192.168.1.101
to DLCI 301. The broadeast keyword
means that broadcasts will now be for-

warded as well.

R3(config-if) #no shutdown
R3 (config-if) #exit

E3 (config) #router eigrp 100

Enables the interface.

' Returns to global configuration mode.

Creates EIGRP routing process 10(.

E3 (config-router) #network
172.18.3.0 0.0.0.255

E2 (config-router) #network
1%92.,168.1.0

R2 (config-router) #exit

Advertises the network in EIGRP.

Advertises the network in EIGRP.

Returns to global configuration mode.

R2 (config) #exit

Returns to Privileged EXEC mode.

RZ#copy running-config startup-
config

Saves the configuration to NVRAM.




Chapter 31. Configuring Generic Routing Encapsulation (GRE)
Tunnels

This chapter provides information and commands concerning the following topics:

» Configuring a GRE tunnel
= Verifying a GRE tunnel

Generic routing encapsulation (GRE) is a tunneling protocol that can encapsulate a wide variety of
protocol packets inside IPv4 and IPv6 tunnels. GRE was developed by Cisco.

Caution

GRE does not include any strong security mechanisms to protect its payload. To ensure
a secure tunnel, you should use IPsec in conjunction with a GRE tunnel.

Configuring a GRE Tunnel

Figure 31-1 illustrates the network topology for the configuration that follows, which shows how to
configure a GRE tunnel between two remote sites. This example shows only the commands needed to
set up the GRE tunnel. Other commands are necessary to complete the configuration: host names,
physical interfaces, routing, and so on.

. 'GRE Tunnel _

Tunnel 0 Tunnel 0
102.168.1.101/27 192,168.1.102/27
% Internet %
S0/0/0 S0/0/0

10.165.201.1/30 172.16.1.1/24

Figure 31-1. GRE Tunnel Configuration

Branch Router

Branch (config) #interface tunnel0 Moves to interface configuration mode

Branch (config-if)f#tunnel mode gre ip @ Sets tunnel encapsulation method to
GRE over [P

Branch (config-if)#ip address Sets 1P address and mask information

192.168.1.101 255.255.255.224 for interface

Branch (config-if) #tunnel source Maps tunnel source to Serial 0/0/0

10.165.201.1 interface

Branch(config-if)#tunnel destination Maps tunnel destination to HQ router

173.16:1.1

HO Router



HO(config)#interface tunnell

Moves to interface conliguration mode

HQ (config-if) #tunnel mode gre ip

HQlconfig-if) #ip address
192.168.1.102 255.255,255.224

Ho (config-if) #tunnel source
172.16.1.1

Sets tunnel encapsulation method to
GRE over IP

Sets IP address and mask information
for interface

Maps tunnel source to Serial 0/0/0
interface

HQ (config-if) #tunnel destination
10.165.201.1

Verifying a GRE Tunnel

Maps tunnel destination to Branch
router

Eouterfshow interface tunnell

Routertishow ip interface brief

Verifies GRE tunnel configuration.

Shows brief summary of all interfaces,
including tunnel interfaces.

Routerf#show ip interface brief |
include tunnel

FEouter#show ip route

Shows summary of interfaces named
tunnel.

Verifies a tunnel route between Branch
and HQ routers. The path will be seen as
directly connected (C) in the route table.




Chapter 32. Configuring Point-to-Point Protocol over Ethernet
(PPPoE)

This chapter provides information and commands concerning the following topic:

= Configuring a DSL connection using PPPoE

The Point-to-Point over Ethernet (PPPoE) protocol is used to encapsulate PPP frames inside Ethernet
frames. It is most often used when working with broadband communications such as digital
subscriber line (DSL), a family of technologies that provides Internet access over the wires of a local
telephone network.

Configuring a DSL Connection using PPPoE

Figure 32-1 shows an asymmetric digital subscriber line (ADSL) connection to the ISP DSL address
multiplexer



ADSL
Modem mi PPPoE

e 0/0
(Dialer 0)

Figure 32-1. PPPoE Reference

The programming steps for configuring PPPoE on an Ethernet interface are as follows:
1. Configure PPPoE (external modem).
. Configure the dialer interface.
. Define interesting traffic and specify default routing,
. Configure Network Address Translation (NAT) using an access control list (ACL).
. Configure NAT using a route map.
. Configure DHCP service.
. Apply NAT programming.
8. Verify a PPPoE connection.

Step 1: Configure PPPoE (External Modem)

<N N O AW N



Edmonton (configl#interface
ethernet 0/0

Edmonton (config-1if) #pppoe enable

Enters interface configuration mode

Enables PPPoE on the interface

Edmonton (config-if) #pppoe-client
dial-pool-number 1

Edmonton {config-if) #no shutdown

Chooses the physical Ethernet interface for
the PPPoE client dialer interface

Enables the interface

Edmonton (config-1if) #exit

Returns to global configuration mode

Virtual Private Dial-Up Network (VPDN) Programming

Edmonton (config) #ivpdn enable

Edmonton (config) #vpdn-group PPPOE-
GROUP

Edmonton (config-vpdn) #request-dialin

Edmonton (config-vpdn-reg-

in) fiprotocol pppoe

Edmonton (config-vpdn-req-in) #exit

Edmonton (config-vpdn) #exit

Enables VPDN sessions on the network

dCCESS server

Creates a VPDN group and assigns it a

unigue name

Initiates a dial-in tunnel

Specifies the tunnel protocol

Exits request-dialin mode

Exits vpdn mode and returns to global

configuration mode

Note

VPDN s are legacy dial-in access services provided by ISPs to enterprise customers who chose
not to purchase, configure, or maintain access servers or modem pools. A VPDN tunnel was
built using Layer 2 Forwarding (L2F), Layer 2 Tunneling Protocol (L2TP), Point-to-Point
Tunneling Protocol (PPTP), or Point-to-Point over Ethernet (PPPoE). The tunnel used UDP
port 1702 to carry encapsulated PPP datagrams and control messages between the endpoints.

Routers with Cisco 10S Release 12.2(13)T or earlier require the additional VPDN

programming.

Step 2: Configure the Dialer Interface



Edmonton (config) #interface
dialer0

Edmonton (config-if) #ip address

negotiated

Enters interface configuration mode.

Obtains IP address via PPP/IPCP address
negotiation.

Edmonton (config-if) fiip mtu 14952

Accommodates for the 6octet PPPoE head-
er to eliminate fragmentation in the frame.

Edmonton (config-if) #ip tep
adjust-mss 1452

Adjusts the maximum segment size (MSS)
of TCP SYN packets going through a rout-
er to eliminate fragmentation in the frame.

Edmonton (config-if) #encapsulation

PFP

Edmonton (config-if) #dialer pool 1

Enables PPP encapsulation on the dialer
interface.

Links the dialer interface with the physical
interface Ethernet 0/1.

For Password Authentication Protocol (PAP)

NOTE The ISP defines the type of
authentication to use.

Edmonton (config-if) #ppp authentication

pap callin

Uses PAP for authentication

Edmonton (config-if) #ppp pap sent-user-

name pieman password bananacream

Enables outbound PAP user authen-
tication with a username of pieman
and a password of bananacream

For Challenge Handshake Authentication Protocol (CHAP)

Edmonton {config-1if) #ppp authentication chap

callin

Edmonton (config-if) #ppp chap hostname pieman

Enables outhbound CHAP
user authentication

Submits the CHAP username

Edmonton (config-if) #ppp chap password

bananacream

Edmonton (config-if) #exit

Submits the CHAP password

Exits programming level

Step 3: Define Interesting Traffic and Specify Default Routing

Edmonton (configl fidialer-1list 2
protocol ip permit

Edmonton (config) #interface dialerl

Declares which traffic will invoke
the dialing mechanism

Enters interface configuration mode

Edmonton (config-if) #dialer-group 2

Edmonton (config)#ip route 0.0.0.0
0.0.0.0 dialer0

Applies the “interesting traffic”
rules in dialer-list 2

Specifies the dialer0 interface as the
candidate default next-hop address

Step 4: Configure NAT Using an ACL




Edmonton {config) #access-l1list 1
permit 10.10.30.0 0.0.0.255
Edmonton (config) #ip nat pool
NAT-POOL 152.31.7.1 1%2.31.7.2
netmask 255.255.255.0

Edmonton (config) #ip nat inside
gource list 1 pool NAT-FOOL
overlcoad

Specilies an access control entry (ACE) for
NAT.

Defines the inside global (WAN side) NAT
pool with subnet mask.

NOTE When a range of public addresses 1s
used for the NAT/PAT inside global (WAN)
addresses. it is defined by an address pool and
called in the NAT definition programming.

Specifies the NAT inside local addresses

by ACL and the inside global addresses by
address pool for the NAT process.

NOTE In the case where the inside global
(WAN) address 1s dynamically assigned

by the ISP, the outbound WAN interface is
named in the NAT definition programming.

Edmonton(config) #ip nat inside
source list 1 interface dialer0

overload

Specifies the NAT inside local addresses
(LAN) and inside global addresses (WAN) for
the NAT process.

Step S: Configure NAT Using a Route Map

Edmonton{config) faccess-1list 3
permit 10.10.30.0 0.0.0.255

Specifies the access control entry (ACE) for
NAT.

NOTE The route-map command 1s typically
used when redistributing routes from one rout-
ing protocol into another or to enable policy
routing. The most commonly used method for
defining the traffic to be translated in the NAT
process is to use an ACL to choose traffic and
call the ACL directly in the NAT program-
ming. When used for NAT, a route map allows
you to match any combination of ACL, next-
hop IP address, and output interface to deter-
mine which pool to use. The Cisco Router and
Security Device Manager (SIDM) uses a route
map Lo select tralfic for NAT.

Edmonton {config) #froute-map
ROUTEMAF permit 1

Declares route map name and enters route-
map mode.

Edmonton{config-route-

map) #match ip address 3

Edmonton {config-route-map) #exit

Specifies the ACL that defines the dialer
“interesting traffic.”
Exits route-map mode.

Edmonton {config) #ip nat inside
source route-map ROUTEMAF
interface dialer0 overload

Specifies the NAT inside local (as defined by
the route map) and inside global (interface
dialer0) linkage for the address translation.

Step 6: Configure DHCP Service



Edmonton {config)#ip dhep Excludes an IP address range from being

excluded-address 10.10.30.1 offered by the router’s DHCP service.
10.10.30.5

Edmonton{config)#ip dhep pool | Enters dhep-config mode for the pool
CLIENT-30 CLIENT-30.

Edmonton (dhep-config) #network | Defines the IP network address.
10.10.30.0 255.255.255.0

Edmonton {dhep-config) #default- | Declares the router’s vlanl0 interface address

router 10.10.30.1 as a gateway address.
Edmonton (dhep-config) #import | Imports DHCP option parameters into the DHCP
all server database from external DHCP service.

NOTE Any manually configured DHCP option
parameters override the equivalent imported
DHCP option parameters. Because they are
obtained dynamically, these imported DHCP
option parameters are not part of the router con-
figuration and are not saved in NVRAM.

Edmenton (dhep-config) #dns- Declares any required DNS server addresses.
gerver 10.10.30.2

Edmonton {dhep-config) #exit Exits dhcp-config mode.

Step 7: Apply NAT Programming

Edmonton{config) #interface ethernet2/0 | Enlers interface configuration mode
Edmonton{config-if) #ip nat inside Specifies the interface as an inside
local (LAN side) interface
Edmonton(config) #interface dialer0 Enters interface configuration mode
Edmonton (config-if) #ip nat outside Specifies the interface as an inside
global (WAN side) interface
Edmonton (config-if) f#fend | Returns to privileged EXEC mode

Step 8: Verify a PPPoE Connection

Edmonton#debug pppoe events Displays PPPoE protocol messages about
events that are part ol normal session
establishment or shutdown.

Edmenton#idebug ppp authentication | Displays authentication protocol messages
such as CHAP and PAP messages.

Edmonton#ishow pppoe session Displays information about currently active
PPPoE sessions.
Edmonton#ishow ip dhcp binding Displays address bindings on the Cisco

10S DHCP server.
Edmonton#ishow ip nat translations | Displays active NAT translations.




Part XI: Network Security



Chapter 33. Managing Traffic Using Access Control Lists (ACL)

This chapter provides information and commands concerning the following topics:

» Access list numbers

= Using wildcard masks

= ACL keywords

» Creating standard ACLs

= Applying standard ACLs to an interface
= Verifying ACLs

» Removing ACLs

= Creating extended ACLs
= Applying extended ACLs to an interface

= The established keyword (optional)

= Creating named ACLs

= Using sequence numbers in named ACLs

= Removing specific lines in named ACLs using sequence numbers
» Sequence number tips

* Including comments about entries in ACLs

= Restricting virtual terminal access

= Tips for configuring ACLs

* ACLs and IPv6

= Configuration examples: ACLs

Access List Numbers

Although many different protocols can use access control lists, the CCNA vendor exams are
concerned only with IPv4 ACLs. The following chart shows some of the other protocols that can use
ACLs.

: 1-99 or 1300-1999 " Standard [Pv4

| 100-199 or 2000-2699 | Extended IPv4

| 600-699 AppleTalk

| 800-899 IPX

: 900-999 - Extended IPX

| 1000-1099 | IPX Service Advertising Protocol

Using Wildcard Masks



When compared to an [P address, a wildcard mask identifies which addresses get matched to be
applied to the permit or deny argument in an access control list (ACL) statement:

= A 0 (zero) in a wildcard mask means to check the corresponding bit in the address for an exact
match.

= A 1 (one) in a wildcard mask means to ignore the corresponding bit in the address—can be
either 1 or 0. In the examples, this is shown as x.
Example 1: 172.16.0.0 0.0.255.255
172.16.0.0 =10101100.00010000.00000000.00000000
0.0.255.255 =00000000.00000000.11111111. 11111111
result =10101100.00010000.xxxxxxxX . XXXXXXXX

172.16.x.x (Anything between 172.16.0.0 and 172.16.255.255 will match the example
statement. )

Tip
An octet of all Os means that the octet has to match exactly to the address. An octet of
all 1s means that the octet can be ignored.

Example 2: 172.16.8.0 0.0.7.255
172.168.8.0 =10101100.00010000.00001000.00000000
0.0.0.7.255 =00000000.00000000.00000111.11111111
result =10101100.00010000.0000 Lxxx.xxxxxxxx
00001xxx = 00001000 to 00001711 = 8-15
xxxxxxxx = 00000000 to 11111111 = 0-255
Anything between 172.16.8.0 and 172.16.15.255 will match the example statement.

ACL Keywords
any | Used in place of 0.0.0.0 255.255.255.255, will match any
| address that it is compared against
host Used in place of 0.0.0.0 in the wildcard mask, will match

only one specific address

Creating Standard ACLs

Note

Standard ACLs are the oldest type of ACL. They date back as early as Cisco 10S
Release 8.3. Standard ACLs control traffic by comparing the source of the IP packets
to the addresses configured in the ACL.




Router (config) #access-
list 10 permit 172.16.0.0
0.0.255.255

Read this line to say, “All packets with a source
IP address of 172.16.x.x will be permitted to
continue through the internetwork.”

access-list

ACL command.

Arbitrary number between 1 and 99, or 1300 and

10
1999, designating this as a standard [P ACL.

permit Packets that match this statement will be allowed
to continue.

172.16.0.0 Source 1P address to be compared to.

0.0.255, 255

Wildcard mask.

Router (config) faccess-list
10 deny host 172.17.0.1

Read this line to say, “All packets with a source

IP address of 172.17.0.1 will be dropped and dis-
carded.”

access-list

ACL command.

10 Number between | and 99, or 1300 and 1999,
designating this as a standard [P ACL.

deny Packets that match this statement will be dropped
and discarded.

host Keyword.

172.17.0.1

Specific host address.

Router (config) faccess-list
10 permit any

Read this line to say. “All packets with any source
IP address will be permitted to continue through
the internetwork.”

access-list

ACL command.

10 Number between 1 and 99, or 1300 and 1999,
designating this as a standard IP ACL.

permit Packets that match this statement will be allowed
1o continue,

any Keyword to mean all 1P addresses.

Tip

An implicit deny statement is hard-coded into every ACL. You cannot see it, but it
states “deny everything not already permitted.” This is always the last line of any ACL.
If you want to defeat this implicit deny, put a permit any statement in your standard
ACLs or permit ip any any in your extended ACLs as the last line.

Applying Standard ACLs to an Interface



Router (config) f#interface Moves to interface configuration mode.
gigabitethernet 0/0

Router (config-if)#ip Takes all access list lines that are defined as being
access-group 10 in part of group 10 and applies them in an inbound

manner. Packets going into the router from giga-
bitethernet 0/0 will be checked.

Tip
Access lists can be applied in either an inbound direction (keyword in) or in an
outbound direction (keyword out).

Tip
Not sure in which direction to apply an ACL? Look at the flow of packets. Do you
want to filter packets as they are going in a router’s interface from an external source?
Use the keyword in for this ACL. Do you want to filter packets before they go out of
the router’s interface toward another device? Use the keyword out for this ACL.

Tip
Apply a standard ACL as close as possible to the destination network or device.

Verifying ACLs
Routerfishow ip interface Displays any ACLs applied to that interface
Router#show access-lists Displays the contents of all ACLs on the router
Routerfishow access-list Displays the contents of the ACL by the
access-1ist-number number specified

Router#show access-list name | Displays the contents of the ACL by the name

specified
Routerishow run Displays all ACLs and interface assignments
Removing ACLs
- Router (config) #no access-list - Removes all ACLs numberad 10
10
Creating Extended ACLs
Note

Extended ACLs were also introduced in Cisco IOS Release 8.3. Extended ACLs
control traffic by comparing the source and destination of the IP packets to the
addresses configured in the ACL. Extended ACLs can also filter packets using



protocol/port numbers for a more granular filter.

Router (config) #access-list
110 permit tcp 172.16.0.0
0.0.0.255 192.168.100.0
0.0.0.255 eg 80

Read this line to say, “HTTP packets with

a source IP address of 172.16.0.x will be
permitted to travel to the destination address
192.168.100.x.”

access-list

ACL command.

110 MNumber is between 100 and 199, or 2000 and
2699, designating this as an extended IP ACL.

permit Packets that match this statement will be
allowed to continue.

tep Protocol must be TCP.

172.16.0.0 Source IP address to be compared to.

0.0.0.255 Wildcard mask for the source IP address.

192.168.100.0 Destination [P address to be compared to.

0.0.0.255 Wildcard mask for the destination IP address.

eq Operand, means “equal 10.”

80

Port 80, indicating HTTP traffic.

Router (config) faccess-list 110
deny tecp any 152.168.100.7
0.0.0.0 eq 23

Read this line to say, “Telnet packets with any
source IP address will be dropped if they are
addressed to specific host 192.168.100.7.”

access-list

ACL command.
Number is between 100 and 199, or 2000 and

110
2699, designating this as an extended IP ACL.

deny Packets that match this statement will be
dropped and discarded.

tep Protocol must be TCP protocol.

any Any source [P address.

122.168.100.7

Destination [P address to be compared to.

0.0.0.0 Wildcard mask; address must match exactly.
eq Operand, means “equal t0.”
23

Port 23, indicating Telnet traffic.

Applying Extended ACLs to an Interface

REouter (config) #interface
gigabitethernet 0/0

Router (config-if) #ip
access-group 110 out

Moves to interface configuration mode and takes
all access list lines that are defined as being part
of group 110 and applies them in an outbound
manner. Packets going out gigabitethernet 0/0 will

be checked.




Tip
Access lists can be applied in either an inbound direction (keyword in) or in an
outbound direction (keyword out).

Tip
Only one access list can be applied per interface, per direction.

Tip
Apply an extended ACL as close as possible to the source network or device.

The established Keyword (Optional)

-Routerfccnfig‘!#access-list 110 permit tcp Indicates an established
172.16.0.0 0.0.0.255 192.168.100.0 0.0.0.255 eq | connection
| 80 established

Note
A match will now occur only if the TCP datagram has the ACK or the RST bit set.

Tip
The established keyword will work only for TCP, not UDP.

Tip
Consider the following situation: You do not want hackers exploiting port 80 to access
your network. Because you do not host a web server, it is possible to block incoming
traffic on port 80 ... except that your internal users need web access. When they request
a web page, return traffic on port 80 must be allowed. The solution to this problem is
to use the established command. The ACL will allow the response to enter your
network, because it will have the ACK bit set as a result of the initial request from
inside your network. Requests from the outside world will still be blocked because the
ACK bit will not be set, but responses will be allowed through.

Creating Named ACLs



Router (config) #ip access-list
extended serveraccess

Router (config-ext-nacl) #ipermit tep
any host 131.108.101.99 egq smtp

Creates an extended named ACL called
serveraccess and moves to named ACL
configuration mode.

Permits mail packets from any source to
reach host 131.108.101.99.

Router (config-ext-nacl) #permit udp
any host 131.108.101.99 eg domain

Permits Domain Name System (DNS)
packets from any source to reach host
131.108.101.99.

Router (config-ext-nacl) #deny ip
any any log

Denies all other packets from going any-
where. If any packets do get denied, this
logs the results for you to look at later.

Router (config-ext-nacl) #exit

Returns to global configuration mode.

Router (config) #interface
gigabitethernet 0,0

Router (config-if)#ip access-group

serveraccess out

Moves to interface configuration mode
and applies this ACL to the gigabitether-
net interface 0/0 in an outbound direction.

Using Sequence Numbers in Named ACLs

Router (config) #ip access-list
extended serveraccess2

Fouter (config-ext-nacl)#10 permit tcp

any host 131.108.101.9%% eg smtp

Router (config-ext-nacl) #20 permit udp

any host 131.108.101.99 eqg domain

Creates an extended named ACL
called serveraccess2.

Uses a sequence number 10 for this
line.

Sequence number 20 will be applied
after line 10.

Router (config-ext-nacl) #30 deny ip
any any log

Router (config-ext-nacl) fexit

Sequence number 30 will be applied
after line 20.

Returns to global configuration mode.

Router (config) #interface
gigabitethernet 0/0

Router (config-if) #ip access-group
garveraccessi out

Moves to interface configuration
mode.

Applies this ACL in an outbound
direction.

Router (config-if) #exit

Router (config) #ip access-list
extended serveraccessi

Returns to global configuration mode.

Moves to named ACL configuration
mode for the ACL serveraccess2.

Router (config-ext-nacl)#25 permit tep

any host 131.108.101.99% eg ftp

Router (config-ext-nacl) fexit

Sequence number 25 places this line
after line 20 and before line 30.

Returns to global configuration mode.

Tip

Sequence numbers are used to allow for easier editing of your ACLs. The preceding
example used numbers 10, 20, and 30 in the ACL lines. If you had needed to add




another line to this ACL, it would have previously been added after the last line—Iine
30. If you had needed a line to go closer to the top, you would have had to remove the
entire ACL and then reapply it with the lines in the correct order. Now you can enter in
a new line with a sequence number, placing it in the correct location.

Note

The sequence-number argument was added in Cisco IOS Software Release 12.2(14)S.
It was integrated into Cisco IOS Software Release 12.2(15)T.

Removing Specific Lines in Named ACLs Using Sequence Numbers

Router (conflg)#ip access-list Moves to named ACL configuration mode
extended serveraccess2 for the ACL serveraccess2

Router (config-ext-nacl) #no 20 Removes line 20 from the list

Router (config-ext-nacl) #exit Returns to global configuration mode

Sequence Number Tips

= Sequence numbers start at 10 and increment by 10 for each line.
= The maximum sequence number 1s 2147483647.

= [f you have an ACL that is so complex that it needs a number this big, I’d ask your boss for
a raise.

= If you forget to add a sequence number, the line i1s added to the end of the list and assigned a
number that is 10 greater than the last sequence number.

= If you enter an entry that matches an existing entry (except for the sequence number), no changes
are made.

= [f the user enters a sequence number that is already present, an error message of “Duplicate
sequence number” displays. You have to reenter the line with a new sequence number.

» Sequence numbers are changed on a router reload to reflect the increment by 10 policy (see
first tip in this section). If your ACL has numbers 10, 20, 30, 32, 40, 50, and 60 in it, on reload
these numbers become 10, 20, 30, 40, 50, 60, 70.

= [f you want to change the numbering sequence of your ACLs to something other than
incrementing by 10, use the global configuration command ip access-list resequence
name/number start# increment#:

Router (config) #ip access-list resequence serveracces 1 2

This resets the ACL named serveraccess to start at 1 and increment by steps of 2 (1, 3, 5, 7, 9,
and so on). The range for using this command is 1 to 2147483647.

= Sequence numbers cannot be seen when using the Router#show running-config or Router#show
startup-config command. To see sequence numbers, use one of the following commands:



Click here to view code image

Router#show access-lists

Router#show access-lists list name
Routerf#show ip access-list
Router#show ip access-list list name

Including Comments About Entries in ACLs

Router (config) #access-list 10 The remark command allows you to include
remark only Jones has access a comment (limited to 100 characters).
Fouter (config) #access-1list 10 Read this line to say, “Host 172.16.100.119
permit 172.16.100.119 will be permitted through the internetwork.™
Router (config) #ip access-list Creates a named ACL called telnetaccess and
extended telnetaccess moves (o named ACL configuration mode.
Router (config-ext-nacl)#remark | The remark command allows you to include
do not let Smith have telnet a comment (limited to 100 characters).
Router (config-ext-nacl) #ideny Read this line to say. “Deny this specific host
tep host 172.16.100.153 any eqg | Telnet access to anywhere in the internet-
telnet work.”

Tip
You can use the remark command in any of the IP numbered standard, [P numbered
extended, or named IP ACLs.

Tip
You can use the remark command either before or after a permit or deny statement.

Therefore, be consistent in your placement to avoid any confusion as to which line the
remark statement is referring.

Restricting Virtual Terminal Access

Router (config) #access-list 2 Permits host from source address of
permit host 172.16.10.2 172.16.10.2 to telnet/SSH into this router
based on where this ACL is applied.
Router (conflig) faccess-list 2 Permits anyone from the 172.16.20.x
permit 172.16.20.0 0.0.0.255 address range to telnet/SSH into this router

based on where this ACL is applied.

The implicit deny statement restricls anyone
else from being permitted to telnet/SSH.

Router (config) #line vty 0 4 Moves to vty line configuration mode.

Router (config-line)#access- Applies this ACL to all 5 vty virtual nter-
class 2 in faces in an inbound direction.




Tip
When restricting access through Telnet, use the access-class command rather than the
access-group command, which is used when applying an ACL to a physical interface.

Caution

Do not apply an ACL intending to restrict Telnet traffic on a physical interface. If you
apply to a physical interface, al/l packets will be compared to the ACL before it can
continue on its path to its destination. This scenario can lead to a large reduction in
router performance.

Tips for Configuring ACLs

= The type of ACL determines what is filtered.
— Standard filters only on source IP.
— Extended filters on source IP, Destination IP, Protocol Number, Port Number

= Only one ACL per interface, per protocol, per direction.

= Place your most specific statements at the top of the ACL. The most general statements should
be at the bottom of the ACL.

= The last test in any ACL is the implicit deny statement. You cannot see it, but it is there.

» Every ACL must have at least one permit statement. Otherwise, you will block everything,
= Place extended ACLs as close as possible to the source network or device.

= Place standard ACLs as close as possible to the destination network or device.

* You can use numbers when creating a named ACL. The ‘name’ you choose is the number: For
example, ip access-list extended 150 creates an extended ACL named 150.

= An ACL can filter traffic going through a router, or traffic to and from a router, depending on
how the ACL is applied.

— Think of yourself as standing in the middle of the router. Are you filtering traffic that is
coming into the router toward you? Make the ACL an inbound one using the keyword in.

— Are you filtering traffic that is going away from you and the router and toward another
device? Make the ACL an outbound one using the keyword out.

= When restricting access through Telnet, use the access-class command rather than the access-
group command, which is used when applying an ACL to a physical interface.

ACLs and IPv6

Although not part of the CCNA curriculum, ACLs can be created in [Pv6. The syntax for creating an
IPv6 ACL is limited to named ACLs.



Router (config) fipvé access-list (reates an [Pv6 ACL called vbexample and

véexample moves to IPve ACL configuration mode
Router (config-ipv6-acl)#ipermit | Permits the specified IPv6 address to telnet
tep 2001:dbB:300:201::/32 eqg to any destination

telnet any

Router (config-ipvé-acl)fideny Denies a specific IPv6 host. Attempts will be
tep host 2001:dbB:1::1 any log- logged

input

Router (config-ipve-acl) #fexit Returns to global configuration mode
Router (config) #interface Moves Lo interface configuration mode

gigabitethernet 0/0

Router (config-if] #ipv6é traffic-  Applies the [Pv6 ACL named véexample to
filter véexample out the interface in an outbound direction

Tip
You use the traffic-filter keyword rather than the access-group keyword when
assigning [Pv6 ACLs to an interface.

Tip
You still use the access-class keyword to assign an [Pv6 ACL to virtual terminal (vty)
lines for restricting Telnet/SSH access, just like working with IPv4 ACLs.

Configuration Examples: ACLs

Figure 33-1 illustrates the network topology for the configuration that follows, which shows five ACL
examples using the commands covered in this chapter.
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Figure 33-1. Network Topology for ACL Configuration

Example 1: Write an ACL that prevents the 10.0 network from accessing the 40.0 network but

allows everyone else to.

RedDeer (config) #faccess-1list 10 | The standard ACL denies complete network
deny 172.16.10.0 0.0.0.255 for complete TCP/1P suite of protocols.

RedDeer (config) faccess-1list 10 | Defeats the implicit deny.
permit any

RedDeer (config)fiinterface Moves to interface configuration mode.
gigabitethernet 0/0

10 out

RedDeer (config) #ip access-group | Applies ACL in an outbound direction.

Example 2: Write an ACL that states that 10.5 cannot access 50.7. Everyone else can.



Edmonton (config) #access list 115 deny
ip hest 172.16.10.5 host 172.16.50.7

The extended ACL denies specific
host for entire TCP/IP suite to a
specific destination.

Edmonton (config) #access list 115 permit | All others are permitted through.

ip any any

Edmonton (config) #interface Moves to interface configuration

gigabitethernet 0/0 mode.
Edmonton (config) #ip access-group 115 in Applies the ACL in an inbound
direction.

Example 3: Write an ACL that states that 10.5 can Telnet to the Red Deer router. No one else
can.

RedDeer (config) #access-list
20 permit host 172.16.10.5

The standard ACL allows a specific host access.
The implicit deny statement filters everyone else
out.

RedDeer (config) #line vty 0 4 | Moves to virtual terminal lines configuration

mode.

RedDeer (config-line) #iaccess-
class 20 in

Applies ACL 20 in an inbound direction.
Remember to use access-class, not access-group.

Example 4: Write a named ACL that states that 20.163 can Telnet to 70.2. No one else from
20.0 can Telnet to 70.2. Any other host from any other subnet can connect to 70.2 using
anything that is available.

Example 5: Write an ACL that states that hosts 50.1-50.63 are not allowed web access to

Calgary (config) #ip access-list

extended serveraccess

Creates a named ACL and moves to
named ACL configuration mode.

Calgary (config-ext-nacl} #10
permit tcp host 172.16.20.163
host 172.16.70.2 eqg telnet

The specific host is permitted Telnet
access (o a specific destination.

Calgary (config-ext-nacl) $20 deny
tep 172.16.20.0 0.0.0,.255 host
172.16.70.2 eg telnet

No other hosts are allowed Lo telnet Lo the
SETVET,

Calgary (config-ext-nacl)#30 permit
ip any any

Defeats the implicit deny statement and
allows all other traffic to pass through.

Calgary (config-ext-nacl) #exit

Returns to global configuration mode.

Calgary (config) #finterface
gigabitethernet 0/0

Moves to interface configuration mode.

Calgary(config) #ip access-group
serveraccess out

Sets the ACL named serveraccess in an
outbound direction on the interface.

80.16. Hosts 50.64-50.254 are. Everyone can do everything else.




RedDeer (config) faccess-list 101
deny tcp 172.16.50.0 0.0.0.63
host 172.16.80.16 eg 80

- Creates an ACL that denies HTTP traffic

from a range of hosts to a specific
destination

RedDeer (config) faccess-list 101
permit ip any any

RedbDeer (config) #interface
gigabitethernet 0/0

RedDeer (config) #ip access-group
101 in

Defeats the implicit deny statement and

allows all other traffic to pass through

Moves to interface configuration mode

Applies the ACL in an inbound direction




Part XII: Appendixes



Appendix A. Binary/Hex/Decimal Conversion Chart

The following chart lists the three most common number systems used in networking: decimal,
hexadecimal, and binary. Some numbers you will remember quite easily, as you use them a lot in your
day-to-day activities. For those other numbers, refer to this chart.

Decimal Value Hexadecimal Value Binary Value
0 00 0000 0000
1 01 | 0000 0001
2 02 0000 0010
3 | 03 - 0000 0011
4 04 0000 0100
5 | 05 ' 0000 0101
6 06 0000 01140
7 - 07 - 0000 0111
8 08 0000 1000
¢ | 09 0000 1001
10 0A 0000 1010
11 | OB | 0000 1011
12 | 0C | 0000 1100
13 0D 0000 1101
14 0E 10000 1110
15 | OF | 0000 1111
16 10 0001 0000
17 11 0001 0001
18 12 0001 0010



19 13 0001 0011
20 14 0001 0100
21 15 0001 0101
22 16 0001 0110
23 17 0001 0111
24 18 0001 1000
25 19 0001 1001
26 1A (0001 1010
27 1B 0001 1011
28 IC 0001 1100
29 1D 0001 1101
30 1E 0001 1110
31 1F 0001 1111
32 20 0010 0000
33 21 0010 0001
34 22 0010 0010
35 23 0010 0011
36 24 0010 0100
37 25 0010 0101
38 20 00100110
50 27 00100111
40 28 0010 1000
41 29 0010 1001
42 2A (010 1010
43 2B 0010 1011




44 2C 0010 1100
45 2D 0010 1101
46 2E 0010 1110
47 2F 0010 1111
48 30 0011 0000
49 31 0011 0001
50 32 0011 0010
51 33 0011 0011
52 34 0011 0100
53 55 0011 0101
54 36 0011 0110
55 A7 00110111
56 38 0011 1000
57 39 0011 1001
58 3A 0011 1010
50 3B 0011 1011
60 3C 0011 1100
61 iD 0011 1101
62 3E 0011 1110
63 3F 0011 1111
64 40 0100 0000
65 41 0100 0001
66 42 0100 0010
67 43 0100 0011
68 44 0100 0100
69 45 0100 0101




70 46 0100 0110
71 47 01000111
72 48 0100 1000
73 49 0100 1001
74 4A 0100 1010
5o 4B 0100 1011
76 4C 0100 1100
77 4D 0100 1101
78 4E 0100 1110
7 4F 0100 1111
80 50 0101 0000
81 51 0101 0001
82 52 0101 0010
83 25 0101 0011
84 54 0101 0100
85 55 0101 0101
86 56 0101 0110
87 57 0101 0111
88 58 0101 1000
89 59 0101 1001
90 S5A 0101 1010
91 5B 0101 1011
92 5C 0101 1100
93 5D 0101 1101
04 S5E 0101 1110
95 SH 0101 1111
96 60 0110 0000




97 61 0110 0001
08 62 01100010
99 63 01100011
100 64 0110 0100
101 65 0110 0101
102 60 01100110
103 67 01100111
104 68 0110 1000
105 69 0110 1001
106 HA 0110 1010
107 6B 0110 1011
108 6C 0110 1100
109 6D 0110 1101
110 6E 01101110
111 6F 0110 1111
112 70 0111 0000
113 71 0111 0001
114 72 0111 0010
115 73 0111 0011
116 74 0111 0100
117 75 0111 0101
118 76 01110110
119 77 0111 0111
120 78 0111 1000
121 79 0111 1001
122 TA 0111 1010




123 7B 0111 1011
124 24 e 0111 1100
125 7D 0111 1101
126 TE 0111 1110
127 7F 0111 1111
128 80 1000 0000
129 81 1000 0001
130 82 1000 0010
131 83 1000 0011
132 84 1000 0100
133 85 1000 0101
134 86 1000 0110
135 87 1000 0111
136 88 1000 1000
137 89 1000 1001
138 BA 1000 1010
139 8B 1000 1011
140 8C 1000 1100
141 8D 1000 1101
142 8E 1000 1110
143 8F 1000 1111
144 90 1001 0000




145 91 1001 0001
146 92 1001 0010
147 93 1001 0011
148 94 1001 0100
149 35 1001 0101
150 96 1001 0110
151 97 1001 0111
152 98 1001 1000
153 99 1001 1001
154 9A 1001 1010
155 9B 1001 1011
156 9C 1001 1100
157 9D 1001 1101
158 9E 1001 1110
159 9K 1001 1111
160 Al 1010 0000
161 Al 1010 0001
162 A2 1010 0010
163 A3 10100011
164 A4 1010 0100
165 A5 1010 0101




166 Ab 10100110
167 A7 1010 0111
168 A8 1010 1000
169 A9 1010 1001
170 AA 1010 1010
171 AB 1010 1011
172 AC 1010 1100
173 AD 1010 1101
174 AE 1010 1110
175 AF 1010 1111
176 B0 1011 0000
177 Bl 1011 0001
178 B2 1011 0010
179 B3 1011 0011
180 B4 1011 0100
181 B5 1011 0101
182 B6 1011 0110
183 B7 1011 0111
184 B8 1011 1000
185 B9 1011 1001
186 BA 1011 1010
187 BB 1011 1011




188 BC 1011 1100
189 BD 1011 1101
190 BE 1011 1110
191 BF 1011 1111
192 Co 1100 0000
193 Cl 1100 0001
194 c2 1100 0010
195 3 11000011
196 C4 1100 0100
197 5 1100 0101
198 C6 1100 0110
199 7 11000111
200 C8 1100 1000
201 co 1100 1001
202 CA 1100 1010
203 CB 1100 1011
204 cC 1100 1100
205 CD 1100 1101
206 CE 1100 1110
207 CF 1100 1111
208 DO 1101 0000
209 D1 1101 0001
210 D2 1101 0010
211 D3 1101 0011
212 D4 1101 0100
215 D5 1101 0101




214 D6 1101 0110
215 D7 1101 0111
216 D8 1101 1000
217 DY 1101 1001
218 DA 1101 1010
219 DB 1101 1011
220 DC 1101 1100
221 DD 1101 1101
222 DE 1101 1110
223 DF 1101 1111
224 E0 1110 0000
225 El 1110 0001
226 E2 11100010
229 E3 11100011
228 E4 1110 0100
2249 E5 1110 0101
230 E6 11100110
231 E7 11100111
232 E8 1110 1000
233 E9 1110 1001
234 EA 1110 1010
235 EB 1110 1011
236 EC 1110 1100
237 ED 1110 1101
238 EE 1110 1110
239 EF 1110 1111
240 FO 1111 0000




241 Fl 1111 0001
242 F2 1111 0010
243 F3 1111 0011
244 F4 1111 0100
245 F5 1111 0101
246 Fo6 11110110
247 F7 1111 0111
248 F8 1111 1000
249 F9 1111 1001
250 FA 1111 1010
254 FB 1111 1011
252 FC 1111 1100
253 FD 1111 1101
254 FE 1111 1110
253 FF 1111 1111
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Steps to Configuring a Router

1. Create an IP plan as per your diagram.

a. Subnetting
b. VLSM

2. Cable your equipment as per your diagram.
3. Establish a basic router configuration.

a. Host names
b. Passwords:
1. Secret
11. Console
111. Terminal—vty
1v. Auxiliary
c. Turn off DNS so spelling mistakes will not slow you down
d. Banners: login or MOTD

4. Configure your interfaces.

a. Addresses and masks: IPv4/IPv6
b. Clock rates (for serial DCE interfaces)
c. Descriptions

5. Create IP host name tables for remote access.
6. Configure IPv4 routing.

a. Static

b. Default

c. Dynamic—Pick the routing protocol that best suits your needs:
i. OSPF
ii. EIGRP

7. Configure IPv6 routing.

a. Static

b. Default

c. Dynamic—Pick the routing protocol that best suits your needs:
1. OSPF



ii. EIGRP
8. Configure access control lists (ACL):

a. Standard
b. Extended
c. Named

9. Change the WAN encapsulation type.

a. PPP (authentication: CHAP)
b. HDLC (if returning to default)

10. Apply advanced IP configuration topics.

a. NAT/PAT
b. DHCP

11. Save your configuration.

a. Locally
b. Remote

What Do You Want to Do Today?



Assign an TPv4 address on my interface i 0-31
Assign an [Pv6 address on my interface 16 153
Change the name of my router 46
Check the settings for HyperTerminal 4 32
Check to see whether my serial cable is DCE or DTE without walking overto | 25 210
imy router
Configure a switch 11 91
Configure and troubleshoot EIGRP for [Pv4 8 63
Configure and troubleshoot EIGRP for IPv6 18 171
Configure and troubleshoot single-area OSPF for [Pv4 9 73
Configure and troubleshoot multi-area OSPF for [Pv4 10 83
Configure OS5PFv3 for [Pv6 17 163
-‘Cﬂnverl a number in binary to hexadecimal or decimal or vice versa 1A 271
Copy my 105 to a TFTP server 19 181
Cl‘ﬂal; a host table so that I can telnet or ping using names rather than IP f 52
addresses
Create a MOTD or login banner I 11
Create an IPv4 static route T 57
Create an [Pv6 static route 16 159
Create and apply a named access control list (ACL) 33 262
Create and apply a standard ACL 33 259
Create and apply an extended ACL 33 261
Create and apply an ACL using [Pv6 33 266
Create VLANs on my switch 12 101
Delete all VLANs on my switch 12 104
Understand the difference between S68A and S68B cables 4 35
Perform a password recovery on my router 20 190
Perform a password recovery on my switch 20 191
Reset my router to factory defaults & 33
Reset my switch to factory defaults 11 92
Review subnetting | |
Review VL5M 2 15
Review route summarization 3 25
Save my running-configuration locally 6 33
Save my running-configuration to a TFTP server 19 180
See what the Configuration Register looks like 20 187
Set my console so that new informational messages do not interrupt my typing 6 52




1 Want to Chapter Page
Set my passwords 6 46
Set the clock rate on my serial interface 6 50
Set up a DHCP server on my router 28 227
Set up Frame Relay on my router 30 239
Set up NAT on my router using the CLI 27 219-221
Set up router-on-a-stick for inter-VLAN communication 13 110
Set up inter-VLAN communication using SVI1s on an L3 switch 13 1
Telnet into two different devices at the same time 22 196
Turn off DNS so that my spelling mistakes do not slow me down 6 52
Turn on EtherChannel 14 129
Turn on PPP on my serial interface 29 233
Turn on PPP optional authentication 29 234
Upgrade my 108 using a TFTP server 19 181
”‘iu"crif}r my spanning-tree configuration 14 124
Write down my own commands B 279
Create a GRE Tunnel 3 249
Configure a DSL connection using PPPoE 32 251
Verify my 108 license 26 215
Install a new license 26 216-217
Understand a syslog message 24 205
_Canﬁgum NetFlow 24 206
Use a USB cable to console into my router 4 3l
Use a straight-through cable instead of a crossover cable o connect two switches | 11 94

together
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Switchi{config-if)#iswitchport trunk pruning vlan remove 4, 20-30
| Eemoves VLANs 4 and 20-30
Switchi{config-if)#switchport trunk pruning wvlan except 40-50

I All VLANs are added to the pruning list except for 40-50



Router{config)#interface fastethernet 0/0

Router (config-if) #encapsulation dotlg 1 native

Router ({config-if)#ip addressg 192.168.1.1 255,.255.255.0
Router {config-if) #interface fastethernet 0/0.10

Router (config-subif) fencapsulation dotlg 10

Router {config-subif) ##ip address 19%2.168.10.1 255.255.255.0



Routerfitracercoute 2001:db8:c18:2::1

C:\Windows'syvstemi2=tracert 2001:DBB:c:18:2::



FouterOrSwitch (config) #interface fastethernet 0/1

FouterOrSwitch (config-if) #no cdp enable



Router{config) fexit
Router

*Feb 18:22:45:20.87B: %S8YS-5-CONFIG I: Configured from console by
console

Routerg



Corplconfig) #ip nat pool scott 64.64.64.70 64.64.64.75 netmask
255.255.255.128



Routertishow
Router#show
Eouterd#show

Routerfshow

access-lists
acceas-1ligta list name
ip accese-list

ip accesgs-list list name



	About This eBook
	Title Page
	Copyright Page
	About the Author
	About the Technical Reviewer
	Dedications
	Acknowledgments
	Contents at a Glance
	Table of Contents
	Command Syntax Conventions
	Introduction
	Networking Devices Used in the Preparation of This Book
	Private Addressing Used in this Book
	Who Should Read This Book
	Optional Sections
	Organization of This Book
	Did I Miss Anything?

	Part I: TCP/IP v4
	Chapter 1. How to Subnet
	Class A–E Addresses
	Converting Between Decimal Numbers and Binary
	Subnetting a Class C Network Using Binary
	Subnetting a Class B Network Using Binary
	Binary ANDing
	The Enhanced Bob Maneuver for Subnetting �⠀漀爀 䠀漀眀 琀漀 匀甀戀渀攀琀 䄀渀礀琀栀椀渀最 椀渀 唀渀搀攀爀 愀 䴀椀渀甀琀攀)

	Chapter 2. VLSM
	IP Subnet Zero
	VLSM Example

	Chapter 3. Route Summarization
	Example for Understanding Route Summarization
	Route Summarization and Route Flapping
	Requirements for Route Summarization


	Part II: Introduction to Cisco Devices
	Chapter 4. Cables and Connections
	Connecting a Rollover Cable to Your Router or Switch
	Using a USB Cable to Connect to Your Router or Switch
	Terminal Settings
	LAN Connections
	Serial Cable Types
	Which Cable to Use?
	568A Versus 568B Cables

	Chapter 5. The Command Line Interface
	Shortcuts for Entering Commands
	Using the Key to Complete Commands
	Console Error Messages
	Using the Question Mark for Help
	enable Command
	exit Command
	disable Command
	logout Command
	Setup Mode
	Keyboard Help
	History Commands
	terminal Commands
	show Commands
	Using the Pipe Parameter �⠀簀) with the show Command


	Part III: Configuring a Router
	Chapter 6. Configuring a Single Cisco Router
	Router Modes
	Entering Global Configuration Mode
	Configuring a Router Name
	Configuring Passwords
	Password Encryption
	Interface Names
	Moving Between Interfaces
	Configuring a Serial Interface
	Configuring a Fast Ethernet Interface
	Configuring a Gigabit Ethernet Interface
	Creating a Message-of-the-Day Banner
	Creating a Login Banner
	Setting the Clock Time Zone
	Assigning a Local Host Name to an IP Address
	The no ip domain-lookup Command
	The logging synchronous Command
	The exec-timeout Command
	Saving Configurations
	Erasing Configurations
	show Commands
	EXEC Commands in Configuration Mode: The do Command
	Configuration Example: Basic Router Configuration


	Part IV: Routing
	Chapter 7. Static Routing
	Configuring a Static Route on a Router
	The permanent Keyword �⠀伀瀀琀椀漀渀愀氀)
	Static Routes and Administrative Distance �⠀伀瀀琀椀漀渀愀氀)
	Configuring a Default Route on a Router
	Verifying Static Routes
	Configuration Example: Static Routes

	Chapter 8. EIGRP
	Configuring Enhanced Interior Gateway Routing Protocol �⠀䔀䤀䜀刀倀)
	EIGRP Auto-Summarization
	EIGRP Manual Summarization
	Passive EIGRP Interfaces
	Equal-Cost Load Balancing: Maximum Paths
	Unequal-Cost Load Balancing: Variance
	Bandwidth Use
	Authentication
	Verifying EIGRP
	Troubleshooting EIGRP
	Configuration Example: EIGRP

	Chapter 9. Single-Area OSPF
	Configuring OSPF
	Using Wildcard Masks with OSPF Areas
	Loopback Interfaces
	DR/BDR Elections
	Modifying Cost Metrics
	OSPF auto-cost reference-bandwidth
	Authentication: Simple
	Authentication: Using MD5 Encryption
	Timers
	Propagating a Default Route
	Verifying OSPF Configuration
	Troubleshooting OSPF
	Configuration Example: Single Area OSPF

	Chapter 10. Multi-Area OSPF
	Configuring Multi-Area OSPF
	Passive Interfaces
	Configuration Example: Multi-Area OSPF


	Part V: Switching
	Chapter 11. Configuring a Switch
	Help Commands
	Command Modes
	Verifying Commands
	Resetting Switch Configuration
	Setting Host Names
	Setting Passwords
	Setting IP Addresses and Default Gateways
	Setting Interface Descriptions
	The mdix auto Command
	Setting Duplex Operation
	Setting Operation Speed
	Managing the MAC Address Table
	Configuring Static MAC Addresses
	Switch Port Security
	Verifying Switch Port Security
	Sticky MAC Addresses
	Configuration Example

	Chapter 12. VLANs
	Creating Static VLANs
	Assigning Ports to VLANs
	Using the range Command
	Verifying VLAN Information
	Saving VLAN Configurations
	Erasing VLAN Configurations
	Configuration Example: VLANs

	Chapter 13. VLAN Trunking Protocol and Inter-VLAN Communication
	Dynamic Trunking Protocol
	Dynamic Trunking Protocol �⠀䐀吀倀)
	Setting the Encapsulation Type
	VLAN Trunking Protocol �⠀嘀吀倀)
	Verifying VTP
	Inter-VLAN Communication Using an External Router: Router-on-a-Stick
	Inter-VLAN Communication on a Multilayer Switch Through a Switch Virtual Interface
	Inter-VLAN Communication Tips
	Configuration Example: Inter-VLAN Communication

	Chapter 14. Spanning Tree Protocol and EtherChannel
	Spanning Tree Protocol
	EtherChannel


	Part VI: Layer Redundancy
	Chapter 15. HSRP and GLBP
	Hot Standby Router Protocol
	Configuring HSRP on a Router
	Configuring HSRP on an L3 Switch
	Default HSRP Configuration Settings
	Verifying HSRP
	HSRP Optimization Options
	Multiple HSRP
	Debugging HSRP
	Virtual Router Redundancy Protocol
	Configuring VRRP
	Verifying VRRP
	Debugging VRRP
	Gateway Load Balancing Protocol
	Verifying GLBP
	Debugging GLBP
	Configuration Example: GLBP


	Part VII: IPv6
	Chapter 16. IPv6
	Assigning IPv6 Addresses to Interfaces
	IPv6 and RIPng
	Configuration Example: IPv6 RIP
	IPv6 Tunnels: Manual Overlay Tunnel
	Static Routes in IPv6
	Floating Static Routes in IPv6
	Default Routes in IPv6
	Verifying and Troubleshooting IPv6
	IPv6 Ping
	IPv6 Traceroute

	Chapter 17. OSPFv3
	IPv6 and OSPFv3
	Enabling OSPF for IPv6 on an Interface
	Enabling an OSPF for IPv6 Area Range
	Enabling an IPv4 Router ID for OSPFv3
	Forcing an SPF Calculation
	Verifying and Troubleshooting IPv6 and OSPFv3
	Configuration Example: OSPFv3
	R3 Router
	R2 Router
	R1 Router
	R4 Router

	Chapter 18. EIGRP for IPv6
	IPv6 and EIGRP
	Configuring the Percentage of Link Bandwidth Used by EIGRP
	Configuring Summary Addresses
	Configuring EIGRP Route Authentication
	Configuring EIGRP Timers
	Logging EIGRP Neighbor Adjacency Changes
	Adjusting the EIGRP for IPv6 Metric Weights
	Verifying and Troubleshooting EIGRP for IPv6
	Configuration Example: EIGRP for IPv6
	R3 Router
	R2 Router
	R1 Router


	Part VIII: Network Administration and Troubleshooting
	Chapter 19. Backing Up and Restoring Cisco IOS Software and Configurations
	Boot System Commands
	The Cisco IOS File System
	Viewing the Cisco IOS File System
	Commonly Used URL Prefixes for Cisco Network Devices
	Deciphering IOS Image Filenames
	Backing Up Configurations to a TFTP Server
	Restoring Configurations from a TFTP Server
	Backing Up the Cisco IOS Software to a TFTP Server
	Restoring/Upgrading the Cisco IOS Software from a TFTP Server
	Restoring the Cisco IOS Software from ROM Monitor Mode Using Xmodem
	Restoring the Cisco IOS Software Using the ROM Monitor Environmental Variables and tftpdnld Command

	Chapter 20. Password-Recovery Procedures and the Configuration Register
	The Configuration Register
	Password-Recovery Procedures for Cisco Routers
	Password Recovery for 2960 Series Switches

	Chapter 21. Cisco Discovery Protocol �⠀䌀䐀倀)
	Cisco Discovery Protocol

	Chapter 22. Remote Connectivity Using Telnet or SSH
	Configuring a Device to Accept a Remote Telnet Connection
	Using Telnet to Remotely Connect to Other Devices
	Verifying Telnet
	Configuring the Secure Shell Protocol �⠀匀匀䠀)
	Verifying SSH

	Chapter 23. Verifying End-to-End Connectivity
	ICMP Redirect Messages
	The ping Command
	Examples of Using the ping and the Extended ping Commands
	The traceroute Command

	Chapter 24. Configuring Network Management Protocols
	Configuring SNMP
	Configuring Syslog
	Syslog Message Format
	Syslog Severity Levels
	Syslog Message Example
	Configuring NetFlow
	Verifying NetFlow

	Chapter 25. Basic Troubleshooting
	Viewing the Routing Table
	Clearing the Routing Table
	Determining the Gateway of Last Resort
	Determining the Last Routing Update
	OSI Layer 3 Testing
	OSI Layer 7 Testing
	Interpreting the show interface Command
	Clearing Interface Counters
	Using CDP to Troubleshoot
	The traceroute Command
	The show controllers Command
	debug Commands
	Using Time Stamps
	Operating System IP Verification Commands
	The ip http server Command
	The netstat Command
	The arp Command

	Chapter 26. Cisco IOS Licensing
	Cisco Licensing Earlier Than IOS 15.0
	Cisco Licensing for the ISR G2 Platforms: IOS 15.0 and Later
	Verifying Licenses
	Cisco License Manager
	Installing a Permanent License
	Installing an Evaluation License
	Backing Up a License
	Uninstalling a License


	Part IX: Managing IP Services
	Chapter 27. Network Address Translation
	Configuring Dynamic NAT: One Private to One Public Address Translation
	Configuring PAT: Many Private to One Public Address Translation
	Configuring Static NAT: One Private to One Permanent Public Address Translation
	Verifying NAT and PAT Configurations
	Troubleshooting NAT and PAT Configurations
	Configuration Example: PAT

	Chapter 28. Dynamic Host Configuration Protocol �⠀䐀䠀䌀倀)
	Configuring a DHCP Server on an IOS Router
	Verifying and Troubleshooting DHCP Configuration
	Configuring a DHCP Helper Address
	DHCP Client on a Cisco IOS Software Ethernet Interface
	Configuration Example: DHCP


	Part X: WANs
	Chapter 29. Configuring Serial Encapsulation: HDLC and PPP
	Configuring HDLC Encapsulation on a Serial Line
	Configuring Point-to-Point Protocol �⠀倀倀倀) on a Serial Line �⠀䴀愀渀搀愀琀漀爀礀 䌀漀洀洀愀渀搀猀)
	Configuring PPP on a Serial Line �⠀伀瀀琀椀漀渀愀氀 䌀漀洀洀愀渀搀猀): Compression
	Configuring PPP on a Serial Line �⠀伀瀀琀椀漀渀愀氀 䌀漀洀洀愀渀搀猀): Link Quality
	Configuring PPP on a Serial Line �⠀伀瀀琀椀漀渀愀氀 䌀漀洀洀愀渀搀猀): Multilink
	Configuring PPP on a Serial Line �⠀伀瀀琀椀漀渀愀氀 䌀漀洀洀愀渀搀猀): Authentication
	Verifying and Troubleshooting a Serial Link/PPP Encapsulation
	Configuration Example: PPP with CHAP Authentication

	Chapter 30. Establishing WAN Connectivity Using Frame Relay
	Configuring Frame Relay
	Verifying Frame Relay
	Troubleshooting Frame Relay
	Configuration Example: Point-to-Point Frame Relay Using Subinterfaces and OSPF
	Configuration Example: Point-to-Multipoint Frame Relay Using Subinterfaces and EIGRP

	Chapter 31. Configuring Generic Routing Encapsulation �⠀䜀刀䔀) Tunnels
	Configuring a GRE Tunnel
	Verifying a GRE Tunnel

	Chapter 32. Configuring Point-to-Point Protocol over Ethernet �⠀倀倀倀漀䔀)
	Configuring a DSL Connection using PPPoE


	Part XI: Network Security
	Chapter 33. Managing Traffic Using Access Control Lists �⠀䄀䌀䰀)
	Access List Numbers
	Using Wildcard Masks
	ACL Keywords
	Creating Standard ACLs
	Applying Standard ACLs to an Interface
	Verifying ACLs
	Removing ACLs
	Creating Extended ACLs
	Applying Extended ACLs to an Interface
	The established Keyword �⠀伀瀀琀椀漀渀愀氀)
	Creating Named ACLs
	Using Sequence Numbers in Named ACLs
	Removing Specific Lines in Named ACLs Using Sequence Numbers
	Sequence Number Tips
	Including Comments About Entries in ACLs
	Restricting Virtual Terminal Access
	Tips for Configuring ACLs
	ACLs and IPv6
	Configuration Examples: ACLs


	Part XII: Appendixes
	Appendix A. Binary/Hex/Decimal Conversion Chart
	Appendix B. Create Your Own Journal Here

	Steps to Configuring a Router
	What Do You Want to Do Today?


